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. 5G EN-DC Architecture

EN-DC stands for 'E-UTRAN New Radio — Dual Connectivity'

= 5G 7|= W™} EN-DC Of7|Ell A
= 5G HEQa 1M 7|& 24
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I. 5G EN-DC ARCHITECTURE i

% Open Software. Commodity Hardware. Cloud-Native Architecture. (FreedomFi)

* Radio agnostic network core. Tested with most small cells. Single appliance aggregates
up to 3 radios.

+ Support for 4G LTE, 5G or Wi-Fi in a single appliance.

« Software based and open source. Buy our pre-tested appliance or contact us to deploy
on a platform of your choice.

Source: https://freedomfi.com/?fbclid=IwAR3NgJn4nbX-8NdVeSKrE5SwPtQp-XdMaMmqlKrPEpEoxkWuvGQv2h5pplyA
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I. 5G EN-DC ARCHITECTURE

% AWS Private 5G AMH|A (2022)
« AWS7} AHE 7|H2 2 AWS Private 56 MEZ HiE (3702 ME M4 HIB)

1) 5GZ Full Set2 JIGU0l £XI
2) 5G 20{ UPFE JI U, Control Plane(AMF, SMF,...)2 AWS 22t =(Region £ Local Zone)
3) JIgUdlE RUSH =D LIHAIE 25 AWS S22E0 = &3 =2.

5G &2Z ESJ0{E AWS outpost/Local
zone/Region®f| 22| HIAESH 7|& TtEL HiH

«  Ericsson,

*  Nokia,

« Cisco,

*  Mavenir,

« Altiostar, SIM 7= ﬁ ﬁ %
»  Samsung, . 56 AEA

+  Athonet, AWS Private 5G 56 RAN ﬁ "l—
+ Celona, o R 56 20f : .

* Druid, ME{ @RU) | =mrms

+  JMA Wireless & T} ﬁ E

XX | JsLab
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% Fusion Core - 5G Packet Core @ Azure Marketplace

|

Azure OFI Z2]|0| 20]| A 5G or LTERO| CI22E X &

Azure Marketplace Deployment

- o coMa=ong Step 3
| - . EEmi . Configure 56
[ = oot e T » o manony | Neworkprameters, ——
Markesplace [ = e TEYED gy devices Step 4
5G Edge ready for
o " RAN
Marketplace ° Create Metanwitch Fusion Core § Pty TR
comamone
Gt Started amin
- ETEE——"T
]
My Marketplace E
. SoaS service for detectionof  Colona
Fake Base Suation
-
st Step 1 —
Sare Go to Marketplace
e to order G Edge  Step 2
components Configure cloud =

resources and
assign to 5G Core
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I. 5G EN-DC ARCHITECTURE

« Microsoft claims it’'s making progress assembling a more expansive telco cloud stack
for operators six months after it inhaled AT&T’s Network Cloud technology via
acquisition.

» Azure for Operators, now combined with the crown jewels of AT&T’s seven-year effort in SDN
and network virtualization, includes more than 60 cloud-native network functions (CNF) and
virtual network functions (VNF) from 15 vendors, Microsoft’s VP of 5G strategy Shawn Hakl
explained in a blog post.

« AT&T in selling its technology to Microsoft also announced plans to move its 5G network
core, workloads, and services to Microsoft’s Azure for Operators platform.

AT&TS| SMALE /%t Telco Cloud Stack X3

Matt Kapko | Senior Editor, January 7, 2022 8:00 PM

Source: https://www.sdxcentral.com/articles/news/microsoft-teases-5g-cloud-core-progress-post-att-deal/2022/01

I X X JS Lab
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++ 5G Enablers 4IR

« Steam (1X} #HEH)> Assembly Line (2At MHHEH) > Digital (3K A HEHH) --> 4IR

axt LAY
(4IR, The 4th Industrial Revolution)

QABX|5(Al)

I X X JS Lab




I. 5G EN-DC ARCHITECTURE

<+ 5G Enablers 4IR

- eMBB
* URLLC
* mMTC

2G 100 to 300 Kbps <100 to 100 Kbps

3G 0.3 to 42 Mbps 0.1 to 8 Mbps
4G 150 to 979 Mbps 15 to 90 Mbps
5G 1to 10 Gbps 150 to 200 Mbps
6G* 8 Thps Unknown

E-Spal] URLLC
1ms

eMBB (enhanced Mobile Broadband); URLLC (Ultra Reliable Low Latency Communications); mMTC (massive Machine Type Communications)

o0

*not defined nor deployed; thisis estimated data download speed.

JS Lab
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% 5G HIEQA dAe 2T & 15

getoc elma

BE3R 7t HEHI HES
7l X 25, BoA ESS

e
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I. 5G EN-DC ARCHITECTURE

< Enabling 5G Enabled Digital Transformation (£*: Capgemini)

We drive Intelligent Industry INFORMATION TECHNOLOGY

across the business... — Enterprise IT services
> P
IT
JEIL
@ OPERATIONAL TECHNOLOGY
IT+OT+NT (+) Industry business solutions Ary
oT
+ Consultative services
« Systems integration & verification of NETWORK TECHNOLOGY
. Ei;vrgm anc appications Communications solutions, Comms ER&D
yment services
+ Maintenance & operations NT
+ Monitor performance & adherence to KPIs
o0 JS Lab
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e B2M Y EQ A9 UM (Wi-Fi 2 5G)

* The different generations of wireless networks

Mobility

802.11xx

O,

A
|
|

10Kbps 100 Kbps  1Mbps 10 Mbps 100 Mbps 1 Gbit/s

Source: Software Networks (Virtualization, SDN, 5G and Security), by ISTE Press Ltd and John Wiley & Sons, Inc. 2020

XX |  JslLab
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I. 5G EN-DC ARCHITECTURE

«» RHIES

g (Wi-Fi 2} 5G)

* The two major wireless solutions and their convergence
< 0|73 YEQAU M2 MEH 7|8 BES}

« L ERO|L ADIEE § §4 7|7|S0| R4 S0 92 & == A= EeE802.112| 7|E E

3GPP

IEEE

GSM EDGE UMTS HSDPA HSUPA LTE LTE-A, 4G Pro, 5G

Wi-Fi 1, Wi-Fi 2, Wi-Fi 3, Wi-Fi 4, Wi-Fi 5, Wi-Fi 6, Wi-Fi 7

Source: Software Networks (Virtualization, SDN, 5G and Security), by ISTE Press Ltd and John Wiley & Sons, Inc. 2020

Convergence
Femto-cell
Passpoint
IEEE 802.11u

®*o O JS Lab
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<+ 56 FM BE 7|#
+ 3GPP
« ITU
« IETF
« IEEE

Primary standards body,
composed of 7 organizational
partners

n Specifications for virtualization

using IP protocols

ITU

United Nations agency focused
on information and

telecommunications

IEEE, Linux Foundation

o0

CILINUX |

JS Lab
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I. 5G EN-DC ARCHITECTURE

< ITU (International Telecommunications Union): UN £t5} 7|2

+ 56 & FH|: IMT-2000

Capability Description Target Valuve
Downlink peak data rate Minimum maximum data rate technology must support 20 Gbps
Uplink peak data rate Minimum maximum data rate technology must support 10 Gbps
User experienced downlink data rate  Data rate in dense urban test environment 95% of time 100 Mbps
User experienced uplink data rate Data rate in dense urban test environment 95% of time 50 Mbps
Latency Radio network contribution to packet travel time 4ms

Latency Radio network contribution to packet travel time 1 ms
Mobility Maximum speed for handoff and QoS requirements 500 km/h

Connection density Total number of devices per unit area 1,000,000 devices/km2

Data sent/received per unit energy consumption (by device or

Energy efficiency network) Equal to 4G

Area traffic capacity Total traffic across coverage area 10 Mbps/m2

Usage scenario
eMBB

eMBB

eMBB

eMBB

eMBB

URLLC

eMBB /URLLC
mMTC

eMBB
eMBB

o0 JS Lab
15
. 5G EN-DC ARCHITECTURE
“ 56 74 B2E 7|&
- 0|8 7|2 Tztet MtiE £3 7 B
oA 80 ITu 80 3GPP 89 RAN 80 Core &
IMP-2000 UMTS UTRAN UMTS Core UMTS System
3.5G Enhanced IMT-2000 UMTS HSPA UTRAN UMTS Core UMTS System
EPC (Evolved EPS (Evolved
4G IMT-Advanced LTE-Advanced E-UTRAN Packet Core) Packet System)
5G IMT-2020 5G NR (New Radio) 5GC (5G Core) 5GS (5G System)
6G IMT-2030 6G - - -
o0 JS Lab
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I. 5G EN-DC ARCHITECTURE

% LTE Of7|&lX

* E-UTRAN: LTE FHH &Y (RAN) es

« EPC: LTE 2 O{Y RAN Core
* EPS: Evolved Packet System E-UTRAN S6a EPC

EPS = E-UTRAN + EPC ( +UE )

UE (User Equipment)

eNB (Evolved Node B)

S-GW (Serving Gateway)

P-GW (PDN Gateway)

MME (Mobility Management Entity) RERR Ak
HSS (Home Subscriber Server)

PCRF (Policy and Charging Rule Function)
PDN (Packet Data Network)

XX | JsLab
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I. 5G EN-DC ARCHITECTURE

% 5G Core procedures run on top of web technologies

PROTOCOL EVOLUTION

D/MAP D/MAP S6a NB8/JSON
TCAP TCAP Diameter HTTR/2
SCCP SCCP | SCTP TCP
MTP1-3 SIGTRAN P P

Source: https://devopedia.org/5g-service-based-architecture#further-reading
*e 0 JS Lab
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I. 5G EN-DC ARCHITECTURE

% 4G EPC functions mapped to 5G core network functions

* Main functions in 5G SBA

New 5G Functions
L
.

PCRF | HSS _ AF
NSSF NEF NRF PCF UDM AF
[ ] I
AUSF  Authentication Server Function Nnssf Nnef Nnrf
AMF Access and Mobility Managment Function
AF Application Function
DN Data Networks Nausf Namf
SMF Session Management Function
2 : AUSF AMF
NEF Network Exposure Function Hss MME
NSSF  Network Slice Selection Function /NZ/
NRF Network Repository Function N1 /
PCF Policy Control Function
UPF User PLane Function / (®)

DN

(R)AN  (Radio) Access Network UE

Source: Mastering Service Mesh, Anjali Khatri, Vikram Khatri, 2020 Packt Publishing

XX | JSlLab
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I. 5G EN-DC ARCHITECTURE

D>

% NEF (C)

+ Amdocs2| NEF (Network Exposure Function)

NEF Sphere
of Influence

'ap, roaming..)

Control paint for v ge event:
External control ge network
resources & e2e quality management

Charge for External APl Access
Charge for capability invocations
Charge for the value of

what is achieved

Enterprise or service requiring
beyond-vanilla 5G capabilities
Examples:

* Sponsored Data

5G
Network

Dynamic QoS manipulation
+ Application Traffic Steering
Amdocs + Event Reporting
NEF Network Exposure y + Non-IP data for loT
Function

Source: Amdocs

I X X JS Lab
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|. 5G EN-DC ARCHITECTURE

< DHIY 7| YH I 3GPP

3GPP(3rd Generation Partnership Project): 0| 5 &4 & EHH S 70| 35 93
ZZMEZ INMI|SMABHITU)C| IMT-2000 Z2HEQ| HR| LHOA - M MAXMCZ HE Tts3h-

3MCH O| sS4 A| AN 70| 21 S SR = 1 QUL 3GPP 142 TIE E GSM -H"Oil 78t &1
Ao, FM(radio)at 2.0 '—‘IIE-?-J El(core network), A H| A T Z(service architecture)S 25 EXT3} H Q[0
i°U\|5’|_' ALt

© ()
ADIDIDIDIDID
© © ©

XXX | JsLab
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I. 5G EN-DC ARCHITECTURE

+ 3GPP EZE

2020 2021 2022
T o T ol ol ol o doloclolobdole @

TSG#86 TSG#B7 TSGuas TSGRE9 TSG#90 TSG#91-e TSG#92-¢ TSG#93-e TSGH#94-e TSG#95-¢ TSG#96 TSG#97
Dec. Mar. Jun. Sep Dec. Mar. Jun, Sep. Dec. Mar. Jun. Sep.

Rel-17
Package
(content)

Approval

Rel-17
Protocol
Coding Freeze
(ASN.1, OpenAP])

TSG#%2, Stege 2 eted 15G893 xiji

| JsLab




I. 5G EN-DC ARCHITECTURE

% Releases 15 2} 16 (Phase 1, Phase 2)

Release 15

NR - New Radio| * NR- New Radio
Non Standalone (NSA) + NR NSA ,5G Radio to work with LTE core
Standalone (SA) * NR SA, 5G Radio to work with 5G core

¢ Massive MTC and Internet of things

* Vehicle to everything communication (V2x)

* Mission Critical (MC) internetworking with legacy systems
* WLAN unlicensed spectrum use

* Slicing- logical and end to end networks

* APl Exposure — 3 Party access to 5G services

sBa| * Service Based Architecture (SBA)

¢ Further LTE improvements

¢ Mobile communication system for Railways

* MEC

/2 Wireless/W|

[ Release 16
Radio

NR in unlicensed band

Industrial 10T

Accurate NR positioning

NR for integrated Access and Backhaul (IAB)

5G Core
7P EHEscE3US
Enhanced SBA (eSBA) 0|2 (e-Um) 56'2H= MY
E3}at Private networks OlEc2 REAE

ne (Cable/BNG) Convergence + Access
Steering

Time Sensitive Network (TSN)
Cellular loT (NB-1OT, CatM)
Slice Management

Network Analytics

V2x Phase 3: Platooning extended sensors, automated driving,
remote driving

URLLC enhancements

o0

JS Lab
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% Release 17

Release 17
NRMIMO |+ NRMIMO
Sidelink | * NR Sidelink enhancement
+ 52.6 - 71 GHz with existing waveform

+ Study - loT over Non-Terrestrial Networks (NTN) NR over Non-
Terrestrial Networks (NTN)

* NR Positioning enh.

* Low complexity NR devices Power saving

* NR Coverage enh.

+ Study - NR eXtended Reality (XR) NB-loT and LTE-MTC enh.
* 5G Multicast broadcast Multi-Radio DCCA enh.

Multi SIM *  MultiSIM
Integrated Access and Backhaul (IAB) enh.

+ Unmanned Aerial Systems

* 5GC Location Services

* Multimedia Priority Service (MPS)

* 5G LAN-type services

* 5G Wireless and Wireline Convergence

* Dynamic Spectrum Sharing (DSS) enh. Industrial loT / URLLC enh.

NR Sidelink relay

RAN Slicing
Enh. for small data

SON / Minimization of drive tests (MDT) enh. NR Quality of
Experience

eNB architecture evolution, LTE C-plane / U-plane split
Satellite components in the 5G architecture

Non-Public Networks enh.

Network Automation for 5G - phase 2 Edge Computing in 5GC
Proximity based Services in 5GS

Network Slicing Phase 2

Enh. V2x Services

Advanced Interactive Services

Access Traffic Steering, Switch and Splitting support in the 5G
system architecture

5G LAN-type services

User Plane Function (UPF) enh. for control and 5G Service
Based Architecture (SBA)

o0

JS Lab
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I. 5G EN-DC ARCHITECTURE

< 3GPP EX

* Rel 18
+ 5G Advanced O ] i
? = 0o
i/ L
-
vy
Leading 3GPP i -+
evolution of
_Release 18+
5G Advanced -
~
S
& A/ML
A .
[lopass- /
Source: Image courtesy of Qualcomm Technologies, Inc.
XX | JsLab
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. 5G EN-DC ARCHITECTURE
< DHIY Y E/A 7|50 &wH™ Flexibility
7G
Ultimate software radio
6G
5G
Ideal software radio
LTE-A
LTE
Defined software radio OFDMA
CDMA
GSM!
Controled software radio Wi-Fi
Bluetooth
s
Intelligence
Logical Analyse Intuition X &
Source: Software Networks (Virtualization, SDN, 5G and Security), by ISTE Press Ltd and John Wiley & Sons, Inc. 2020
®e O JS Lab
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I. 5G EN-DC ARCHITECTURE
<+ X8 2/ (Deployment options)
EPC 5GC
O e O o= L =
SA &= 2= Q=
Standalone (SA) | | |
=N ) o (o) (o=
E W A AT
= o = g =
Non Standalone (NSA) | NSA W= /""‘T ©n :':
User Plane nzg E(ég:% E '-':4 %:Eﬁ nzc nz: fﬁ:%ﬂ %
Control Plane NR - New Radio °
** EN-DC: E-UTRAN New Radio — Dual Connectivity
XX | JsLab
27
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< 5G EE1} Market®| Radio &4 Hal/LH™
e )
= <3GHz 3~5 GHz 6~24 GHz 24~30 GHz 30~40 GHz
3.6~3.7 GHz 28.1~29.0 GHz
SKT (100MHz) (800MHz)
KT 3.5~3.6 GHz 26.5~27.3 GHz
(100MHz) (800MHz)
3.42~3.5 GHz 27.3~28.1 GHz
LGU+ (80MHz) (800MHz)
A X2 7t { 5G NR (100MHz) 1.5 Gbps - Frequency range 1 (FR1): 410-7125 MHz.
7 TTE 772 L 46 LTE (145MHz) 1.2 Gbps + Frequency range 2 (FR2): 24.25-52.6 GHz.
® e JS Lab
28
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I. 5G EN-DC ARCHITECTURE

- . Uplink Range Downlink Range Duplex
% FR1: n78 (3.3GHz~3.8GHz) NR Band | (MHz) (MHz) Mode Main Region(s)
& - i B1n1 1920-1980 2110-2170 FDD Europe, Asia
* FRZ‘ n257 (ZG‘SGHZ 29‘5GHZ) n2 1850-1910 19601990 SN Americas (Asia)
B3 n3 1710-1786 1805 s from g Europe. Asia
mingd ngg?:ect\‘\lm shar (Americas)
Frequency range | Carrier bandwidth (MHz) B5 n% RN Edl FDD Americas, Asia
- = - . . B7 N7 26202690 FDD Europe, Asia
FRI 2 “7" 15, 1{" 33';[" 40, 50, ng 925960 FOD Europe, Asia
60, 70, 80, 90, 100 n20 791-821 FDD Europe
FR2 50, 100, 200, 400 n28 758-803 FDD Asia/Pacific
n38 2570-2620 TDD Europe
1 24962690 TDD US, China
Uplink and Downlink ns0 1432-1517
NR Band Range (MHz) Duplex Mode | Main Region(s) Lo |Ser—189e
o s né6 2110-2200 Americas
n257 26,500-29,500 TOD Asia, Americas (global) n70 19952020
n258 24,250-27,500 TDD Europe, Asia (global) n71 617652 Americas
n259 37,000-40,000 TOD US (global) n74 1475-1518 Japan
n75 1432-1517 Europe
n76 14271432 Europe
3.42 GHz 3.5 GHz 3.6 GHz 3.7 GHz
. 2
n78  LGU+ (80MHz) kt (100MHz) SKT (100 Mz) 5 )
n80 1710-1785 N/A
n81 880-915 N/A
26.5 GHz 27.3 GHz 28.1 GHz 28.9GHz 295GHz a» 832-862 N/A
n83 703748 N/A
n257 kt (800 MHz) LGU+ (800 MHz) SKT (800 MHz) m P 1920—1980 N/A
®e 0 JS Lab
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. 5G EN-DC ARCHITECTURE
A - opme
< 7|% H|1: Private LTE vs WiFi vs 5G (VMware 0|
[ Private LTE I Wi-Fi 6 I 5G j
27 re————
(vumzsapmswd )
718 A .
C ) A8 7 )
A
=HI spee .
( A/t 10 Gbps )
( mgyg=oEgMm )
SRYEIE] Mobility . ; ‘ :
( Private Public 2Y )
K| AH/M2|D | Latency and Reliability ¥
(=AY, 99.9999% dlzl )
Fhb Rl e e ' S
( wolHEs mmwAvE )
®e 0 JS Lab
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I. 5G EN-DC ARCHITECTURE

<+ non-3GPP

* Architecture of untrusted non-3GPP access using Wi-Fi network
o N3IWF: Non-3GPP Interworking Function

LLLL

- ((( ’)) N2 N4
L AI AL N2 upE i [ DN
Wi-Fi Al ‘
FuH)
® e JS Lab
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<+ non-3GPP

« Architecture of untrusted non-3GPP access using Wi-Fi network
o CP& IPSec H{ &, UPE IPSec H'2, GTP-U HE

- N1

T H.((!E!}) .

CP8|Psec %

N6

Yi Wi-Fi AP v2 GTP-UEE
(FuH)

o0

JS Lab

DN
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I. 5G EN-DC ARCHITECTURE

% 5G-V2X O}7|El XN

3GPP C-V2X Protocol stack (Via Uu link)

V2X App
N6 o M
vax X V2x
App PC5 App PC5 App
oy Gy G
XX | JsLab
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. 5G EN-DC ARCHITECTURE
% Taxonomy of ML-based Misbehavior Detection Systems
+ IP-based V2X applications
* Non-IP-based V2X applications
T Position falsification
[65 - 79]
Denial of service T
[106 - 110] } P,
= _————_| Falseinformation
- N 4 ! [80 - 86]
ra = ™
Greyhole and blackhole | @ s ~T— B Non-IP-based V2X
[111-115] IP-based V2X [~ ) : | licati %
‘ applications ' \__ oppiications  —{'syhil [87- 90]
= = = T
R — \
(Wormhole [116] | _ .
T — T _-{ Position tracking [91] |
N —
)
Multi-attacks [117-129] |~ PN
e S~ Multi-attacks [92 - 105] |
—_
((——— ()
| Jamming [130 - 133] — Both .
Source: A Survey on Machine Learning-base Misbehavior Detection Systems for 5G and Beyond Vehicular Network, Abdelwahab Boualouache, Member, IEEE and Thomas Engel, Member, IEEE
®e O JS Lab
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I. 5G EN-DC ARCHITECTURE

*

* 5G RG (Residential Gateway)
* FN RG (Fixed Network Residential Gateway)

% FMC(Fixed Mobile Convergence)

,,,,, L (7)) N S N
- SGRG | gy - T R Ll 56 — —
WA .- gNB e , £ )
- = Hybrid Access —
LM e, EEmaa—
56-RG ———] — o
Hybrid Access N3
AGF
L0000 U |
5G-RG (Access  — — —'m2 — *WP‘MMMW —
oM Gateway N3 =
kil Function) — !‘!m
Wireline | NI s
FN-RG ——— Access — R oy —— -Wired only S DN
£ U EH N3
. _[/ (CEMIE -t M ypF
FN-RG — BNG (Fr::ﬁ- [ ’}Wi”d legacy e
e e
a4 avang | | e |
_ g:‘m} {_funcion) )
FN-RG = 1 )
au |
o0 JS Lab
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*.
< From 4G to 5G
4G Network 5G Network

Dedicated Equipment S/P-GW.
L] =
=3 Q
[ ] L]
(=3 g
8
Centralized 4G DU X
Dedicated Equipment DU K‘o)’ our
Dark or [ Ethernet
Dedicated Access 755 (EPON/

(wireless, wireline) 10G-EPON)

4G Fronthaul

Cell Site
Single
Home

Apartment

46 Radio

2 Central Cloud (NFV)

> Edge Cloud (NFV)
Distributed 5G Core

= Unified Access

- 56 Fronthaul

Coll Site

- 5GRadio

e

CU: Cloud Unit
AU: Access Unit
CP: Control Plane
UP: User Plane

Source: Software Networks (Virtualization, SDN, 5G and Security), by ISTE Press Ltd and John Wiley & Sons, Inc. 2020

o0

JS Lab
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I. 5G EN-DC ARCHITECTURE

% 5G Core2| 22t E3}

* 5G Core2} RAN

5G Core NF (Network Function)

CBCF (Cell Broadcast Centre Function) W2 HE £

CHF (Charging Function) 2ee/em Sg A IS &R
NEF (Network Exposure Function) HIEHI 7IS g &2

NRF (NF Reposi ion) SGYUINFAS HOf &Y

NSSF (Network Slice Selection Function) HELIA S2t01Y4 Mol 2

SEPP (Security Edge Protection Proxy) Y 2t 29 Ao|E90|

SMSF (SMS Function) BIAIRI(SMS) M| 2 215 9 BA £84

VPLMN (visited Public Land Mobile Network)

HPLMN (Home Public Land Mabile Network)

| JsLab
37
< O X[e] Glo|EME 7|& =¢: SAte| C|O|E{ME{S} 7|X|= 2o 12y
% 5GE 4G EPC 30| I/E MH|A AZ: 56 30| HE & 5
< MECE Eco-system ZH FY: API H|3 U B2B 52| 2 Zrf
/7/’-”- "\ NSA(Non-Standalone) Qﬁilﬁﬁﬁ ol
|‘.\4G Core Infra :: 9}7@ ﬁ@alg‘m tﬂ
<. 5GRadio (2019) ; ~5G Core Infra (2020 01 %)
|
0 )
|
5G RAN-
i . ol
Pre s& nesw Contents
i A 6 ! @
=
|
&~ 8
® e JS Lab
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I. 5G EN-DC ARCHITECTURE

% Basic slicing of 5G core network

* Mobile Broadband (5G/LTE/WIiFi)

a Vlnhlhly &
C-Plane

>
. i &
V2X or C-V2X S;’" 5C mmWave = Management
v
« mioT S fwisd £ ite =
7|E @ el o (@F) = Py, = '
. | I' éé: @ % K U-Plane  ©
> (3 5G Network Slice 1
& (
P % -
o Bkl \——w ([( 1)))
*  First NR ("New Rodio”) * The 5G System - Phase 2 * Support for non-terrestriol 05 Intelligent =
release. * Industrial loT networks > Control  PPportunistic D2 D"umm“"'“'"’“ £33
*  5G Vehicle-fo-x service * URLLC enhancements * Unmanned Aerial Systems .\.Y . Mobile Edge Cloud
+ Service Based Architecture + 5G efficiency including Dynamic  * RAN Slicing ray 4"‘;, m d 3
(SBA) Spectrum Sharing (DSS) Sﬂf“‘f Lo Aulunomous l. ars 5G Network Slice 2
* Edge Computing ra ‘1(—_]
S %@ S
; \ =
COEHERET ) % ” = ccrv z ,
& =
2 ﬂ- App-Scrver
CETEZAZT ) & Home Management 8 \‘.nw energy 5G Network Slice 3
CRANEZOII ) &
&
N :
<t E— SENswork Sica 4
& i
e i 5G Network Slicen
Source: Software Networks (Virtualization, SDN, 5G and Security), by ISTE Press Ltd and John Wiley & Sons, Inc. 2020
*e 0 JS Lab
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% SD-Core supports 5G SA, 5G NSA (option 3x) and LTE

» free5GC
» OMEC

OM=

o0

| JsLab

40
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I. 5G EN-DC ARCHITECTURE

% Configuration of different AMBR(Aggregate Maximum Bit Rate) per slice
+ Architecture of the Network for the test

OPENS5GS 5G CORE

CONTROL PLANE
UERANSIM

Subscriber
Database |

N2, SCTP: 3841

USER PLANE

Source: VIRTUALIZED CELLULAR NETWOKS WITH NATIVE CLOUD FUNCTIONS, Iria Miguez Gonzélez

N3, UDP. 2152

ogstn, APN- movsiares

*e 0 JS Lab
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I. 5G EN-DC ARCHITECTURE
% Selection of UPF and SMF by slice
+ iperf Slicing Test Architecture
s oy
Source: VIRTUALIZED CELLULAR NETWOKS WITH NATIVE CLOUD FUNCTIONS, Iria Miguez Gonzélez
*e 0 JS Lab
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I. 5G EN-DC ARCHITECTURE

% Security Requirements and Challenges of 6G Technologies

Source: ‘Security Requirements and Challenges of 6G Technologies and Applications’ Shimaa A. Abdel Hakeem , Hanan H. Hussein and HyungWon Kim, mdpi

Improvements of 6G security architecture

Application Layer]

Customers Q . Services
Applications | | Operators

] T

i i

i : Connection Layer

%‘ embedded- o
SIM /SIM =+
ﬂ Q. Network

Physical Layer

3GPP Non- |

9 3GPP O

JS Lab
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I. 5G EN-DC ARCHITECTURE

% The security evolution of mobile communications from 1G to the predicted future 6G

* 4G: MAC layer / new devices

* 5G: NFV / SDN / Cloud

Security evolution in legacy mobile networks g6 ai/ML threats , system
architecture attacks

5G: NFV, SDN and cloud threats

4G: MAC layer attacks and

new devices threats
3G: Ip privacy issues ,
wireless interface threats

Security issues

2G: one-way
authentication issues ,
Unauthorized access

1G: Unencrypted 2030

telephone services 0
2020 Ultra Low
latency
S;?p:n services,
Improved Ig d variety of
Network services A spectrum asng:je:nosr‘e applications
Allow high  eiciency , ERLLC,
speed o secure IoE
1980 Support internet system
voice and reduiced
; and web
Deliver h & latency
s short browsing
B messages
services
Source: ‘Security Requirements and Challenges of 6G Technologies and Applications’ Shimaa A. Abdel Hakeem , Hanan H. Hussein and HyungWon Kim, mdpi
JS Lab
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Il. AE{Z2}0| = Use Case

= LHQ| AEJ=2}0| = Use Case
= QIE{Z2l0|= @I AA ME|A|

® o0 james@jslab.kr JS Lab
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1. AE{=2}0| = USE CASE
<+ Private 5G

( Private LTE/5G deployment
INDUSTRY SITES SIZE
“ Private LTE/5G o
Industrial & manufacturing
IM+
o
$40bn
-
100K+

4,
T BTN -
Transport venues & ports
10K+
=
Military bases $0bn
0il & gas Growth — the value-percentage of private 56 deploy-

ments will outrun private LTE deployments in 2029,

2022 2024 2026 2028 2030

TOTAL 14,582,600

according to ABI Research.
Potential venues for private 5G Source: Nokia Private LTE (46) Private 56 -
. — market value market value
XX | JsLab
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1. AE{=2}0| = USE CASE

< Enterprise Network Transitions (0fl: NTT Communications Corporation)

Legacy ICT utilization Hybrid ICT utilization

== D~

Eaca 71 Hybrid Cloud
— wr

( stojmzE 2at2E
Multi Cloud Connect

-
AR o [
Single Access MPLS MPLS

X

_|-"g _]_3 _l_; 1'; —f; —|{|ji :'3 Di

Location Free and Device Free
®e 0

Internet LTE5G Hybrid Access

SHo|HE| = AN A&

|  JsLab
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II. AME{=2}0| = USE CASE

+» ABI Research: VMware and Red Hat Come Out on Top in ABI Research’s 5G Telco
Cloud Native Platforms Competitive Ranking.

Market Leaders: VMware, Red Hat

[ weizatoi= mzuel so8 st getes Holsle gAE N |

Mainstream: Nokia, ZTE, Canonical, Huawei, Google, Ericsson, Wind River
Followers: AWS, Microsoft Azure

ABI Research, New York, New York - March 01, 2022

Source: https://www.abiresearch.com/press/vmware-and-red-hat-come-out-on-top-in-abi-researchs-5g-telco-cloud-native-platforms-competitive-ranking/?utm_source=Cision

JS Lab
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1. AE{=2}0| = USE CASE

< UE{ZE}0| = H|Z=ALQ| Private 5G Network HE ZH: VMware (0l)

Nomadic Edge

Enterprise Edge

Telco Edge

Deployment
Use Cases
Geography
Connectivity
Services

Spectrum

Backpack, Cellular on Wheels

First Responders, Rural Capacity, Drones,
Events, Popup Retail

20 +5q. miles
<80ms | 1Gbps | <500 attach
Location, Voice, Video

Shared, Unlicensed

Ultra low latency & security

Customer On-Premise

Smart Factory, AR/VR, Health, AGV, Mining,

Robotics, Asset Tracking

1+5q. miles
<10ms | 104Gbps | <10K attach
Location, Voice, Video, MEC, Al/ML

Shared, Licensed

Distributed CSP Clouds

Smart City, Smart Home, Ambulance,
Environment/Energy, Logistics

100 + sq. miles
<20ms | 200+ Gbps | M+ attach
Location, Video, MEC, CON

Licensed

®e 0 JS Lab
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1. AE{=2}0| = USE CASE
+ HE|ZAQEE

X L E = 7w=% (ONF: Enterprise Multi-Cloud is the New Normal)
+ Can't afford to be tied to just a single hyperscaler — 8tL}2| ‘Virtual Cloud’ 28

Common Edge OoOMr—=
B - Enterprise
by . Public Cloud
Edge Cloud

Edge Cloud A lic Cloud

Edge Cloud  Goosle Cloud
.-blic Cloud

Enterprise
Private Cloud

®e 0 JS Lab
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1. AE{=2}0| = USE CASE

% Industry Digital Transformation and requirements for the communication connection

Hotel

U

Stadium/Event

4

Port

J

[FF

Construction

E::

=
Factory e <10ms, >20Mbps, Full Mobility
cE Drone £ 2 (: Drone Control
pr = g Server
=0 <10ms, Kbps/10Mbps, Very Reliable
ﬁ AGV AGV  Move [T «Stomshbps/ioMbps VaryRalble =3 ey contol
Hospital - i H Server
pita cherrrh )
100ms, >20Mbps
; Al Video Analytics
Video 33’%
Surveilance
Waihouse 5 « 2-10ms, 1G-100Mbps, Full Mobility (3 AR/VR Rendering
AR/VR =3 Server
> » 100ms, Kbps, Massive Connectivity
é Sensor B ¢ > 3 lloT Server
=N
Airport 1ms, Kbps, Very Reliable Robot Control
Industry C'Dc € > E s:rvir el
Automation L
D) Intranet Server,
University
Office PC g < 5 S Intranet Server,

Smart Building

Devices

Moye~

Edge Computing

Private Network

Internet

o0

| JsLab
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1. AE{=2}0| = USE CASE

1. Automation

< Common Use Cases in Manufacturing (%|: ONF)

2. Positioning

4. Collaborative Robots

AGV (Automatically
Guided Vehides)

AGV

AGV Use case requires seamless handovers as the
vehicle moves across radio coverage areas

[ Fiesiviny_|

—— T

- . ETTTA

oty 2mn A
URLLC

Safety Scanner

Safety scanner is used in the factory floor to scan
for any intrusion to the pre-designated areas in the
factory fioor.

ULIOL Data rate <t Mbpe | Reliabiiey |
e 2ms | _Low latency |
Velocity 1mis L

Localization for tool configuration
Configuration of tools which requires positioning of the

e

UL/DL Data rate 50 Kbps — downlink, m
1 Mbps - uplink cc
Location acouracy 30 om® URLLC

3. Remote Monitoring

AR/VR/Worker assistance
AR/VR device is used to assist factory workers
operating machinery in the factory floor.

Tool changer [ _Emciency |
Tool changer robots performing m
synchronous operations
|__Reliabiity |
| parsmoer | vaes |
UUDL Data rate. 50 Kbps URLLC
T 2ms mMTC
PLC to device Corwm/mcauotm
PLC communicating with multiple
devices for end-to-end usecase |_Productivty |
|__Reliability |
TN
UL/DL Data rate 100 Kbps. URLLC
RTT 2ms mMTC

Crrme SR e

o0

Lo Ll 5. Over-the-air installation
RTT 50 ms
Software downloads ™ Fiexibitity |
Digital Twin Software download for over the
Digital 1 of physical entity [IIEZETINN air upgrade of the systems
[ Paamwier | vaves [ — T
UUDL Dataratle 3 Mbps [ Reliabinty | ULUDLDatarste  1Gbps Ll
RTT 50 ms MBB RTT 100 ms oOMi=
| JsLab
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1. AE{=2}0| = USE CASE

% 5GTN MEC deployment in NSA mode

[ vmec : Ifzpc :
1 1 |
1 1 1
1 I 1
1 1
.« ((‘ ')) . (oo : i 1 | HSS MME | |

UE Drone 4G Radios 1 U | 1 networks
| I 1 I
1 I 1
D' . ((( ')) - I I I
—— w‘ ] I 1
UE Field user ; | (| 1
SG Radios \ 1 )

Source: Report on infrastructure-level enablers for 5G!Drones, European Union’s Horizon 2020 research and innovation programme under grant agreement No 857031.

®o oo JS Lab
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1. AE{=2}0| = USE CASE

% 5GTN MEC deployment in SA mode
I{ \I { Centralized 5G Core
| vMEC | !
1
| : 1
|
- I I '
I
UEDrone ((‘ ,)) . lsees|i 1 : PCF || SMF " AUSF || NSSF
|
5G Radios 1 ! :
- i L
— ] - 1 UPF
UE Field user | I '
S ! . o e 1 e e e
Source: Report on infrastructure-level enablers for 5G!Drones, European Union’s Horizon 2020 research and innovation programme under grant agreement No 857031.
®o oo JS Lab
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1. AE{=2}0| = USE CASE

>

5G-CLARITY proposed architecture

» UC1 framework, components and service slices overview
5G-CLARITY CPE preliminary design

»,

*

M-Shed

SG-CLARITY RAN Cluste
Museum el 5G-CLARITY Edge Cluster Soruelllance
Systems

Special Events
Provider

useum

= Private N Guide Robot
sann 5G-CLARITY Gateway
\ M&O Hardware
-
(2

Infrastructure Cameras

Third-Party Services
(c)

5GUK Test Network
{ lating Public Network)

{Guide Robot Positioning) Server Room - Smart Internet Lab
(b) University of Bristol
ok Guide
®) | | Robot B 5G-CLARITY framework O SG-CLARITY infrastructure stratum

@ Smart Tourism VMs and VNF/PNFs === Smart Tourism slice )
O Prrivate networks coverage Special Event slice w= Surveillance slice

Exhibition A
Reception —I_. _L. Exhibition B

Source: 5G-CLARITY [H2020-871428], Mir Ghoraishi(GIGASYS)

o0
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1. AE{=2}0| = USE CASE

% Production line testbed and its integration to 5G-CLARITY system architecture

Learning

| / | \ RANICluster Hiachine Analytics
/ \
q 1 ( Telemetry Collector _+— — — Kk___/ -
= Data Lake
gNB LiFi AP Wi-Fi AP Edge Cluster > :

MPTCP Proxy %} ! ‘;\

‘ Robotic Arm | | Conveyor Belt ‘ On-premises Real-time Data

Camera

Robotic Arm

'I Data Movement Movement
Video Processing :
j i M | Trainin,
Object Detection | odel Training

5G-CLARITY CPE Energy Efficiency | Object Energy
C -y 4 Detection Efficiency
5G-CLARITY CPE
yor Belt
e Portable production line
Source: 5G-CLARITY [H2020-871428], Mir Ghoraishi(GIGASYS)
JS Lab
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1. AE{=2}0| = USE CASE

% Private 5G (0ll: Bosch)

The Private 5G Revolution
Exemplary Use Case

A
State-of-the-Art Map :Fleet Mgmt

Fleet -
Mgmt N Edge Cloud

=) 5G as an enabler for more lightweight devices, easy upgradability, enhanced functionality & higher productivity

® e JS Lab
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1. AE{=2}0| = USE CASE
o L — —
< OT Network Transitions (0f: NTT Communications Corporation)
Before [ e
<>Q;, -
control
,J Automatic control
L) with AT
= = 5|, - _
[ =
2= 1 = & =
- z N Local 5G Infrastructure + Edge cloud
{ 7 wirelessization
& w £ M- W B
BRBRB SEEDBDD BERBBD)
(=] 00000y l’o‘o"o':?' (=] Iooooo" l‘ooooo‘j
[ Wesacas Yrazaaae | Waaaaa Yacaaaad’
+ Laying wired NWs for collecting operational facility data in a factory is a challenge. t‘ Hr‘_lgh‘\lf rellablehand Fighl-csléa“w data collection are realized by using wireless
- M di te | licati is difficult. echnology such as Local 5G.
3 E,?,’;,‘]‘E;,';zs ;;';?c;ah: n‘;ﬁjcx,;i"o',f;tﬁ"s s dified s ro;e:(\gsr, ;en;ot: con:rgl of production machines and transportation devices
such as Can be expected.
- Centralized application management is enabled by introducing the edge cloud
- Moreover, it facilitates the adoption of AI solutions.
- Integration of OT and IT will accelerate unmanned factory.
® e JS Lab
58
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1. AE{=2}0| = USE CASE

% 5G Use Cases for DoD (Department of Defense)

+ Enterprise private 5G networks
for National applications are

& [ &
very similar to commercial = & ®
networks = () o @
* MOSt military'related taSks are i h Wa;fuéﬁler to Machine

Warfighter to Warfighter

“behind the lines”

* More challenges in forward-
deployed use cases

Unattended
Sensing, Tipping
& Cueing S

Ultra High

Definition 7Y™ s
Video .

» Opportunities to both use 5G as

i 5 H Distributed Smart DOD Posts,
ert, as We" as cont"bUte Ideas Situational Camps, Bases, Stations "' ‘ —alh
to future standards Awareness (o)

Health Status Vehicle to M
Monitoring Infrastructure

DOD Installation First Response Remote Surgery Vehicle to
Warfighter g

i PR Bl A Oy

Vehicle to Vehicle

) S
'd((. )

A (O]
Ship to Ship

DoDO|A{ Private 5G
7150 E2

®o oo

(ten)

Machine to Machine

Mobile Cloud
Computing a=g

7
a8

Depot
Automation

o

Instant
Translation

JS Lab
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1. AE{=2}0| = USE CASE

% 5G Use Cases for DoD (Department of Defense)
« Military vehicles and equipment
» Military vehicular networking includes both manned and unmanned vehicles
« Largely mirrors civilians needs — but infrastructure may not always be available
* Need to be able to

o  Collect data in real time and data analytics
o Automated repair
o Tool and eguipment tracking
o  Provide remote engineering support and connect maintenance personnel
 eer
Storage Stock readiness Maintenance

JS Lab

30



1. YE{=2}0| = USE CASE
% Deploying DISH's 5G Network in AWS Cloud i
e =]
+ AWSZ2| RAN A o [
« DISH Network is deploying the first stand-alone, L = B
cloud-native, autonomous 5G network. @) i
|5 L UPF
)
m-
5G Core
- E
ox i E
HEM AH|A
5G RAN e
Source: https://d2908g01vomgb2.cloudfront.net/c5b76da3e608d34edb07244cd9b875ee86906328/2022/02/27 /Figure-3a.pn
®e 0 JS Lab
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ll. UE|Z2}0] = USE CASE
+ Microsoft Extends Enterprise Chops to Operators.
» Microsoft, as part of its deal with AT&T, also gained roughly 100 engineers from the operator.
The enlarged team is now working to build AT&T’s Network Cloud technology into
Microsoft’s standard hybrid-cloud product and a telco-centric platform for AT&T and other
operators to deploy. ([ wsstoisels getes MEel aTarE 21t BAREAE |
* The combination of AT&T and Microsoft’s efforts in this space is unique because it marks
“the first time that a tier-one operator has embraced commercial hybrid cloud technology to
run mobility network workloads,” wrote Hakl, a former longtime Verizon executive.
» Microsoft’s 5G strategy links the private Azure Edge Zones service it announced in 2020,
Azure loT Central, virtualized evolved packet core (VEPC) software it gained by acquiring
Affirmed Networks, and CNFs it brought on board when it acquired Metaswitch Networks.
( Msel S A3 RIZA ol )
Matt Kapko | Senior Editor, March 3, 2022 10:00 PM
Source: https://www.sdxcentral.com/articles/news/aws-ceo-twists-cloud-giant-all-over-telco-systems/2022/03,
®e 0 JS Lab
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1. AE{=2}0| = USE CASE

% Architecture of the live audio production use case (UC1)

Local 5G NPN

Internet

5G RAN

------------------------------------ Shared A
i | arzll :cess hared Access
! . Audio Device = | 4 Server
E \J‘ o AnalogIN E ﬂmuﬂule E)))
s UEd la= Analog OUT o "
| 1 I A et R | S
CIIIIIIIIIIIIIIIIIIIIIIIIIIIITI| wmad ( | Private Data | 1
' | 277 o Network B i
| Audio Device s« | - I :
[ :
¢ - Amia E ;’: module l))) ’ : || Local Audio || i cmsza‘i?:"" !
o [¢- Anaiogour i ’ H | '| Processing |1 il T————— |
L S e S e 3 ! | B } |I O""?'“ I "l
_____ o r— / | | Audi [ Audi 1 perational ]
: » gNB CU : 1| source | outpur /|1 |+ | control Gateway ) !
! Audio Device -+ 1 i I 1 } | ey
i ] N
| o TSN 5 1) e oNBDU!  \ | IEEEneEaNe. -
i 7
e adiadd i i Production
— e —— ’ gNB RU ! ! Operational

“““““ Controller

RIC (Radio Interface Controller)
Source: 5GPPP Architecture Working Group, 5G Architecture White Paper
®e 0 JS Lab
63
1. YE{Z2}0| = USE CASE
. | Mk — —
..

-

» Architecture of the multiple camera wireless studio use case (Private 5G)

Multiple camera production studio

Private SMPTE 2110 network

Ld 2=3o|& AHEY

Network Slice Ex — On-Premise Hardware - Local production
Management W
Management

56 i network nodes Dynamic Policy
Modem ))) ~ Management
~ A (e.g. QoS)

g
i ‘4
1)))’ / 56 0 2110
) / Gateway
- ’ (IP video)

NM/PCF

7t ArEe

OB-Van /
/ Local Studio

\ Virtual Private Network

Over Public Network (Best Effort or QoS)

Operational
B P S S AN T Ak R i S SRR eSS T T e a R s Ui e control Gateway

Media controls, device discovery and registration
Monitoring, synchronization

Source: 5GPPP Architecture Working Group, 5G Architecture White Paper

o " [ Viral (Cloud) ===
== '

o0

| JsLab
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1. AE{=2}0| = USE

ASE

Surveillance
>

< Aether: HE{Z2L0|=2| DTS

Operator Portal @ [% Enterprise Portal
e D ==

Enterprise On-Prem Edge Cloud

43}

m

flet 56 HYE|E of| x| S8

Automatically
Correlate & React

iz I
ani_-g A A

==

@

APls

Enterprise
Application

Hyperscaler Cloud and Hybrid Cloud Services
T

BT T
8

+
I
L}
sccore | 1 T sccore
Config/Control Update | | | Telemetry
I
|
1

¢

Enterprise

Application
(A) T ——
M saran | | T soman eageravric | | 1 edge rabric
M““mem Config/Control Update | I | Telemetry Config/Control Update | | | Telemetry
I
H 'i ( ) O-RAN compliant, SDN :
Employees programmable small cells  from f‘ Edge Cloud Services from Hyperscalers |
e st iictetiialebaitlel. | ticetotribiie
P -
if steslof omat ]:—J I
Aether Visitors OMN=
Source: https://opennetworking.org/wp-content/uploads/2020/12/Spotlight-OPs-1.pdf
*e 0 JS Lab
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1. AE{=2}0| = USE CASE

e
o
Surveillance
= = @)
00O
Sensors Multimedia
i @ ﬁ Employees
Visitors

Source: https://opennetworking.org/sd-fabric,

((FI\
7

]

+ Aether: 5G/LTE Private Edge Cloud

@
Q =ETH=ER
Connected Edge

@ETI—IEF

Central

D Edge Apps m’

loT Al/ML
Platform(s)

SD-Fabric D

SD-RAN SD-RAN (0-RAN) ] Aether Control
D NRT-RIC / CU /

SD-Core
User Plane

Distributed Mobile Core User Plane
provides local breakout at all
remote Aether Edge sites

I@I

Enterprise
Control Portal

L)

Central loT
Al/ML Apps

and Management
Platform
SD-Core

Control Plane
RHEY

Shared Mobile Core Control Plane
in central cloud
supports all Aether Edge sites

o0

JS Lab

66

33



1. AE{=2}0| = USE CASE

< Private 5G & Open RAN (0): Bosch

a —— e |
A T i

Open RAN may perfectly address the specific needs & challenges of private 5G networks for vertical applications
=
it
‘m;‘;’ New use ¢
Production Hall #2
[ '-au

-
-

Application intelligence
& application-specific optimizations
x_running on same platform

Lo o o 2
. ...
= = = 2
: : e | swor |
-y R
A
Virtualization IT
Scenario-specific tailoring : m Department

of private 5G infrastructure

CR/ADT] - Andreas Musler 2021 Service &0 ZRAN Intefigent Controller  *General Purpose Processor /63 BOSCH
XXX | JsLab
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1o X
1. HE{ZE}O]= USE CASE
< Local Spectrum as a Key Enabler (0: Bosch)
Local Spectrum Licenses Spectrum Needs
= = =
L] . L]
3-5GHz 26 /28 GHz >30 GHz
= Sufficient bandwidth to support multiple use cases
= Local spectrum allocations as a key enabler & driver = In one of the standard bands - equipment availability
* Crucial for the future competitiveness of an economy = mmWave spectrum alone is not sufficient
Example: Germany -
@ Lessons Learned:
1 3.7-3.8 GHz
Fee [€] = 1000 + B [MHz] * t [years] * £ * (6a, [km?] + a, [km?]) * Reasonable costs
n 24.25 - 27.5 GHz a;: populated areas, a,: rural areas, f= 5 (for 3.7-3.8 GHz2) or 0.63 (for 24.25 - 27.5 GHz) = Unbureaucratic app"caﬁon
' = Quick processing
= No expert know-how required
Example: 450 000 m?, populated area, 3.7 - 3.8 GHz, 10 years N .
> ~€1450/ year - Enterprise-friendly framework ©
®*e o0 JS Lab
68
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1. AE{=2}0| = USE CASE

< Private 5G at the Enterprise Edge (0: VMware)

Radio Unit RAN (DU/CU) Core Network Element Manager

Edge-Native Applications
Asocs m
On premse mobie clovds.

o290 ¢

VMware Edge Compute Stack

SE HI0|E|E 3}

@ VMware Tanzu Standard 222
® oo

COTS Hardware

Source: https://blogs.vmware.com/telco/private-5g

XX | JsLab
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1. AE{=2}0| = USE CASE

3 ZAA A
o QEAA 22 W XAL2| Telco Cloud % (VMware 0f)
I A -
« @ EAEH(OpenStack), FHUY|E|A(Kubernetes) +& X}53%}
= -
« QEAA 7|8 DE L HEfA Fd
o
Complete ETSI MANO-SOL Interoperability M &
R g
B Service/slice Orchestration | S-VNFM | VNF | EMS | Network Service | Assurance | OSS/BSS | SON-DC _
Pam‘mrs
_—
vmware Telco Cloud Automation
Design | Onboard | Orchestrate | Automate
INTELLIGENCE w
3
a
Engineering, Z
Management and -
Orchestration g
2| gatoc
ulti-Cloud Infrastructure Management
Infrastruct r
w28 & &) o
—_ =) o) /e ) \
Orchestration \_(H/_) (32) \E/J \_'\.,.' 7,’ 2
VMware Cloud wCloud Director VIO Tanzu | Kubernetes VCF | vSphere g

Public Clouds Core | Edge (VM and Container-Based) Private Clouds

Source: https://blogs.vmware.com/telco/introducing-telco-cloud-automation,

®e 0 JS Lab

70



1. AE{=2}0| = USE CASE

Red Hat Advanced Cluster
Management for Kubernetes

Red Hat OpenShift
Container Platform

Red Hat OpenShift

% Red Hat OpenShift as a 5G NFV platform

5G RAN

Multicluster management
Discovery i Policy & Ci i i Confi ion § kload

Manage workloads Build cloud-native apps Developer productivity

) 1

Service mesh  Serverless Developer CLI VS Code extensions
builds | CI/CD pipelines 1 IDE plugins

Full stack logging i i CodeReady Workspaces

Cluster services
Monitoring | Regist

Kubernetes Engine

5G RAN

Source: Red Hat

ELTTEPS

Red Hat Enterprise Linux & Red Hat Enterprise Linux CoreOS
_— r=—on-
= = i S

Physical Virtual Private cloud Public cloud Managed cloud

(Azure, AWS, IBM, Red Hat)

o0

| JsLab
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1. AE{=2}0| = USE CASE

Hybrid Cloud
Management

< Full Stack for running 5G core (%|: Diamanti)

5G Core NF

CNF - 5G core --- ----- -- -

5G Core o o o 9
(Data plane and Mobility) Routing and Policy and Charging Database
Orchestration Observability DevOps DBaasS
Cloud Native
Platform £ A4 - 9 v =
Services Container Kibana  Elasticsearch g Poure’ SO server
kubernetes ket ‘- d

Infrastructure Distributed
Services Storage,
DR/DP

L2/L3

Networking

Source: https://diamanti.com/tutorial-5g-core-on-diamanti

Diamanti Ultima

& G =IO 7k
rage and Networking
B ANC EIMOTNe Storage &

CNI/CSI SR-IOV with Container & [ Network slicing Enterprise

Acceleration
Drivers QoS VM Support and isolation Security

o0

| JsLab
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1. AE{=2}0| = USE CASE

< Data Plane 7}% (0f): X[ E {Ist ZEH|O|L SS4E2| P4 AR

<kalodm>

More than
5M Sessions

~ .
<kaloom>
“Multi Tehant / iServices™

Virtual DC #10

Virtual DC £10
PF 1

(Roadmap) (Roadmap)
C JC p 4 J

“Slices”

Intel® / BXD Tofino™

=233 7ts e =3
P4 Programmable AL S
+

Intel® Stratix® 10 FPGA
P4 Programmable

N

Source: https://www.kaloom.com/partners/intel/fpga

More than 2.3 Tpbs of
combined throughput

®*o O JS Lab
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II. JIE{Z2}0| = USE CASE
<Outposts 8% 7}5 AWS A H|A(AWS Native SE= VM&are 2EH3Z)
« Z4H E: Amazon EC2, Amazon ECS, Amazon EKS
« AE2|X|: Amazon EBS
- G|O|E{B§|O| 2: Amazon RDS (Preview)
« 2M: Amazon EMR h
Source: https://aws.amazon.com/ko/outposts/specs,
JS Lab
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ll1l. 5G Access Network -+

= NR I} Access Network

= Access Network 7|= 1} 7|7]

L 2K 2R james@ijslab.kr JS Lab
75
l1l. 5G ACCESS NETWORK =
% RAN TZ2| 3} (New C-RAN/Fronthaul)
5GC
—1= NG Interface
RRC/SDAP Eit
PDCP
RLC = gNB (the NR logical node)
AC T
- .
RF ;
- N1 Interface
e |
®*o O JS Lab
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lll. 5G ACCESS NETWORK +Z

< 5G Network Architecture

* Open Systems Interconnection Layer.
o CU (Centralized Unit) / DU (Distributed Unit)
o UP (User Plane) / CP (Control Plane)

<+— RAN (Radio Access Network) ——

‘(lg

£3 Fronthaul Midhaul

£ B2

)

—I

PE BE BE
%
\
\

W
BE

CP

Backhaul

Control Plane
(CP)

User Plane (UP)

o0
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lll. 5G ACCESS NETWORK =

o

Infrastructure Stratum

» QIZEl A (Infrastructure stratum)

Customer premises

Devices

Access nodes

W% i

Virtualization

RAN Cluster (CNF hosting)

&

Transport
ork-

Primary Cluster (CNF hosting)
% Np SN
Virtualization

Source: 5GPPP Architecture Working Group, 5G Architecture White Paper

o0
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lll. 5G ACCESS NETWORK +Z

% 5G RAN 7|7|

* RRH(Remote Radio Head): RUE 2|Zg o=z 14
- SMEE

—

« MUX — %

* %Hl’l —

&AM
e i
gt e
LTEQIM 8 Al A . =
UERy LTE-MUX LTE-MUX
- — p— LTE OV
A tFr—==11t
i REEFTT ==

EEm 00 EEm

0 s E

6 -

/ 3 EDLOIENS O
48 4
= c wereyy
www.netmanias.com =
/ . HE 42 1 =
W1 | (43 34 WER -’
Source: H| 3 H ¥ 2[(TechDaily) (http://www.techdaily.co.kr) )
XX | JsLab
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lll. 5G ACCESS NETWORK =

*,
R x4

5G RAN 7|7|

« RRH(Remote Radio Head): RUS 2|&tdoz 11
. EABZ

So=TBa
o RFEH_ —
o CQHHILL. « BA7| 71 (7IEh
o ZEYA o oj=gH
o RRHAHO0I2 ~ > Sumazs

- MUX: ZEEE(RU-DU) 92 — -

< =47 crgeMus \
o ZZE2 7| (DAS: Distributed Antenna System) 72 HiE % A =2 7/

CU (Centralized Unit) =37

Kim Young-ki, head of Samsung Electronics’ network business

/ Courtesy of Samsung Electronics

o RF &3 7| (ICS: Interference Cancellation System)  |[*45¢2H ‘%:EL“LJ-RRH‘ RF
DU (Distributed Unit) HEAN

TIgEES X}
|[ZEEE F

21X | Hol~ AN AE

K=

[GaNEZX| A

vl op|aE
division, shows the firm's 5G network gear in a press conference at ¢,‘t§_ﬂ)\\ﬂi \’UI 2T ﬂ
the tech firm's headquarters in St G i Province, July 13. iz
e tech firm's headquarters in Suwon, Gyeonggi Province, July iz 0| ZIAE]

AOIACISF, 0fojAE3
20|55
Ozl =, Sel=

Olxo] =g, S2|=

i
FUIAA, CHAERA, of

(ECER]

JS Lab
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lll. 5G ACCESS NETWORK +Z

< O-RAN1} 'ZEEE/0|EE/4E’

RIC (Radio Intelligent Controller) O-RAN

NG-SDN Architecture

Operator Systems / Backends

wantory Dat

Unified Control Plane
Control, Configuration, Management, Telemetry, Inventory, Orchestration o
Control
Piane

Scope for NG-SON

Fronthaul

. * CU (Centralized Unit)
. DU (Distributed Unit)

5G Edge Core

upP

XX | JsLab
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lll. 5G ACCESS NETWORK =

< Data Driven Al Assisted Green Network Design and Management

* DRAN
* CRAN
* H-CRAN

< | PNEEDEE) | - Al Assisted Green Network
Center Cloud (CC)
DuCsd Management
[ Midhaa) "
ool e itz S g Green Mobile Network
Natmack 29 - 443 J,-,) Networks Management
Froathasl (FH) I' |
Do A2 b [
e ="'L s Y
T T — ot

(a) DRAN (b) CRAN (c) H-CRAN

JS Lab
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lll. 5G ACCESS NETWORK +Z

) Fronthaul

Network

End device H RAN Individual

W

% Overall Zero-touch Network and Service Management (ZSM) vision.

End-to-end
Orchestratol

()

(Al-based network manager

:; t O rchato
Backhaul s f

<
Z ITest =
=

Network ’J l u
<I:—> Al-powered

Core Functions

Network management
Al-enabled VNFs

MEC NGde ndivicue; Cor(e, Network

L
N 1

Individual

! C“ flowsfunnels flowsAunnels flowsftunnels &g%Seruers ;:

End-to-end QoS-enabled flow

Source: Machine learning-based zero-touch network and service management, Jorge Gallego-Madrid,, Ramon Sanchez-Iborra, Pedro M. Ruiz, Antonio F. Skarmeta

®o oo JS Lab
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lll. 5G ACCESS NETWORK =

< 5G RAN 74 (0fl): 22| FlexRAN

Ethernet

Deployment Architecture Examples e

Central U Data Centre

"MEC Services

_Centralized

-_—
VNF deployment can be chosen for specific use case scenario's based on Network Architecture and Latency Requirements
EG. Sub 6GHz versus mmWave, Enterprise Use Cases

42



lll. 5G ACCESS NETWORK +Z

% 5G= O 2 Y=o AR
+ 5G YH|Lt= Y=Y 7|ES 0|85 S Fo+E

=

2 A2 2M O

G antenna

n||o

st

o  MIMO (Multiple Input Multiple Output) A0HE QHE|LLE AME3}HO] '%'E%J(Beaﬁfom;ing)% T3

Source: https://radio-waves.orange.com/en/radio-networks-and-antennas/5g

XX | JsLab
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X
lll. 5G ACCESS NETWORK =
% 5G Access Network2| Multiple-Split 7+= (Two-Level Fronthaul)
5G Core 5G RAN (gNB: 5G 7|2| =)
(7]
c U~ Aol sz a0l Rufi
’ls&e Is&2|
—\ RRC ———  \ PHY-L 'RF
~ option2 Option 6, 7-1/2/3
(3GPPF1) _ (RoE, eCPRI)
~—
_—// \\
RoE Ethernet frame (IEEE NGFI 1914 WG)
4B
\ch| (MF - } I|r|em sub Elher IDA‘
gNB: 5G base station name RoE Header [BB) OxFC3D
CU: Central Unit
DU: Distributed Unit eCPRI Ethernet frame (www cpn@
RU: Remote Unit
NGFI: Next Generation Fronthaul Interface Pilﬂﬂlll T
RoE: Radio over Ethernet E J SQ‘DA‘
eCPRI: enhanced CPRI
eCPR\ Common Header (4B) RAEEE
Source: HOjL|Ot=
XX |  JslLab
86

43



lll. 5G ACCESS NETWORK +Z

% Waveforms and Mixed-Numerology

FDM
Individual Channels
/ o \ 7 N / \ / =
/ \ \ // \ / \ |/ \ /
f \ | \ \ \
| - \ |
L \ “ f \ I ) f ] O )
>
\ \ Frequency
( OFDM
Channel 0 Channal 1 Channel 2
) A 5
Overlapping Sub-Carriers
¥ L R |
1999, \ / EX KKK \ /
[ I\ \ | YA\ \/ \/
|y & (VY /
]SRN SRR BRI ) 5]
Frequency

Amplitude

Amplitude

o
2

% Spectrum of OFDM signals with , depicted by the dashed line.

s L A |
12 3 45 6 7 8
(a) Subcarrier Index
1r o ;
0 I SES
‘ll 2 3 4 5 6 7 8
(b) Subcarrier Index

o0
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lll. 5G ACCESS NETWORK =

16-QAM2] constellation (Gil)

Amp Phase Data

1011 1001 0011 25% 225° 1100
.”

1010 | 1000 0001
| L

) | 25% 50% 75%

{n

1101 1100 0100 0110

1111 1110 0101 o111

Source: https://namu.wiki/w/%EB%B3%80%EC%A1%B0(%ED%86%B5%EC%8B%A0)

< OFDM: Orthogonal Frequency Division Multiplexing

< QAM<Z signal space(8 = 37h 71E10} SL4HHZ A2 constellation B

64-QAM2| constellation (0fl)

. e .
. "' e
. o .

o TT.
e .
o T
o .
\ s
e .
. .
... L]
. .

Figure 2.6.7.4-1. Signal Constellation for 64-QAM Modulation

o0
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lll. 5G ACCESS NETWORK +Z

.|

+ FDMA, TDMA, CDMA, OFDMA

Foseg e
f f
l l
_— ' I_t

Source: https://www.atmarkit.co jp/ait/articles/1005/13/news092.html

o0
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lll. 5G ACCESS NETWORK =

-|

< Dynamic Spectrum Sharing

[ Dynamic ]

“Dynamic” is the key Traffic

* The split between LTE and NR can be
changed at any time

= Advantages: Can adapt to traffic
demands; rollout is possible with a
software upgrade

+ Disadvantages: Scheduling complexity

Freq
Dynamic Spectrum Sharing (LTENR)

AA KEYSIGHT

Spectrum Sharing

I

o0

JS Lab
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lll. 5G ACCESS NETWORK +Z

iFigel A3 4 7|=5 560 =8
« {ulti-RAT (Radio Access Technology)

+ SDR (Software Defined Radion2ZE$|0f He| 2lC|2)
Multi-RAT base station Q /&
—A

ins-3| =
—C -2 AP . o LJ.. @\
5G PHY 802.11 PHY || LTE PHY S iy
@ﬁi}:ﬁ,ﬂ Wm , Ywmo«u 56 @ l.tB
/@) 2 e\
5G PHY 802.11 PHY LTE PHY Q E
o | | wams. | | wemm. | )= -
Control 1 Actuator Control 2 - ' =
Source: https://www.netmanias.com/ko/?m=view&id=oneshot&no=14450
® e JS Lab
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I1l. 5G ACCESS NETWORK #+Z
L dﬁégrated Access and Backhaul
- WiFig2| |35 24 S 5G0| =&
* Multi-RAT (Radio Access Technology)
+ SDR (Software Defined Radio, ZZE$||0{ 2| Z}C| )
\ Backhaul based on IAB Backhaul based on IAB
: .. (CHI, )0,
Conventional ( )\Access link I )\Access link (i )\Access link
backhaul [] E] D
Donor node |AB node IAB node
Source: The Next Generation Wireless Access Technology Second, Edition Erik Dahlman Stefan Parkvall Johan Skéld
® e JS Lab
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I1l. 5G ACCESS NETWORK +Z=
% 7| & QtE|L}2} Beamforming H|
» WEY2S Y Fo

£ XA 3 X|Zo

Non-Beamforming

LTE systems broadcast across

Beamforming
entire coverage footprint

amforming systems
individually target

(EX: Case study: Orange Romania, Samsung)
&3 A (Beamforming): & |01%% DE WA Q20N 23 Hsof s HETC RN HYstH, AYBMEE S
AlS EX“ )\Al = 6 ESge] =X
Mz 7+ 5 71E EH 2+ AS

JS Lab

lll. 5G ACCESS NETWORK =

% Massive MIMO (i)

Aurora CMM.100.A 5-6GHz C-Band Massive
MIMO Phased Array

64 TX + 64 RX 5G MU-MIMO antenna suitable for Massive MIMO, (Credit: Ericsson)

Massive MIMO has traditionally been used in TDD
bands. (Bevin Fletcher/FierceWireless)

Source: https://medium.com/5g-nr/massive-mimo-75f775ead2e

94

Source: https://www fiercewireless.com/tech/t-mobile-exec-says-massive-mimo-can-be-used-tdd-and-fdd-bands

JS Lab
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lll. 5G ACCESS NETWORK +Z

-

<+ O-RANZ| RIC(RAN Intelligent Controller) H

Control circuit

board

\ J

Copper backplane

XX | JsLab
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lll. 5G ACCESS NETWORK = i
% Downlink
% Uplink
()
®*e 0 JS Lab
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ll. 5G XC>CESS NETWORK +Z&

< HUEYU (What is 5G beamforming?)

[ =]
« 22| 2 4H0{(Beam steering): $LHIE +MUX FHE XFE FH HUZE S

Main Lobe

Main Lobe

Obstacle Obstacle
1 3

Obstacle

Obstacle
2 4
Antenna Antenna Antenna Antenna
One Radiating Two Radiating Four Radiating Four Radiating Elements at a
Element Elements

Elements common frequency with 45° the

other with -45° phase shift
supporting MIMO for increasing

X . ) ) . ) ) : SNR and channel capacity
Source: https://www.metaswitch.com/knowledge-center/reference/what-is-beamforming-beam-steering-and-beam-switching-with-massive-mimo

o0
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lll. 5G ACCESS NETWORK =

.
L

assive MIMO: 24§t Fit+E SA|0] 02| Yoz HE

M
» BY 4 55 A8

2x2 MIMO

BASE STATION

4x4 MIMO

BASE STATION

8x8 MASSIVE MIMO

BASE STATION

16x16 MASSIVE MIMO

BASE STATION

e il
o o D ;:5:.:.: E;.::
D L N ] DD E :#%E massrve

(a)

Source: https://www.dolcera.com/web/blog/massive-mimo-a-boost-for-next-gen-5g-wireless-communication,

o0
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lll. 5G ACCESS NETWORK +Z i

% 5G beamforming

+ Phased array antenna systems enable beamforming and steering

- Y o
-~ ’/I”-//
]
(Source: Analog Devices)
Source: https://www.avnet.com/wps/portal/abacus/solutions/markets/communications/5g-solutions/5g-beamforming
JS Lab
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lll. 5G ACCESS NETWORK = i

< YA21%E (Beam switching): #4 A|AE2 HP Kot =5917| ?/of 0= iy & R HE
SA0 tigez & 5 ol FMAHoz FH o X|of _’EE% S0, N d2ES
7H 37| ?I5H ﬁﬂl%%‘ 2n2|F0] met [o| 2 FX| A S w=AH Tet

' 5G AU
!

B\
t
o
Source: Case study: Orange Romania, Samsung
*e 0 JS Lab
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lll. 5G ACCESS NETWORK +Z

% (a) RIS-assisted beamforming, and (b) RIS-assisted broadcasting

RIS reconfigurable intelligent surface (RIS)

Access Mobile user

point

tL,

Fixed blocker

Mobile user

Source: 5GPPP Architecture Working Group, 5G Architecture White Paper

Fixed blocker

Access

o0

JS Lab
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lll. 5G ACCESS NETWORK =

% Reconfigurable surfaces deployment scenarios

——— D-band ik [} A
Moble-access ik :
{Delow 100 GHz) envronmen [
Smali-cell ;'_
pase station /\ ! = \

W Remoierado
head !
o hoing Foed
W Rs \ Obstacie n.lmlcmllngllmunllng Obstacte
ca ase

Antenra

Fibet link

s  Data kiosk —

o]

Lamppost
Basoband Core
etwork

Unit

/—m\
Informarion abou®
informaten nnw'

Ad-hoc deployed drone
acting as repeater,
camying a D-bana

ransosiver

Failed node’
acting as
repeater

tra accident (sucn
a8 video) relayed 1o
_ spproaching cars
-
-
Trafic reroutng t
W based
relayed information
about the accident

Source: 5GPPP Architecture Working Group, 5G Architecture White Paper

Bus siop

P ey

BE o
’ ]
HRx

0. ng range LOS roofiop point-
it backhauling (Use case 1)

Streetevel pomto-point and

© pontio-muitpont backhauing
(Usa case 1)

Q) Indoor NLOS comnectivty (Use
case 2)
© Data kiosk (Use case 2)

Oyramic rontbacknad
@ connectity for modie 5G aceess
and repeaters (Use case 3)

@ vzv ana vax connectty (Use
case 3

o0
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lll. 5G ACCESS NETWORK +Z

% Security concerns on machine learning solutions for 6G networks in mmWave

Legitimate Users

d

prediction

beam

7]
| [

| e

Deployment

Legitimate Inpm x

JS Lab

lll. 5G ACCESS NETWORK =

% Prediction and Detection of FDIA and DDoS Attacks in 5G Enabled loT

il

I I\
vy vyl v
i EE N EN

Attack surface o -
+

ToT devices Smart hospital

b Commands transfer » Mitigation commands l'
=-=-% Security attacks .- *  Data collection
Attacker

Source: https://arxiv.org/pdf/2201.11368.pdf?fbclid=IwAR2Ac8ItnbsCloAZKAXCLAXxFQAVGIiX7xTIPIvj217yM7k8cUuhUz8GV0Cg

XX |

MEC layer ] [ Cloud Iaver]
I — —

)

[

*  Private cloud
= Datacenters

]

Process servers
Cloud Unit (CU)
Central server

Reaction model
Prediction & detection
model

*  loT devices
*  IoT edge devices

Access layer
g
2
- |G
3
g
g

Security threats'
* False Data Injection
ks
ibuted Denial of
Services attacks

JS Lab
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lll. 5G ACCESS NETWORK +Z

% Intellige@t Zero Trust Archit iZTA) for 5G/6G Networks: Principles,
Challenges; e Role of Machine Learning in the context of O-RAN

iCore Net
MEC Service — - NEF NRF UDM AUSE | PCE . AF
\ [
MEC H
MEC App ME,C ‘
. service || : SMF i
gNB H ;
(¢ \]) . N6 LpE |_ e
LU IGP(FL)  Traffic |+ . AMF i Pt Netwolky
rules -y sl ~ j o
1P . iz z | T
gNB o | I B B I
. () ) ol wecwost| | |us ;
B == g R=1 :
EQ (=== NG
G IR 0 T/ s
= NB NG-U NG-C
[E ) PEP — O-CU-UP - 0-CU-CP
\} 1 | Il
Z2sa2 . 1
“H :s x g PA RAN Intelligent z
16P t 1 o
) (=} IPE j controller (RIC) —|_ intelligent network
D UE £ ~ ecurity state anlaysis
{ PE| Non-real time RIC —

(INSSA)

Source: https://arxiv.org/pdf/2201.11368.pdf?fbclid=IwAR2Ac8ItnbsCloAZKAXCLAXxFQAVGIiX7xTIPIvj217yM7k8cUuhUz8GV0Cg

o0
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lll. 5G ACCESS NETWORK =

e S| SAALRXEQ W /S (KT) — by Netmanias —

skTHG X

56 Smartphone.

Source: https://www.netmanias.com/ko/?m=view&id=oneshot&no=14450

o0
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lll. 5G ACCESS NETWORK +Z

& ST SAHAAXES| W /D (SKT) - by Netmanias

REELEIS

20000718 Ol X| B2IRE 127)
= ($1%): 2812)

2019, 08.13
wE

848 AT <10ms

NSA
s
[ ri G|
forowe)
o\
[ o=

ERES

: O e
LE A
Source: https://www.netmanias.com/ko/Zm=view8(id=oneshot8ino=14450 o e
XX | JsLab
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Iv. 7| E flet 56 §21Y 0| 2(e-Um) 5G
= 5G 53T 7|=
BEIUPL Y
BT
JS Lab
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V. 7]

.

A 9I3t 56 S3H

o

== 7jglo|2tn HAC

E b
g0 e AU SCEEY

Source: https://zdnet.co kr/view/?no=20211228110405

== _E_i‘.ul»%
20214 12% 282 M7| Y EF =565

M
B HE7
73t £ 3830001 240| HEH L 4

HI=L|2(0f): Ho|HE2tRE, I H 56 ST AYHAL &
« Yo 2ArR 0| FHE 5GE XIEFY 2R M2
- Ho|HYA Y 2R XEFY B 56 5

0|2 (e-Um)56'2HE

- £l
xEzi = gt g 20218
aseE BRUsSUTTTRT

Jju

®e 0 JS Lab
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He 9Ols E S
V. 7|¥ S flIct 56
« H|=L|2(0): LG CNS7t 5G St S 4dotn AOEHEL|0| 568 2
AMdE F=H
SeYT 56 0| FSIY Hl
SGE%Y  SGOEENY
MU RERE 3
LGCNS &
MAOI L ooorary  CEBAMRR
M)A CHAd ;’-‘-oﬂ;;l!;ﬂ 21, OlEE 1Y
1% 17%4(B2B) AHXKB2C)
o AojEmER),
'F-Q-:g'g'xf %a‘ﬂo'l ‘5 EPJ =] Jn [‘I|0|E1 é‘g
EMAHY  47GHz, 28GHz 3.5GHz, 28GHz
Source: https://www.inews24.com/view/1456796
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IvV. 7|9 S flet 56 S31Y

+ HIZELA(]): LlGRE2AL 62 HEYI Q1mat iMoo &
g8} 9jof OfOIEHAH|A A2|otete] HEYI SatL

. 56 YEYI elzato] 2a9E 7|E £Y

. DX 722 283 HEYI 2N S wot 17

. Awse| Oj2f7|zel MAH A 5 B

Source: https://n.news.naver.com/article/014/0004798468?cds=news my&fbclid=IwARTNgYO-AXNBk8yzprzyN3IS8684BzLRaHD12b8c9AhWUIY7c5aczEC5D71
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V. 7|2 st 5G Egt

< SHY M (Mobile Industry View)

Regulatory
_ - bodies
--="_+7 |(global and regional)

Industry forums

Standards
developing
organizations

National
administrations

Private 5G /
Ngo wst S

| 7% 51& /

HooX K
rx I F
10

T [ Product vendor ][ \ Operator ]

Source: The Next Generation Wireless Access Technology Second, Edition Erik Dahlman Stefan Parkvall Johan Skéld

XX l
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Iv. 7| = {let

+» Private 5G Network Market
« CAGR 36.8% % ™at

Private 5G Network Market
Market forecast to grow at a CAGR of 36.8%

USD 924.4 Million

2020

Source: https://www.researchandmarkets.com/reports/5261951/private-5g-network-market-share-size-trends

USD 8,320 Million

2027

RESEARCH MARKETS

THE WORLD'S LARGEST MARKET RESEARCH STORE

o0
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V. 7|2 st

% Private Networks2| 7|%| (0f: Intel)

Technology and Sector

Enterprise Data and Connectivi Suwe\

/ Private Network Deployments by T

§
53% g |
z

MNO<E Mobile
Network Operator2
SAY Sff Exixel
O|SSAUMHAS

( On Premise Compute/ Storage\

96% : important/very important
2. Move data between

Cloud/DC/Edge

96% : important/very important

3 Plansto adopt in 12 - 24 months

: 5G with MNO
25 » : 5G undecided on
frequencies

34% : Wi-Fi6 ; 92% have Wi-Fi

today
\ 35% : CBRS

G8A
st 2021)

HBsHs Azt

Yl |

RESPONSETIME  SECURITY

o0
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V. 7|92 st 5G Et

% AWS Private 5G for enterprises and AWS Wavelength for moblle operators

Source links: AWS reinvent 2021, 2021.11)), AWS, n Mobile Pri ks P 202101 3y , AWS, Private Mobile Edge Computing and 5G, 2021.03 3y

AWS Region aWws

aws H

VS Wavelength
56 Nat unwldrNc‘!wnrl(

Deploy
AWS > MNO
MNOs that GebToved AWS Wavelength MNOs that deployed AWS Outpos!
wdstone Mg
verizon’ (oo o
MDY dishwireless Singtel
Bell Fotemica

!l Licensed ]1
Frequency

Install AWS Wavelength on 56
network edge.

Source: https://www.netmanias.com/en/?m=view&id=oneshot&no=15352

2. AWS Outpost

On-Premise

rl Uicensed
Frequency

AWS Outpost + RAN
installation in enterprise

Order Activate  Manage scale Monitoring

5

oY ‘

AWS

5GC CP/UP all | 5GCCPisin the doud SGC CP/UP all in

aws,
within the company £ 5GCUP is within the company |- the doud
1.5G Full Set on Premise 2. Hybrid (uPF on ¢ 3.56 Core on Cloud
On-Premise On-Premise On-Pfemise
aws aws
' mec 3 ‘mec 3

Enterprisclp

Deplay

AWS > Enterprise

5G RAN

AWS Outpost + RAN AWS Outpost + RAN RAN installation in

installation in enterprise installation in enterprise enterprise

o0

| JsLab
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Iv. 7|9 S

2|5t 5G Egtu

|

5G Modem/CPE 5G Radio Unit H/W

(Sub-6, mmWave)

Source: https://www.netmanias.com/en/?m=view&id=blog&no=15161

Fronthaul
G/W

# HFR’s my5GR™ Solution: Private 5G Total Solution

my5G': HFR's Private 5G Total Solution

Admin Portal,
Mgt Cloud,
Apps Market

5G vRAN, 5G SA vCore,
MEC and Self-Care
Portal on COTS Server

Al CHAGY Ol S S41 718 M= 71 £31 5 Z= A= 'AG-ACIA/Alliance far Connactad Industrias and Antomationy

o0
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IvV. 7|2 st 5G

=313

P CECNES

213t 7}0| 2121 (Guidelines for enterprises) Ofl: ONF

Create a common
standard

%{Q} Create a roadmap for
(v

use cases

EEEED,

se CaseE 9%

M
ne

[

]

F¥

mjo

]

- i
N

8 Work with an end-to- @
end partner
(_ End-to-End THELI2t B

Do a PoC / Trial

( PoC 37| D

Create a staging area

7Y o]

Build a common
management layer

GEEEEEEEEEE )

Create replicable

el

Select a solution that

templates can scale
( #gmsycsRady )
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K=2e] o ES
IV. 7|9 S %It 56 ST

< F{AE{010|X|0] /x| 0f/H| & (0f: @ntelligence, GSMA loT Programme)

Groupe Speciale Mobile Association (GSMA)

p.- W B & N & B = B 5 ™
Public Public Public Public Private Private [
network network network network network network

with SLAs with slicing with local (operator (non-operator
infrastructure spectrum) spectrum)

« Efficient use of * Operator = Dedicated and * Dedicated « |solated network * Direct |
infrastructure and expertise and customised network « Managed service responsibility for
spectrum spectrum network equipment or leasing of spectrum access

+ Mobile edge portfolio resources « Choices regarding spectrum and usage
computing within « Superior = Higher data localisation of « Customised * Independent [
public network customer support isolation, security data/control design, design, operation,

and SLAs and privacy . O ste bl operations and prg_curelment and
J edge computing deployment [aco
VAN \
Less customisation ore customisation
Less control (__ #i2Eintolmols/xol/u1 g 22 ) More control
Lower cost Higher cost
PP Global System for Mobile Communications
LA X X2 JS Lab
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% OpenRAN and Industry Collaboration

2N
{3 TELECOM INFRA PROJECT
X/

Ope N Productiz n
o Interface e Common e Vendor o Test & e Field Trials & Adoption &
Specifications Requirements Build Validation Deployments Proliferation
1 ! | 1
SWA  SWA 1 ! 1 !
S Hwa [HWE ; : . :
RprpeT favaee : 1 i 1 ;
: : ! : !
F | ! | !
(f it = | | |
1 : 1 TIP Exchange;
1 1
R R e a as I
so-=4r oTIC
&
SO ORAN
Open Source-SW
Source: https://telecominfraproject.com/openran,
XX JSLab |
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Iv. 7|92 {let 5G E2t
< 286HCHE-2 600M:S(28.9~29.56k)S 50M% 127] E522 LH+0| 27|l AHo| w2}
oY =g 22
% 6610 5HSub-66i) CHHE2 HAIL| =28 1n2{s] LT X|HMY ALRSIL = 7|E £ St
Fhat+E 35 AME5Hs WACRE 4.7 CHY 100M:5(4.72~4.826H) 2 L5120, 10M:F 1074
THES)2E L50 £27|YHe ME W2t HY HlYES 32
26.5 28.9 29.5GHz
< 5G §34%Y Fils Y EFHY > 8013 |50 | 50 | 50 f 50 | 50 50 | 50 | 50 § 50 | 50
aa [ ween gy | LEICEL IO L L
A7w079) | 30 | 40, 50, 60, 80, 100
288(n257) 120M 50, 100, 200, 400 45 47n 4.8 5.0GHz
% 3GPP 38.101-1 Table 5.35-1 Channel Bandwidths for Each NR band(21.10% 7|, -
peARecitoljiolfolyojf njiolgiiaj o
®e 0 JS Lab
120

60



V. 7|92 st 5G Et

& S5 ARAXII} 7| ZHEMARARLE SE510] 286k TS 0|8 O|SEAMH|AS X B3
A JhXt T MBE|E MHA THHE HA £7]% 2,0002014 200822 1/10 ZEE
g ®g 0

» K7H A|AXfO| CHSIM S 286k CHO) CHEH MIpALR R E HA 7|F Cfu| fE 2Asta,
2-H7 BHo| H|Ye|Holof ChshM s HIAIRRE BHK|

ez rEy

LTIt = 7IE3U x (Sa, + 2, +1) x 0|87 |Zh x TiAZ

NZIES - 476CH (100,0003/10M:F), 286CH! (50,000/50M)
2) BX(a, ay) : Al K@), CHEAl 212] X|99(a,) (BH9: kf, AHE 7|F)
3) 018712 : Fo4el & 0187IZHES: )

A0 9 5 YUY SESUEUR JIE) x MHCRL (476007 100 (28HCH) SOM

Source: https://www.netmanias.com/ko/?m=view&id=blog&no=15133

I X X JS Lab
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¢ FRFO| AL 5G Fots T HE (Sub-6 and mmWave)

3.7 - 3.8 GHz 100MHz 2019.11.21 TS AHIYA|
£ BNetzA
24.25 - 27.5 GHz 3.25GHz 2021.01.01 HSAHIA|
38 -42 GHz 400MHz 2019.12.09 TS| AHIHA|
b Ofcom
24.25 - 26.5 GHz 2.25GHz 2019.12.09 TS| AHIHA|
46 - 49 GHz 300MHz 2020.12.18 HE A HIHA|
AR MIC (BEY) 28.2 - 28.3 GHz 100MHz 2019.12.24 TS| AKHIHA|
28.3 - 29.1 GHz 800MHz 2020.12.18 TS AHIYA|
o= FCC 3.55 - 3.7 GHz (CBRS) 150 MHz 2020.08.25 PAL A0 2t=
471 ~ 482 GHz 100MHz 2021
sk ap|IYER
28.9 - 29.5 GHz 600MHz 2021

Source: https://www.netmanias.com/ko/private-5g,
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< AMd 5GY HEE {ITh 7| MK

1. 7| 40| O|EAt AHd 56 2.7|¢j0| 2% 562 X 3. 7|240] 2% 5G MH|A
MH|AE 0|83}= B9 TEH/R2Ys= ES Arixte| Aitil*l o|8st=
(NTT Docomo, KDDI, e
Softbank, Rakuten) (NTT Com, NEC, Fujitsu &)
=npa Sub-6, mmWave © Sub-6, mmWave © Sub-6, mmWave ©
3.7GHz, 45GHz, 28GHz | 4.6-4.9GHz, 28.2-29.1GHz 4.6-4.9GHz, 28.2-29.1GHz
eMBB, uRLLC, mMTC 0® o® o®
gr23 RE (HOIEZ 7|4 & 22 (o[no|H) © 22 (A0|TOIME) ©
Full Control o0® Fa)
— L AL XL
Network Slicing (] &) FaY
HOAIEE HE B22© 29 ® 22 ®
Fope 01F HS 230 © TQ (HAINICIZE) B ) @H @E ey ©
WAYISXN | HexM EL SO e Y @ =D e
HH|Ex EZ2 © | 2 (56 RAN/Core & 20H) ® |= HPPS Mul2 ©
2898t %2 C HSX|4| LR B | EIL(ﬁI‘g MH|A ©
Source: https://www.netmanias.com/ko/?m=view&id=blog&8no=15054
®*o 0O JS Lab
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oHe ) E sjat
Iv. 7| = $let 5G E3tY
+~ §3Y 7|¢
1. A AI=EN EHY
2. Ale| EtEd =l
3. Mt EA 2
4. AAR HICAL M-
HEQ T 5 EA
HE{I
A
Source: 5G £33 7to| =2t , 0t7|H S5 /KCA (2021. 10.)
®*o 0O JS Lab
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< Network planning process steps (H|Z A}l 0f)

AFE AlE (72 =AY

7l& A" (HH2|X], 8T, dAh

M AE (Fobs, FE 23, ohet E)
43S (3

xHg

newh =

PLANNING

* Coverage pl

DETAILED PLANNIL VEanmAm L opTiMiSATION |

*C

Source: ADVANCED CELLULAR NETWORK PLANNING AND OPTIMISATION, Ajay R Mishra, Nokia Networks

L X X JS Lab
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oHe ol-'- E-'-l.m
Iv. 7| = $let 5G E3tY
% 5G E31Y YEI MA HAHOCIAl)
g
QaASE HY QEFAUAT | T@AEHM @Y 24 oL L E23-]
Q HIBEEA
AH|/QHE L
nkawips
HZ M2 Q|| Mr7ts |©| AH™alX ¥ &) olEyy o j‘;u'},'fl
4 E A = g 4 ToUE,
He{2|x| Ho| o8 ZA RV @%mﬂ ey oL et 858
AN
o s || ©
| A|(Busy Hounel &8
Ezjg g2 g5
sy ma
Source: 5G £3Y 70| =212, 17| H S E/KCA (2021. 10.)
XX
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< At ZI¥ (0l): 5G Enabled Digital Transformation Engagement (Z*: Capgemini)

® ® ®

Problem and business goal definition Legacy and interface assessment Change management

Solution architecture and Proof of Concept (POC)

Business and product requirements development

24x7 maintenance and support

Application use case capability across 11

It Security and performance testing Continuous delivery of upgrades and updates

SOLUTION INTEGRATE &
EST

EETE [ 2tolz 2ety 2l

End-to-end IT & OT systems integration and

Reference architecture design services verification

Deployment and integration of monitoring and

Use case P a"g"d T b management tools for infrastructure,
middleware and apps
Component sourcing, selection and validation Go-live test and handover
®e O JS Lab
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-

% 5G NR 7|X|= #5775 24
. 7|X12 0|58 _ 2% oA 78 | 53y | H2
~n > PR e entalized
- WESY olF T K 248 cu/oU M 4E Y 3
c oMY R
eCP
« QoS EXHtot :ﬂl ﬁ‘ O oL} sl may | 18 HOIE T2l
_ —— ot STl | Loy o
. ZEM 3|0 wot we e R R——
. L 2 Xt muecvmummn B tayer 1 Processing
SRR i | W 7|XIZ0| SuR BEs, (o
‘T‘l— - |mEHe RU A8 mmTC HE
B Pocket Processing Function
Centrskzed I Radic Control Funetion
:ul_- uEY 71X MR B8
Disaggregated ted
U e i | AT 2R
-l | B I e oy s mia
Source: 5G £3t2 7to| =22l , 1k7| F S E/KCA (2021. 10.)
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MH|A
Hiojg | |X|E=x |
2 H Z H o} H X} x| ol
¥ aa | oy |UBEE| 2 | oo |osew| A
223}
al-,:—r1_§_ ©) © A © © © @\
= __/—_—/_,’/
5630
USRI H 0 A O 0] 0 0 ©
(CP3HY)
eag | 4 . o A A 0 A
¥ 0 : 22T L& IR, O: 5 L& TR, A HE
Source: 5G £%2 7t0| =210l , 1t7| H S5 /KCA (2021. 10.)
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H2 o|F £ s}at
Iv. 7|2 ¢lst 56 E3tY
« S3Y =Y Al n2{sljof g K2t ASH T
o 4 o3 HERN- 7 HAYE
W3FE, IPS, DDOSTHS &H],
ccols P71 8, 1TSCC I 25
{ / Eé?:lﬁ/ 200 \E“}}I% _ﬁ_?_ﬁ S \ o o =1
o= aj Ab —
ITHCCYE HEF A 130/4 amg
o At AlS e OFHSHA H=) & PS A EH
HEYI &, JLOﬁQ}(SDNE HZ OtH St A4S BTN MAHE
(R7HXAHH-SE 7|2 3h
o530 S 9
(@R7FXIAH-SS 712 Bh 2RO AR
Source: 5G £%2 7t0| =210l , 1}7|H S5 /KCA (2021. 10.)
®e 0 JS Lab
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ol Ol E olLO}
Iv. 7|2 et 5G St
o T4 MH|A F9 SHX|EIA)
z2 BANE K
s YERRO) HEE _ gag TS0, 423 =0 Hg
K| Al Zh(Latency) — 5G St AlA”0|Mel HioJE H& XAt

of7l &4 & (Packet Loss) _

CHE-AE O HO[E SMAl +AEA] 28 HOEE HIE

M& 4 Z(Throughput) ~

G Afe 7He) HOJE $44 45

SINR
(Signal to Interference Noise Ratip)

BLER(Block Error Rate)

=28k Downlink), @28 (Uplink)2| Block Error Rate

Source: 5G £%2 7t0| =210l , 1t7| H S5 /KCA (2021. 10.)
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V. 7|2 st

[

5G Eg

o E3p 4 £7 (o)
LEE R

S5 44 of: 2 ALY SAYRIONAH L)

HH[H S n2gt 7|X| 72| X=X E XFEH
Axlof as x|, EYo| 5| Y=L § YRS

=

https://www.gapwireless.com/manufacturers/con
sultix/attachment/3d-heatmap/

A E2 0] E(iBwave) AHE HB{Z|X| HAI2} HYUAE SO AFYT W HorEd =4

B WO B MASME TYAE

Source: https://ibwave.com/ibwave-design,

https://www.gapwireless.com/manufacturers/consultix/attachment/3d-heatmap/
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Iv. 7| = {let

« E3ty 24 o)

HuxEo0|
o LOS

Source: 5G £33 7to| =2t , 1t7|H 55 /KCA (2021. 10.)

YUAES 5 22k W AT 5, BuEe v

DAS Passive Antenna

EZHO| 2 476k QHE|LE 222F £HE OflA|

Univarsal Mode
Messurament Unix
Macro Lavel
Primacy Band

Band 1. Tech 3
Carrier Frequency

B79(4700 MHz)

Region Country Operator
. Enterprise
Teathic Modal Traffic Growth Anslysis | Complaxity
Heo Of Floors indocr System(s) Band Type
Band 1. Tech 1 Band 1. Tech 1
Simulocion Type indoos Sysiem Tedmology

Band 1. Tach 1
Band 1. Tach 1 Band 1. Tech 1 Domnkink Bandwidth
TO0 SubFrames MIMO sacde [y

Band 1. Tech 1 Band s
Ourput Power per External Antennss Enable NLS Radic Dot
Antenns (e Enabled Posiioning Simulaticn  Modeling
bumber of Hoder Max Coverage Fer Node
Dominance (40} Deployment Floor Material =2
YoLTE Capacity
Max Cable Length (m)  Target Coverage (%) Cell Border Shifting Simulation
Uplink Traffic Volume Per  Downfink Traffic Volume
Integrated indoor Integrated Micro Subccriber Por Subscriber
Modalling HModating 1GBMonthS ub) G/ Month/Sub)
Gigabit LTE Feature
Selection Carrier Aggragation CRS. Gain Combined Coll
Lean Carrier 256 QAM (Downlink)
Humber O Floor be Ceiling Height  User He Wo.Users/ | FloorArea Al Area
Floors bl sy | P [ m?)

o0
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V. 7|2 st

% SIM/eSIM HIE 3§
1) 7|&E sim

2)<eSIM (eSIM DX & THE, eSIM X| @ £HE)

1) 7| &E2| sIM Cards (pSIM : PlasticSIM) ): Pre-loaded Profile

Standard (2FF)

25 x15 x0.76 mm
Micro (3FF) S/W packaging
15x12 €076 mm  Nano (4FF) Pre-loadad

i [ =

esim O|X| SR |
(LPa (SFREOH 01 &F7H) |

s A E Type pofile W B 1ype

P-SIM4G Pre-losded  ReadOnly

2) eSIM Cards : P-UICC ( eSIM ): empty Profile
(LPA-e & SIM Card Type HW Of] BIZH )

Standard (2FF)

25115 x0.96 mm
Micro (3FF)
15x12x0.76mm Nano (4FF)

| LPAe (SIM CardO] E7H) ‘
+LPAllocal profile assistant)

il ——
J esimM DI K| RITHY |

[Lpa (SFRFO OIEFHY))

sim AL T

p-rce(

sin €2

B[ Card Type i

RIW

Read/Write  Smax

3) eSIM Cards : P-UICC ( eSIM ): empty Profile

standard (2FF)
25 x15 x0.76 mm

Micro (3FF)
15x12x076mm  Nano (4FF)

‘ e
] esiv K| RISHY
(LPa (SFEFOI &) |

sitd & Type  sim E} Profile RIW T Type

PLUICC( e51M ) empty  Resd/write Smartphone

Source: 5G £33 7to| =2t , 0t7|H S5 /KCA (2021. 10.)
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% 5G UEYI A=t H=A

+ 5G I 0{(Access Network) 222 EE &

FUS ERTO7IY SH22 AF0| 348
« Fa7IY2 224 HH| § H2 MBM S

= E SHEfILE S2171/DAS 032 7|25
aget Y
- Fu e E) Ol0| AL E2X] KRINAE(LTE)
;]m 0]=2t0[0i2|A HMRHRLPBOMZ Tk Ghois
FLIHAE olojAEIA @Y 59) = (BElo|
FM2E (=710}
7 5 Z2e§ 7 ‘
o A P
BREVI S xR | g g I
“~ A oa _@ Y Y%
’ RRH ! 1
, RFGE { Edge Cloud :
e I i
’ [ 4
4
= 1 I
Source: https://m.blog.naver.com/drryuhk/221898589988
® e JS Lab
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V. 7|9 S fIgt 56 S22
. H= TI— = o
< S4%EH| HZA HUCOM Wireless (0f])
+ Qualcomm Ate| %| 4l Chipset 2! X55 5G & Chipset.(SDX55-0_%| 42| HH ALE)
- HErH4 : Robot / Smart Factory / Router / CCTV S 2t HHUN HE 7Y &,
» 5G Sub 6 Module SKT & LG U+ 215 &8, (20203 108)
» mmWave Module LG U+ 215 2t& / SKT 215 Z1¥ 5.
5GNR Multimode BB R
(Gen 2) hnen=—"
5GNR [3GPP Release 15 NSA/SA [
SGRN Sub-6G | N77/N78/N79
mmWave | N257/N258/N260/N261(Option)
SGRE Bt i modoy LTE | LTE-FDD |Band 1/3/5/7/8
# Standaior:eMu‘tm\ode m?dzm
: :l Z:J;:ﬁ‘;;f;m & GPS DL 4*4 MIMO | Band 1/3/5/7/8
+ NSA mmWav
- ’S\ubrgy(;:z SGEFDD and TDD WCDMA Band 1
+ 5G core network Opt. 3and 2 Interface PCIE3.1, USB3.1
+ 4G: 20-layer DL/ 2CA UL i Module interface | M.2
+ HPUE Support for 4G and sub-6 5G d
+ High Power mmW Support (45+ dBm)
+ PC5 Support
+ mmWave CPE with QTM527 Sub 6 Module mmWave Module
® e JS Lab
136
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+ HICE Sty S84 (of): 222}
* 5G (Jore, CU/DU

—_—

=N 5G (v)Core & 5G CU/DU

mmWave Smal Cell

58 DU R

3GPP Standard 3GPP 5G NR RellS

0 S8 NS 200000 Device Type CU/DU) Frequency Band 28GHz (26.5 - 29.5 GHz)
BN FB NIRRT 2000 3GPP Standard  3GPP 5G NR Rel1S ) ,bﬁm’T ::"
Lol 1y 1einra3 O IEgeoiedl SRR aeEs Data Thioughput iz 1.6 Gops. ULz 075 Gbps
e :; inc:;sj D“’:L 20Gbps, 25G Network Duplex Mode  TDD e
AMF/SMF/UDM(with AUSF)/PCF/UPF/ NetworkArchitectins SA MAX Bandwidth  400MHz
= —EMS/DE Dats Throughput DL 3, UL: 08 SCs 120kHz
oe YE Hw, 80 M2 Hw &3 b5 25 GAM NANO £y
AB HW 28 DL 380 610 T, T Antenna(lyRy) 12871288
7]t Platform, SW  Docker Container e P Thduatoning) 0125 - -
7IEt 20 CU B8, Network Slice S iaeteas | 05 Active UEs 16{22), 3223)
== No. of Cel 1cel
Active UEs 32(°22), 64(~'23) T Networkimterface | NZ. N2, Netconl
Network Interface N2, N3, Netconf, ORAN(T-2¢) Fronthaul Interface  eCPRI (ORAN 7-22
Fronthaul Interfsce  eCPRI (ORAN 7-2¢) Synchronous GPS, IEEE1568, SyncE
Synchronous GPS, IEEE1588, Synf Radio Cenlw‘ma'\u 3GPP TS38.104, 3GPP T538.141-2

Source: 5G §%t% 7t0| =22l 1k7|H &5 /KCA (2021. 10.)
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<« HHE S31Y £34 (0f): o] eto]oj2|A
» 5G Small Cell Solutions

QUCELL* 56 mmWave
All-in-One Type (CU+DU+RU)

QUCELL® 5G Small<Cell Solutions .

QUCELL®canmeet different requirements with various products. QUCELL® 5G solutions support mmWave
and Sub6, NSA and SA. QUCELL® 5G solutions offer private, high capacity and secure 5G networks for var- Hid
ious scenarios — smart factories, office buildings, hospitals, universities, stadiums, shopping malls and so on.

Frequency
‘Transmit Power
Bandwidth
RF Antenna

Synchronization

Interface
Management
16bps Ethernet x 1 port
Power Input
Size
IP Grade

Mount Type

Source: 5G §%t% 7to| =22l , 1k7|H &5 /KCA (2021. 10.)

QUCELL" 56 Sub6é
All-in-One Type (CU+DU+RU)

5G Sub 6NR

AC-DC adapter

240 240 % 55 (W xH x 0, mm)

Ceiling Mount (optional. Wal

o0

JS Lab
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ot 5G ESIY

« HICiE 3t &84 (o): /RII2E
m

mWave Small Cell, Sub6GHz Small Cell

= CU (Central Unit) / DU (Digital Unit) / RU (Radio Unit) integrated
= Standard : 3GPP Release 15

= 5G NR NSA

= EN-DC

"ll"l"‘ = Sync.: GPS or IEEE1588v2

1||||l||

Frequency (Band) 28GHz (n257) : 26 5~29.5GHz
Maximum Tx Power EIRP 50dBm (64QAM)
Bandwidth B800MHz (2°400MHz or 8*100MHz2)
Modulation QPSK/16QAM/G4QAM
Antenna 128T/128R MIMO 2x2
Backhaul 10Gbps SFP+ 802.3 10GBase-X
Power AC adaptor : AC 100~240V, 50/60Hz DC 12V Using AC/DC adaptor
Power Consumption <T5W
Size (mm) 275(W) x 275(D) x 50(H)
Weight 15Kg
Temperature -5~ #40°C
Installation Wall Mount

Source: 5G £%2 7t0| =210l , 1t7| H S5 /KCA (2021. 10.)

EUCAST

» CU/ DU/ RU integrated
* Standard : 3GPP Release 15

-+ 5GNRSA
3 \\\s‘\\ + Max 128 connected, 64 active users
M + Sync.: GPS or IEEE1588v2
Frequency (Band) Sub 6GHz n78, n79, and etc.
Maximum Tx Power EIRP 50dBm (64QAM)
Bandwidth 100MHz
Modulation QPSK/16QAM/B4QAMI256QAM
Antenna 2T2R MIMO 2x2
Backhaul 2.5Gbps NBase-T Ethemet 802.3 10GBase-X
Power AC adaptor : AC 100~240V, 50/60Hz DC 12V Using AC/DC adaptor,
Power Consumption <25W
Size (mm) 200(W) x 200{D) x 62(H)
Weight 25Kg
Temperature -5~ +40°C
Installation Wall Mount, Ceiling

o0
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+ 5G 3ty £F4 (ol): ollx[ofl =

» vCore, vCU/DU, CPE
* Fronthaul Gateway
* PRU

+ AAU

* mmWave AAU

Source: 5G £%2 7to| =20l QVI’S%—‘?—/KCA (2021. 10.)

i,
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*,
0

» 5G S31Y &8 M FH(0f): o x| = cu/DU & O-RU

2% 74 ¥ 48 Throughput ZE

+ '8¢ Radio Unit £4H2 Capacity?t Coverage® 12{3101 Z&X O = 1Y * FHM ZH|& Shared 4 (EH2 ) 7|5 X9, MY E STSHAN b2
+ HFR ZH|= ORAN 7.2x QIE{H|0|2 X| . D24 Radio ZH|2IOT X +8 7hs 5G AH| coverage #% 7hs
Conventional Passive DAS (PRU) Active DAS (AAU) PRU and AAU co-location
S~ = 4-MIMOservice
B S Seunt
T Layer 14 - - yort-4 I
— ~AAU < AAU
4-MIMO service -l

__SiSOservice

FHM (FrontHaul Multiplexer)
DAS (Distributed Antenna System)

Ccuou

SISOservice

eCPRI(FS 7.2x) T m : : ” .
Source: www.hfrnet.com

XX | JsLab
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< S4AZEH| H[ZAL HFR 5G NR RAN £&4 (o)
| iz siet8 24 |

*  Sub6 single 4
* mmWave single 2
* NR-DC dual 8 (Sub6 + mmwWave) [ 1

(F 1)NR-DC 8 mmWave HE 2 SWHZ (CU AEELTEeNE AEC2 £7) B310] EN-DCE X8 7t

HE 74 g

Sub6 DURU UMY

mmWave DU/RU Y H¥ - cubu ME
i€ D Subb CLDU UM (M%)
Sub6 RU ” 3 Subb CUDU YHH (¥2AH)
N7
L“I o B ;| o | [ 4 | 3 Subb DU 2/% (AAH)
- @ SubscCu £2/¥ (YUE)
S
[ 8 | 5 mmiWave+Sub6 CU £2|H
10G or 256 0G4 (4UE, FIF2 AEHO|2)
{eCPRI, Op: 7:2x) 10G 0|4 (mmWave, F1/F1
SIE{H0|2) - RUKNE
i . . 1 Subb ({Z%O-RU
3 Subb£FHO-RU
g 3 mmwave DURU ZH|E (HU)
N FH Mux (optional, RU/DU)
-, 5 D, E | b 1 ey < FH Muttiplexer (Optional)
Sub6 CUIDY UMY SubS/mmWave CU #2/% D RUDU 2ZE AV ACIEAC

Source: https://www.hfrnet.com/front/main/mainPage

I X X JS Lab
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» Wi 53 S24 (o) A4
» Core, Access .

Samsung 56 +4 &

Compact Core SolutionS 2 %8} 78
Tl ol BEHE B WY A2
DATA gt 2]

5CO | 5G SA Core Function 7H8 78 | NMs |

[

| BT
| 5G Core-(Standby) e

Private
Cloud

s | Bearer(DATA)

Access (Above-6GHz)

W2 Coveragel B 56 Service 33

Access (Below-6GHz)

Baseband E Link Cell

High Capacity Baseband for Mass Deployment

Compact Macro

i
Baseband, Radio, Antenna Integrated Unit

&2] DATA BUE B8 CIYR Mu|2 7bs

Radio In-building Solution

e —

Drones Machines Vehicles MR/AR
Conventional Radio Scalable Capacity N\

b~

Source: 5G £%2 7t0| =210l , 1t7| H S5 /KCA (2021. 10.)
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< HICE E31Y £ 4 (0l): 7|0H(Nokia)
+ An end-to-end platform that makes private wireless networking and automation easy

Comes with spectrum, edge computing, access points, Lets you create and manage
applications and user equipment P— multi-local networks
- Yy h
S :
4G & 5G spectrum options
B Oota siayswth you
nowia +
/ ) ] M \
/ Pico Micro Mini-Macro Macro Edge \
Coverage Coverage Coverage Coverage Various redundancy options —
radius: radius: radius: radius: Nokia DAC application \
20-100m 05-5km <30km <50km framework \ T SN
Indoor Indoor/Outdoor  Outdoor Outdoor \ P! < ~
\ [ Edge
I~ s al
/i o \

¥

Source: https://www.dac.nokia.com/private-wireless Nokia DAC device management + Nokia DAC catalog

®o 0 | JSlLab
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< HICE E31YU £FM (0): 7|0k(Nokia)
» Nokia Private Wireless Solution

1. Nokia Digital Automation Cloud (DAC), Plug and Play
2. Nokia Modular Private Wireless (MPW)

5G SA industrial-grade private wireless solutions

, Digital Automation Cloud @ Modular Private Wireless

5G SA Radio solutions

=

Source: https://www.netmanias.com/ko/private-5g/vendors/1550,

M >

Customer Premise: 11 o Customer Premise: 712t n

XXX | JsLab
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< HICE E31Y &FM (0f): of|2 & (Ericsson)

* Private Networks ekttt ettt T ettt T
! Remote Radio Units Micro Radio 4G Radio DotSystem i 56 Radlo DotSystem
3 N P Ay
! (tlllt) PN P
3 —— — E E Am, ms e s ]
: R '

Antenna Integrated Radio; NR/

[l = manan asham mama §EEE " Boseband 663€ (NR)
e M m— i

[ e s e i 4 (| Boseband 6630 (LTE)

I 1 . Router 6675

Enterprise Core (5G EPC)

VoLTE Server (optional)
Enterprise Multi-Purpose Server (MPS)

®o oo JS Lab

73



V. 7|92 st 5G Et

o HIEE E31Y £8M (o): 02| & (Ericsson)
* Priva te Networks Ericsson: Dedicated Networks 5G SA Trial Kit (Industry Connect with Radio Dot)

Management
cloud

Network
Management

Portal

AP

Radio Dot Devices

Radio Dot (Antenna), Indoor RU (IRU), Baseband, CU, 5G SA Core
Ericsson Management Cloud, Network Management Portal, SIM Card Writer

Source: https://www.netmanias.com/ko/private-5g/vendors/1549
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< Fujitsul| Private 5G ZH|

PW332

——— g Indoor RU
(4.8-4.9GHz)

PW332
PW331 Indoor RU ZJA1EH|

FUJITSU Network PW300 Outdoor RU
o)
(4.8-4.9GHz) | : s

3w "

i

* Spectrum: 4.8-4.9GHz 1
« Bandwidth: 100MHz - I
» Users: 64 devices/cell . C-—
« Throughput: downlink(1.7Gbps), uplink(0.2Gbps)
PW320 PW310
DU : CU/5G Core/EMS

TRy S sTEER

Source: https://www.netmanias.com/ko/private-5g/vendors/1549
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«+ Azure Stack Edge

Azure Stack Edge Azure Cloud
ik [ y
——>
- L:‘ﬁ —_—
Local edge compute
+ I Azure loT Hub
« -‘
s 4 wie L s  Al200+
* &= toeal Azure Stack Edge Azure services
. Hardware acceleration storage claud resource
On-premises
—_— -~
devices Azure Storage
= -—-—l --I l-- (Block, page, and files)

On-premises systems and data

(Radio 748} 2O MZA 21%)

C AT&T At o1 )

| JsLab
149
HS 90| E glO
IV. 7| = ¢St 5G =21
< AWS Outpost Wavelength: S&IAFAX} LHO| 75 AWS =2} AMH|A
+ Wavelength= S41AL Lol MX|E 7t2EHY
- et 718 Pt CE A, Wavelength Y'Y ALE517| flsi M= AR 418 (Opt-in) 2HH0| HR
« AWS MH|A Z0f HISHE Y5 MH|ATHALE Ths
« MH|AE QIEHIS SolAM T 20| E7t6t0, S4A YE SoMT ME|A Tts
+ Wavelength €9 Ztofl= S410] E7t
j"‘ g AR 1 AWSEP;
E % @ ‘jn}_gm
2 .;ﬁ | I8
XX |  JslLab
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< Reference Architecture “The Everything in the Cloud” Pattern (0: VMware)

“Everything in the Cloud” Deployment

|

T O
0 ¥ —
Source: https://www.vamsitalk h.com/5g/5g-reference-architecture-1-the-everything-in-the-cloud-pattern -
®*o O JS Lab
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V.5G HAEHE 74 U &
= Ll 5G HIAEHE A7)
" 56 SETY 148
» 5G HIAEH|E gozA
JS Lab

0 . L 3 james@jslab.kr
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=}

% Quectel 5G @ MS Azure

* Quectel RM500-GL 56 22 AI83}0{ 5G K= LTEE Sl Azure Percept DK &

auecTEL

RM50XQ  crom

::"ﬂlml('w-m

i =
!

Source: https://docs.microsoft.com/ko-kr/azure/azure-percept/connect-over-cellular-usb-quectel

®o oo
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=}
=

2
(=)

% Fusion Core - 5G Packet Core @ Azure Marketplace

& Microsoft | Azure Marketplace Marketplace 244

el @ | =2ag

H& > AMCOP platform for 5G CNF Orchestration

Aarna 19 AMCOP platform for 5G CNF Orchestration

NECWworks

Aarna Networks, Inc.

e AE Ratings + reviews

Zero Touch 5G + edge computing for B2B

Our core platform is open source. We use parts of LF Networking ONAP (Edge Multi Cluster Orchestrator or EMCO and

Controller Design Studio or CDS) along with CNCF projects (Istio, FluentD, Prometheus, Jaeger, Keycloak, Kubemetes Operators

2|52 7HAHAMof| 2 2 E/4 K| (Download and install Azure command line on a Linux VM)
«Get kubernetes config using the Azure Command Line tool (az cli)
az aks get-credentials --resource-group <RESOURCE GROUP> --name <CLUSTER_NAME> --overwrite-existing
«Get the public IP and port number for the GUI
kubectl get svc --all-namespaces -o wide --field-selector="metadata.name=emcoui-gui®
+On a browser, access the IP address of the GUI
http://<EXTERNAL-IP>:9080

Source: https://azuremarketplace.microsoft.com/ko-kr/marketplace/apps/aarnanetworksinc1595980852623.amcop001?tab=Overview

k slicing, SON, analytics) will be proprietary.

to access the GUI for AMCOP

®o oo
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< H| =L A(0): Anankil] £AZE

Innovations)

0-RAN compliant
white box small cells

Ananki provides
the SIMs

ot g themm o yoc devicen

&

bt e st tes

Source: https://ananki.io/

Simple to Deploy

Simple subseription-based for 56
connectivity-as-aservice

724 support for deplayment and
operations
Backed by enterprise class SUAS

Oeveloper assist to empawer
ereation of 5G-powered applications

Ghve You Visibility and Contrel Once the
Network Is Operational

oo i
e -
g

2lof M o| Private

Small Cells

() -

Enterprise 5G+ (Powering Industry 4.0

HE (Products)

o -~

stateaf—.ﬂ:erart 56 Private SIM c:ards Enterprise
:c_mllxllvn:y stac!( for your devices Dashboards
delivered as a Service &APIS
(saas)

Healtheare

Campus.
Airports Manufacturing Warchousing

Mining Energy R

Retail

Software defined private 5G is the key to these next-generation solutions

o0
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* NSA (4G Core)
* SA (5G Core)

o QEAA 5G Core (0ll): ‘Open5GS’

Policy and Charging Rule Function (PCRF) PCF (Policy Control Function)

4G Core

5G Core

s5-C

- . M1S
Sx N4 ~ N1

(tp)) ene

4G UE

-~

o0
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% 5G Cloud Native Simulation with Open5GS

o containerfl) + Qo + Sk -
P = B kubernetes tanec) + @) B, ANCHER
5G Cloud Native
Lab Practice

aso=) | (@O
(=1 =) 2 =) =)

CONTROL PLANE

UERANSIM

- ar -
D o P Ot Timee | L L LW e USER PLANE

5G Networks

I X X JS Lab
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< RAN 7}&3} A2 7Hs5 8t Dual Channel Transceiver(Gil)
* Dual Channel Transceiver 70MHz — 6GHz SDR Software Defined Radio USB3.0 Compatible with
ettus USRP B210

Open Hardware

«First fully integrated, two-channel USRP device with continuous RF coverage from 70 MHz - 6 GHz ,

Full duplex, MIMO (2 Tx & 2 Rx) operation with up to 56 MHz of real-time bandwidth (61.44MS/s quadrature)

«Fast and convenient SuperSpeed USB 3.0 connectivity

*GNURadio and OpenBTS support through the open-source USRP Hardware Driver™ (UHD)

*Open and reconfigurable Spartan 6 XC6SLX150 FPGA (for advanced users)

«Early access prototyping platform for the Analog Devices AD9361 RFIC, a fully integrated direct conversion transceiver with mixed signal baseband

Source: https://www.aliexpress.com/item/4000365720818.html

I X X JS Lab
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% Comparisons for Open SDR

HackRF One
Frequency Range TMHz-6GHz
RF Bandwidth 20MHz
Sample Depth 8 bits
Sample Rate 20MSPS
Transmitter Channels
Receivers
Duplex Half
Interface USB 2.0
Programmable Logic Gates 64 macrocell CPLD
Chipset MAXSRBFGFAC,;\/(\)/;;BW,
Open Source Full
Oscillator Precision +/-20ppm
Transmit Power -10dBm+ (15dBm @ 2.4GHz)
Price

‘ Ettus B200
70MHz-6GHz
61.44MHz
12 bits
61.44MSPS
1
1
Full
USB 3.0
75k
AD9364

Schematic, Firmware

+/-2ppm

10dBm+

Schematic, Firmware

Ettus B210 ‘ BladeRF x40
70MHz-6GHz 300MHz-3.8GHz
61.44MHz 40MHz
12 bits 12 bits
61.44MSPS 40MSPS
2 1
2 1
Full Full
USB 3.0 USB 3.0
100k 40k (115k avail)
AD9361 LMS6002M

Schematic, Firmware
+/-2ppm +/-Tppm

10dBm+ 6dBm

RTL-SDR

22MHz-2.2GHz
3.2MHz
8 bits

3.2MSPS

N/A
USB 2.0
N/A
RTL2832U

No

N/A

LimeSDR

100kHz-3.8GHz
61.44MHz
12 bits
61.44MSPS (Limited by USB
3.0 data rate)
2

2
Full
UsB 3.0
40k

LMS7002M

Full
+/-Tppm initial, +/-4ppm
stable
0 to 10dBm (depending on
frequency)

BladeRF Not stable

o0

V.5G H|AEHE A 9l

% AlI/ML @ O-RAN

Design | Inventory | Policy = Configuration

RAN Intelligent Controller (RIC) non-RT

Q
e
b
-z
Multi-RAT
)=> 0-CU Protocol Stack
o 0-Cu-cP
|
(@)
@

Source: https://www.redhat.com/en/blog/open-ran-and-o-ran-brief?fbclid=IwAROV6fivK9xv2LEKXNTvjBeOSRVYBOcej4Q zV6teY20h GrVWmWDMSO07js

Open
Front Haul

+ RT-Kernel for DU/RU, PTP synchronization, SCTP, DPDK
1/0, hardware acceleration for RU/DU L1 (FEC, FFT/IFFT, ...)

WG1: Use Cases and Overall Architecture
Workgroup

WG2: The Non-real-time RAN Intelligent
Controller and AlInterface Workgroup

WG3: The Near-real-time RIC apd E2
Interface Workgroup 4

WG4; The Open ;m'ﬁ'maul Interfaces
Warkgroup .~

WG5; The Open FI/WI/EI/X2/Xn Interface

Workgroup

WG6; The Cloudification and Orchestration
Workgroup

WG7: The White-box Hardware Workgroup

WGS: Stack Reference Design Workgroup

WG9: Open X-haul Transport Work Group

WGx; Red Hatis WG voting member

YANG models that help manage the
radio units feature more than 6,000
A parameters, with less than 3% of them
mandatory, and network vendors also
implement custom protocols.

o0
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< Al/ML @ O-RAN
* O-RAN 74

= 256 software-defined radios
= 25.6 GHz of emulated bandwidth, 52 TB/s RF data
= 21 racks of radios, 171 high-performance servers w/ CPUs, GPUs
* Massive computing capabilities (CPU, GPU, FPGA):
o > 900 TB of storage
o 320 FPGAs
o 18 10G switches
o 19 clock distribution systems

o 52 TB/s of digital RF data Institute for the Wireiess
Intemet of Things

XX | JsLab
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o
< RI C [y S —

* Near-RT RIC

AL a1 Al
[#] €2 €2 » [#]

2 (2] 7] £2

Type 1: Near-RT RIC only serving 56 Type 2: Near-RT RIC sarving 5G and 4G Type 3 Near-RT RIC only serving 4G

Non-Real Time RIC

Figure 5: Centralized Near RT RIC Serving 4G and 5G Simultancously

Service, Management & Orchestration Framework
Non-Real Time RIC

Al Al Al Al
Implementation of one physical
Near-RT ~ Near-RT ~ Near-RT  Near-RT «Near-RT RIC censisting of one
RIC RIC RIC RIC or more logical Neor-RT RICs
| £2 I E2 T €2 T E2

Figure 6: Distributed Near-R1 RIC
Source: https://www.redhat.com/en/blog/open-ran-and-o-ran-brief?fbclid=IwAROV6fivK9xv2LEKXNTvjBeOSRVYBOcej4Q zV6teY20h GrVWmWDMSO07js

I X X JS Lab
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Stone Crushing Plant at GS Lab

Stage 4: Crushed

Stage 0:
material for dispatch

Material Entry

Stage 1:
Jaw crusher

Stage 3: Vertical
Sand Impacter (VSI)

Source: Lab Setup at GS Lab:  https://youtu.be/ fOU3a4brPY , Stone Crushing Plant at GS Lab: https://youtu.be/YWRIXqROXnc
*e 0 JS Lab
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 QE mY QI ZEME

ZHIY (Mobile)

EEPEE] FERT el 2ol iain B HRUE AW
e Viresaiiead, fotnllgarc AN EITS P :havll o, D—R):Nusuh:wara O-RAN Alhan:j witelecam =
ice nse v operators
CoMAC Aile service delivery t the edge 7t Apachev2o ONF Mailing list
SD-RAN CU/DU control and user planes heE ONF NfA
Asther SG/LTE Edge-Cloud-as-a-Servica(ECass) | “NEE ONF iR
Magma CN Orchestration TtE B0 Hoj=% Mailing list/forum
OpenRaN Fragrammanie, o sasEresated RAN | £ U7 . o
w/open interfaces
Radio Edge Cloud RN RICAUTOMA T 7ts Apache v2.0 Akraino N
cor testing blueprint
Aarial SOK for 6 PU-accaleratad 56 vRAN Early access proprietary NVIDIA nNfn
SR (siicing)
EETEE] TEE0 ] apo| g2 arn HE HRUE AR
EE Rt Centralizd controlles for reterogeneaus | 7ps oA FBK {in the trarnework of i
il RAN beld multiple EU projects)
FlexRAN ARREEITRCORTENAL f0E3CTWATA-ORITNE 7ts MIT License MosaicSG Consortium Mailirg list
A (eage)
N ECTES EETTT AfEY ol iain B # & LE T
CORD (Central Office Re- e ONF, ATET, Google, P
Pkl lnt o il Data center for network edge Apachevio Sl Miailing list
LL-MEC Low-latency MEC and network slicing 7ts Apachev2.0 MosaicSG Consortium Mailirg list
LightErge MEC services 7t Apachev2.0 FEI(in ehe e diw ek of Nim
rrultiple EU projeces)

I X X JS Lab
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< RAN 2ZEgJo| dX| 7}58 SDR

SDR TX/RX channels Frequency range Instantaneous RAN software Target
bandwidth (up to)
bladeRF 1 [300 MHz, 3.8 GHz] 28 MHz OAI, srsLTE DAS node, small cell
bladeRF 2.0 micro 2 [47 MHz, 6 GHz] 56 MHz OAI, srsLTE DAS node, small cell
Iris 2 [0 MHz. 3.8 GHz] 56 MHz OAI DAS node, small cell, cell tower
LimeSDR 4 TX, 6 RX [100kHz, 3.8 GHz] 61.44 MHz OAL, srsLTE DAS node, small cell
USRP B20Smini-i 1 [70 MHz. 6 GHz] 56 MHz srsLTE DAS node
USRP B210 2 [70 MHz, 6 GHz] 56 MHz OAI, srsLTE DAS node, small cell
USRP N310 4 [10 MHz, 6 GHz] 100 MHz OAl DAS node, small cell, cell tower, rooftop
USRP X310 Up to 2 [DC, 6 GHz] 160 MHz OAl, srsLTE DAS node, small cell, cell tower

bladeRF 2.0 micro xA4 Iris V2.1 Transponder Stack

ZX: Survey paper, Computer Networks 182 (2020) 107516, Open, Programmable, and Virtualized 5G Networks: State-of-the-Art and the Road Ahead+
Leonardo Bonati ¥, Michele Polese, Salvatore D’Oro, Stefano Basagni, Tommaso Melodia, Institute for the Wireless Internet of Things, Northeastern University, Boston, MA 02115, USA

LimeSDR USRP

o0
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VM Export/Import
VEEY
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N ==
o MH|A 8% 97 7| i openstack.
o« AER|X| 7HAts)
TTEE pre
. o
T ;E = AE2|R| Fpars) |nieon s de
° 7" (=2~ [ ER
« GPU 743} oy | eam
. ;Ij E“OI LTI ‘_In:I'EI e :‘r:;w sy g2z
e 7124 Ae o[t Fofo] M
* II'I °H = ?' GPU 7}AtsS} ECEC R
HHO{ /& tE 8% N E
« B/ ?‘ B21AE wEa B2
. = o | = 3 Heo|y F22E B2
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H| =

7Y% 88

Q2 * -
+« OpenStack* EPA (Enhanced First OpenStack ——
elease
P |atf0 rm AwareneSS) Host CPU feature s Expose host CPU features to qutesrt ca::‘ ilreztlyfusme ?F:Ud :~20 % to ~40% improvement
request OpenStack managed guests SSJVZZtufeza oremulate: Im guest computation
M2 7|1 M2 JHAM B M :
¢ Ho 7| o2 oo 7H Ij == (Featu re . Provide direct access to a ot 1~8% improvement in network
PCI passthrough Havana hysical or virtual PC! device introduced by hypervisor and ! nthmu hput
Breakdown and Analysis) phy: virtual switching ayers ohp
HugePages* Kilo* Use memory pages larger Fewer memory translations ,~10% to ~20% improvement
. EPA Featu res COVe I"ed support o than the standard size requiring fewer cycles iin memory access speed
Ensures all memory '
Ensures virtual CPUs accesses are local to the 1
v' Host CPU feature req uest (20 N4O%) (VCPU)s executing processes node and thus do not L 10% improvementin guest
NUMA awareness Juno* and the memory used by consume the limited cross- roceess r:) g
v PCl passthrough (~8%) these processes are on the  node memory bandwidth, :p ing
same NUMA node adding latency to memory
v HugePages* support (10~20%) EPASIA| HISRI3 9t CPU ]
Creates an affinity that S EIE=T R v PRI Fo [ |
0,
v N U MA awareness (~ 1 O A)) 10 based NUMA associates a VM with the Delivers optimal performance; ~25% improvementin
schedulin Kilo* same NUMA nodes as the  when assigning PCI device toinetwork throughput for
v |O based N U MA schedu | ] ng ( 5%) 9 PCl device passed into the ~ a guest :smaller packets
VM 1
v CPU p|nn|ng (10~20%) Avoids scheduling |
N .. mechanism moving the guest'
v" CPU threadi ng poI icies (~50%) CPU pinning A Supports the pinning of VMs _ virtual CPUS to ofher host  ~10 % to ~20% improvement
to physical processors physical CPU cores, :m guest processing
v OVS—DPDK’ neutron (NQOO%) idm:)roving performanceand 1
leterminism !
. Provides control over how  More fine-grained -
cpu;:':i::'"g Mitaka* guests can use the host deployment of guests on HT- US;; f(:)c"{ea;;r:r?rovemem in
P hyper thread siblings enabled systems g P 9
[ ] OVS-DPDK, . An industry standard virtual ~900% throughput
== neutron switch accelerate :lmprovement
OpenstaCk. £ Liberty h Jerated by DPDK Accelerated virtual switching
JS Lab
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% Mobile core network implementation on Amazon Elastic Kubernetes Service

DocumentDB

Network Function Role
CP Subnet
MME Mobility Management Entity | s * UP Subnet
* Default
HSS Home Subscriber Server Subnet (K8s)
PCRF Policy and Charging Rules Function
SGW-c Serving Gateway Control Plane
SGW-u Serving Gateway User Plane |
srsLTE Simulator
SMF+PGW-c Session Management Function + PDN Gateway Control Plane (UE/eNB simulator)
UPF+PGW-u User Plane Function + PDN Gateway User Plane s:u
Network Repository Function (it is only for NF registration of 5G )
NRF functions) H (\)
...................... N
Web-Ul GUI to configure subscriber and its profile for HSS/PCRF i
Source: https://aws.amazon.com/blogs/opensource/open-source-mobile-core-network-implementation-on-amazon-elastic-kubernetes-service,
*e 0 JS Lab
V. 5G H|AEH|E AM Ol 2l
. —— _— O X 20O
3 . . . . .
s
% Mobile core network implementation on Amazon Elastic Kubernetes Service
VPC creation > EKS cluster creation Helm deployment CNF configuration
guration
Amazon VPC Amazon Elastic Amazon Elastic Par pecific CNF application setting
Kubernetes. Service Container Registry helm chart |
[
AWS AWS Cloud AWS Tools 3 Party Tools
CloudFormation Development Kit and SDKs (e.g. Terraform)
T i
odePipeline  Domain or Service Jenkins
T 3Trods
Source: https://aws.amazon.com/blogs/opensource/open-source-mobile-core-network-implementation-on-amazon-elastic-kubernetes-service,
*e 0 JS Lab
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% Mobile core network implementation on Amazon Elastic Kubernetes Service

Time to complete

Cost to complete
(estimated)

Learning level

Services used

About 45-60 minutes

$489 (for a month, on-demand
instance cost based)

Advanced (300)

AWS CloudFormation, Amazon
Elastic Kubernetes Service,
Amazon DocumentDB, AWS
Lambda, Amazon CloudWatch

1000018

Intemet Gy

ECR

GloudFomation

Amazon Raute 53

Lamtiga

B cooicasusnetinoones

covoraion

BN (civato-akBs
subnet (SGi)
10.0.2.024

Amazon
DocumentDB

e

B rovicssmmiootvze

EKS Control Plane / APL

] Ssten
Vo

prvato-a-sig
Subnet(S11, Sée.
S5¢, G, N4)

10.04.024

®

. .
.
-

0000 O

‘Web-Ul HSS.

. Mok
.

ik} B o

Instance

MME  SGW-C

000

PCRF

NRF  SMFPGW-C

2y eivato-o-css
subnet (SGi)

B rivato-a-up
subnet(S1u, 85u)

1006024

x. N4
10.05024

10.02.024

mubscpotwa g s
e

srsLTE Simulalor
(UE/eNB simulator)

SGW-U UPFPGW-U

® =

WIOM g
private-s-p
subnet(S1u. S5u)

10.0.7.024

Source: https://aws.amazon.com/blogs/opensource/open-source-mobile-core-network-implementation-on-amazon-elastic-kubernetes-service,
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5G FHES 2| xtE8t
Release 23| 7187

(i

% KOREN 7|8} 5G Testbeds

7IEL/AAL
ol

ZHEE-7|800 Wat 437 S 27

[1}]]
[
ox
do

5G CORE
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% Shield Room at 5G Test Lab
» Heatmap (0| Cist Xt B Se| 22| HE 18 B ¢/X =4 °d8)

- e = Yz =z i, e e s

et S-Sy
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% KOREN 7|8t 5G Testbeds
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% KOREN 7|8t 5G Testbeds
« 5G RAN

+ 2J4FX} 3.5/28GHz 7113 =212 O-RAN 11219] 7|K|= A7l Yo 2 B4 FARH| HZEALR| 56 S4IEH| AR ZIE XA
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Front=haul
2XAE 4RHHE
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5G Back-haul
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% KOREN 7|4t 5G Testbeds

E-mail, M2t &3 AF A MY 7ks

5G 2ZHAEY 0|Z-AL

56 REHAEY (M =YX
= 0|23 £4 Tel, 031-780-9194 / e-mail : cjlee@tta.or.kr
- 0|4 %2 Tel. 031-780-9198 / e-mail : bjlee86@tta.or.kr

5G LEHAEY(CY | R
- Z3 2Q Tel. 042-860-5868 / e-mail : ditto@etri.re.kr
- Zde MY Tel. 042-860-6762 / e-mail : kskang@etri.re.kr

5G LEHAEY(? o) et
- 8012 MO Tel. 053-602-1844 / e-mail : kknd11@ttp.org
~ X2 MY Tel. 053-602-1805 / e-mail : chajm@ttp.org

56 RLEHAEY(E | et
-8 & 2 Tel. 062-970-6530 / e-mail : harkyoo@etri.re.kr
- 84 MY Tel. 062-970-6612 / e-mail : yks0604@etri.re.kr

5G HAEH EWE 2 X|2 SEXt
- e+ 53 Tel. 010-2646-0060 / e-mail : sangsoo.noh@kt.com
- 1S ¥4 Tel. 010-2659-2013 / e-mail : kjw@eluon.com
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% Capabilities of SDRs and their integration with RAN software

SDR TX/RX Channels| Frequency Range Bui\n‘;::ir:ilt‘:lnﬁ:;sm RAN Software Target
bladeRF 1 [300 MHz, 3.8 GHz] 28 MHz OAL, srsLTE DAS node, small cell
bladeRF 2.0 micro 2 [47 MHz, 6 GHz| 56 MHz OAL, srsLTE DAS node, small cell
Iris 2 [50 MHz, 3.8 GHz] 56 MHz 0Al DAS node, small cell, cell tower
LimeSDR 4TX, 6 RX |[100kHz, 3.8 GHz| 61.44 MHz OAL, srsLTE ?::Sl“n::]ﬁ
USRP B205mini-i 1 [70 MHz, 6 GHz| 56 MHz srsLTE DAS node
USRP B210 2 [70 MHz, 6 GHz| 56 MHz OAL, srsLTE DAS node, small cell
USRP N310 4 [10 MHz, 6 GHz| 100 MHz OAI DAS node, small cell, cell tower, rooftop
USRP X310 ( dau;&;‘_‘bsur ds)| d[::z(g‘l;l(érg:r?;l]s) ( dm::l?tc&r:):)l:r ds) OAL srsLTE DAS node, small cell, cell tower

Source: Open, Programmable, and Virtualized 5G Networks: State-of-the-Art and the Road Ahead, Institute for the Wireless Internet of Things, Northeastern University, Boston, MA 02115, USA
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< 5G Testbeds (2L O-RAN HAEHE 0H)

Testbed Technology available 5G Open Source Software| Framework Scenario
AERPAW 5G and CR for UASs under development City-scale outdoor
Arena 5G, CR, massive MIMO RAN & Core N/A Large-scale office
Colosseum 5G, CR RAN & Core O-RAN RIC Large-scale network emulator
CORNET 5G, CR RAN & Core N/A Large-scale indoor
3 2 <ot O-RAN i
COSMOS 5G, mmWave, CR, optical switching RAN & Core § Indoor, city-scale outdoor
components
Drexel Grid 5G, CR RAN & Core N/A Large-scale indoor
FIT testbeds 5G, CR, loT, NFV RAN & Core OSM Large-scale indoor
. 5G, CR, Wi-Fi, WiMAX. .
IRIS cloud-RAN. NEV. S-band RAN & Core N/A Indoor
NITOS 5G, CR, Wi-Fi, WIMAX RAN & Core N/A Large-scale indoor and outdoor, office
POWDER-RENEW >3, CR, fmassive MIMO” RAN & Core O-RAN RIC Indoor, city-scale outdoor
Network Orchestration =
STONIC 5G NFV, network orchestration N/A OSM Data center

Source: Open, Programmable, and Virtualized 5G Networks:, State-of-the-Art and the Road Ahead, Institute for the Wireless Internet of Things, Northeastern University, Boston, MA 02115, USA
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% Open frameworks and projects.

Framework | Main Focus ‘ Status | License Main Members C(;TS;Y:U‘
Mobile
Apache ¥20. [ 6 g AN Alliance
[oF:7N] O-RAN [21] Virtualized, intelligent RAN available |O-RAN Software no
M w/ telecom operators
License v1.0
COMAC [124] Agile service delivery at the edge available Apache v2.0 ONF mailing list
SD-RAN SD-RAN [125] CU/DU control and user planes under development ONF N/A
Acther [126] SG/LTE, Edge-Cloud-as-a-Service (ECaaS) under development ONF N/A
Magma [127] CN Orchestration available | BSD Facebook '““"].'"3 =
2 forum
OpenRAN [128] Programmable, disaggregated RAN w/ open interfaces closed source TIP no
-RAN F
Radio Edge Cloud [129] O-RANRIC artomated confguration’f available | Apache v2.0 Akraino o
f testing blueprint
Aerial [130] SDK for GPU-accelerated 5G vRAN early access|  proprietary NVIDIA N/A
Slicing
5G-EmPOWER [131] Centralized controlled for heterogeneous RAN available | Apache v2.0 YA (In the Cramemork no
of multiple EU projects)
FlexRAN [132] Real-time controller for software-defined RAN available MIT License | MosaicSG Consortium | mailing list
Edge
ONF. AT&T. . N
~ i vork & il che v2. &
CORD [133] Data center for network edge available Apache v2.0 Google. Telefonica mailing list
LL-MEC [134] Low-latency MEC and network slicing available Apache v2.0 Mosaic5G Consortium | mailing list
5 FBK (in the framework 1
2 e [13 /i ache v2. c e ) N7
LightEdge [135] MEC services available Apache v2.0 | o multiple EU projects) N/A

Source: Open, Programmable, and Virtualized 5G Networks:, State-of-the-Art and the Road Ahead, Institute for the Wireless Internet of Things, Northeastern University, Boston, MA 02115, USA
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% 5G HAEHE

Testbed Technology available 5G open source software Framework Scenario

AERPAW 5G and CR for UASs Under development Under development City-scale outdoor

Arena 5G, CR, massive MIMO RAN & Core N/A Large-scale office

Colosseum 5G, CR RAN & Core O-RAN RIC Large-scale network emulator
CORNET 5G, CR RAN & Core N/A Large-scale indoor

COSMOS 5G, mmWave, CR, optical switching RAN & Core O-RAN components Indoor, city-scale outdoor
Drexel Grid 5G, CR RAN & Core N/A Large-scale indoor

FIT testbeds 5G, CR, IoT, NFV RAN & Core 0OSM Large-scale indoor

IRIS 5G, CR, Wi-Fi, WiMAX, cloud-RAN, NFV, S-band RAN & Core N/A Indoor

NITOS 5G, CR, Wi-Fi, WiMAX RAN & Core N/A Large-scale indoor and outdoor, office
POWDER-RENEW 5G, CR, massive MIMO, Network Orchestration RAN & Core 0O-RAN RIC Indoor, city-scale outdoor
STONIC 5G NFV, network orchestration N/A OSM Data center

Source: Survey paper, Computer Networks 182 (2020) 107516, Open, Programmable, and Virtualized 5G Networks: State-of-the-Art and the Road Ahead+: Leonardo Bonati * Michele Polese, Salvatore D'Oro, Stefano Basagni, Tommaso
Melodia, Institute for the Wireless Internet of Things, Northeastern University, Boston, MA 02115, USA
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<% 5G Lab - +d (MY/&S)

= 5 Nodes in One-box Lab (A|¥)

= Operations for 2 Nodes (& &)

james@jslab.kr
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% 5G LAB - 4 (A|H/AS)
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< 5G LAB - 7+ (A|H/AS)

& 7}43} 5 L E A2 ‘One-box Lab’ 7+

VM1 for 5C Core

VM6
for
Router

VM3 for UEs VM2 for gNB VM4 for UPF1
(Internet)

VM5 for UPF2 (IMS)

®o oo JS Lab
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< 5G LAB - 7+d (AMH/AS)

< 22 StEY 0 (eNodeBs / gNodeBs tested)

+ Commercial 5G (2 &)

o Airspan 5G OpenRange vCU + Airspan 5G OpenRange vDU + Airspan 5G OpenRANGEOQ6 AirVelocity 2700 RU
o LIONS RANathon O-CU and O-DU + RANathon RS8601 Indoor O-RU + RANathon XG8600 Fronthaul Gateway
o NOKIA AEQE (SW:5G20A)

o NOKIA AEQD (SW: 5G20A)

o NOKIA AEQP (SW: 5G21A) b

o Huawei BTS5900 *:

+ 4G/5G Software Stacks + SDRs (Z &)

o Amarisoft + LimeSDR, USRP, Amarisoft PCl Express Card
o srsLTE / srsENB + LimeSDR, USRP, BladeRF x40 (BladeRF Not stable)
o Open Air Interface 5G (NR_SA_F1AP_S5GRECORDS branch) + USRP B210

VMA for UPFI frseman

VMS for UPF2 0MS)

+  Misc Radio Hardware (2 &) — T
o OpenAirinterface v1.0.3 4G RAN Simulator ﬁ & @ s
o OsmoBTS controlled ip.access NanoBTS (Used for CSFB with Osmocom) Btiehie, |fA| L ¥ige
o UERANSIM 5G RAN Simulator [ [e=E 3 ==
®*o 0O JS Lab
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< 5G LAB - 7+ (A|H/AS)

< B3 3LEH 0 (eNodeBs tested)

+ Commercial 4G

o Accelleran E1010 (LTE TDD B42)
o AirHarmony 4000

o AirHarmony 4200

o AirHarmony 4400

o Airspan AirSpeed 1030

o Airspan AirHarmony 1000

o Baicells Neutrino

o Baicells Nova 243

o Baicells Nova 246

o Baicells Nova 249

o Baicells Nova 436Q

o Baicells Nova 227 (EBS & CBRS)
o Baicells Nova 233

VM for 5C Core.

%

VM for UPFY rtermety

VMS for UPF2 (MS)

Y g oo
UE Whitebox 48 gNB.
= -

HI=

o0

JS Lab
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< ‘One-box Lab’ 7}4t8} 74

D | @ Google

vmware ESXi
T Navigator
* [ Host

Manage

Monitor

Virtual Machines

| B storage
| +@ Networking

<« C A Notsecure | hitps;//192.168.1.100/ui/#/host/networking/vswitches/vSwit % oo Q

ok - Ve =

=3 vSwitch0
~ vSwitch topology

| VM Network P4
VLANID: 0
I M

s Physical adaplers

()= mm vmnic0 , 1000 Mbps, Full

LT

€2 Management Network Vs
VLANID: 0
~ VMkemel ports (1 —

M vmk0: 192 168.1.100

o0
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< E{0|'" (MobaXterm)
* 5VMs

I X X JS Lab

199

% 5G LAB - 4 (A|H/AS)

+ E02 SA HS Shir

* 5 VMs @ Multi-execution mode utl-cxecution mode:

»,
0

Source: https://youtu.be/iblvapanueU
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% Quickstart (Open5GS)

sudo systemct!| restart openbgs-amfd
sudo systemct!| restart openbgs-upfd

# ANF X{ 1S @ vml
# UPF M35 @ vm2/vm3

sudo . /nr-gnb -¢ ~/UERANSIM/config/openbgs—gnb. yaml # @ vm4 /UERANSIM/bui ld/

sudo build/nr-ue -¢ config/open5gs-ue0. yaml
sudo build/nr-ue —¢ config/openbgs-uel. yaml
oping -1 uesimtun0 google. com
o sudo tcpdump -i ogstun
o sh nr-binder 10.45.0.2 curl google. com
o sh nr-binder 10.45.0.2 ping google. com
o sh nr-binder 10.45.0.3 ping google. com

# UEO @ vm5 /UERANSIM/

# UET @ vm5 /UERANSIM/

# Ping @ vmb - UET (Fail)

# Data Capture @ vm2 - UPF1

# UEO @ vm5 — UERANSIM/bui ld/
# UEO @ vm5 — UERANSIM/bui ld/
# UE1 @ vm5 — UERANSIM/bui ld/

*Next, configure the TUNnel interface and NAPT. (sudo —i) @ User Plane 1 (vm2)
o ip tuntap add name ogstun mode tun

o ip addr add 10.45.0.1/16 dev ogstun

o ip link set ogstun up

o iptables -t nat -A POSTROUTING -s 10.45.0.0/16 ! -0 ogstun -j MASQUERADE
o ip tuntap add name ogstun2 mode tun

o ip addr add 10.46.0.1/16 dev ogstun2

o ip link set ogstun2 up

o iptables -t nat -A POSTROUTING -s 10.46.0.0/16 ! -0 ogstun2 -j MASQUERADE

*Next, configure the TUNnel interface and NAPT. (sudo —i) @ User Plane 2 (vm3)
sudo ip tuntap add name ogstun mode tun

sudo ip addr add 10.45.0.1/16 dev ogstun

sudo ip link set ogstun up

sudo iptables -t nat -A POSTROUTING -s 10.45.0.0/16 ! -o ogstun -j MASQUERADE
sudo ip tuntap add name ogstun3 mode tun

sudo ip addr add 10.47.0.1/16 dev ogstun3

sudo ip link set ogstun3 up

sudo iptables -t nat -A POSTROUTING -s 10.47.0.0/16 ! -o ogstun3 -j MASQUERADE

®o 0
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-

o

*

UEO/UE1 = (@vmb5): sudo build/nr-ue -c config/open5gs-ue0.yaml
sudo build/nr-ue -c config/open5gs-uel.yaml

Jjslab@vms:~/UERANSIMS sudo build/nr-ue —c config/openbgs—ue0. yam|

[sudo] password for jslab
UERANSIM v3.2.5

[2022-03-16 14:37:04.432] [nas] [info] UE switches to state [MM-DEREGISTERED/PLMN-SEARCH]
[2022-03-16 14:37:04.433] [rrc] [debug] New signal detected for cell[1], total [1] cells in coverage
[2022-03-16 14:37:04.433] [nas] [info] Selected pImn[001/01]

[2022-03-16 14:37:04.433] [rrc] [info] Selected cell pImn[001/01] tac[1] category[SUITABLE]

[2022-03-16 14:37:04. 433]
[2022-03-16 14:37:04.433]
[2022-03-16 14:37:04. 433]
[2022-03-16 14:37:04.433]
[2022-03-16 14:37:04. 433]
[2022-03-16 14:37:04.434]
[2022-03-16 14:37:04. 434]
[2022-03-16 14:37:04. 435]
[2022-03-16 14:37:04. 435]
[2022-03-16 14:37:04. 435]
[2022-03-16 14:37:04. 449]
[2022-03-16 14:37:04. 453]
[2022-03-16 14:37:04. 453]
[2022-03-16 14:37:04.467]
[2022-03-16 14:37:04. 467]
[2022-03-16 14:37:04.467]
[2022-03-16 14:37:04. 467]
[2022-03-16 14:37:04.467]
[2022-03-16 14:37:04. 467]
[2022-03-16 14:37:04. 669]
[2022-03-16 14:37:04. 678]
[2022-03-16 14:37:04.678]
[2022-03-16 14:37:04. 687]

[nas]
[nas]
[nas]
[nas]
[nas]
[nas]
[rre]
[rrc]
[rrel
[nas]
[nas]
[nas]
[nas]
[nas]
[nas]
[nas]
[nas]
[nas]
[nas]
[nas]
[nas]
[nas]
[app]

[info] UE switches to state [MM-DEREGISTERED/PS]

[info] UE switches to state [MM-DEREGISTERED/NORMAL-SERVICE]

[debug] Initial registration required due to [MM-DEREG-NORMAL-SERVICE]
[debug] UAC access attempt is allowed for identity[0], category[MO_sig]
[debug] Sending Initial Registration

[info] UE switches to state [MM-REGISTER-INITIATED]

[debug] Sending RRC Setup Request

[info] RRC connection established

[info] UE switches to state [RRC-CONNECTED]

[info] UE switches to state [CM-CONNECTED]

[debug] Authentication Request received

[debug] Secur ity Mode Command received

[debug] Selected integrity[2] ciphering[0]

[debug] Registration accept received

[info] UE switches to state [MM-REGISTERED/NORMAL-SERVICE]

[debug] Sending Registration Complete

[info]l Initial Registration is successful

[debug] Sending PDU Session Establ ishment Request

[debug] UAC access attempt is allowed for identity[0], category[MO_sig]
[debug] Configuration Update Command received

[debug] PDU Session Establishment Accept received

[info] PDU Session establishment is successful PSI[1]

[info]l Connection setup for PDU session[1] is successful, TUN interface[uesimtun0, 192.168.0.132] is up.
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% 5G LAB - 1+ (AM|H/A S

root@vn2:"# sudo topdump —i ogstun

listening on ogstun, |ink-1 m»« RAW Faw 1P)
44361547 1P 192. 16
1P 192, 168.0. 132. s w 168.0.45, 1654
19: h > 192.168.0. 45, 1654
192. 168.0. 45. 1654
192, 168. 0. 45. 1654
2. 168. 0. 45. 1654
h > 192.168.0. 45, 1654
192. 168.0. 45. 1654
192.168.0.45. 1654
8. 0. 45. 1654
Ssh 5 192, 168.0.45. 1654

e. one. ont

-in-f14.

192.168. 0.45. 1654
n-f14.

s 8.0.45. 1654
ssh > 192, 166.0.45. 1654
3839 > one. one. one. one

1e100.
1€100.
1€100.

tepdunp: verbose output suppre: use -v or —vv for full mumcu\ d

domain

domain: 54664+
1€100. net. http
1e100. net. http
1€100. net. http
1e100. net. http
1€100. net. http
Flags [P.]

lags [P.], seq
12100, . http: |
Flags [P.]

Fla
domain: 42867+
domain: 49261+
net: ICNP
Flags [P.
net: 1GNP echo
net: ICNP echo
net

net

% UPF Data Capture (@vm2): sudo tcpdump -i ogstun

q 1326299861 132630034, ack
48:96, ack 49, win 502, |
96:144, 97, win 502,
144:192, ack 145, win 502
192:256, ack 145, win 502
256:304, win 502.
304 3, win 502.

00 win 502.

ack m win 502,

win 502.

496:560. ack 3 win 502,

ack

win 50

k 52

win

ack 1057, win

. ack 530, win
a 17761840, ack Hﬂ win
u 1840:1888, ack 1169, win
[1au] A? google.

[1au] AAAA? google. com.

request, id 4, seq 1 \e-nzt

win

lengtl

lengt!

lengt

lengt!

wmz 675,
ength 48
nelh 48
length
length 6
length
length
length
length
length

length 64

win 65280, options 1360, sackOK, TS val 4125649178 ecr 0, nop, wscale 7], length 0
win 510, optior vi 6 13022003], length
1, win 510, options [nop,nop, TS val 4125649216 9 3], length 74: HTTP: GET / HTTP/1.1
6. options [nop, nop, TS val 4125649344 3] 0
9, win 506, options [nop,nop, TS val 4125649344 ecr 39130 length 0
2, length 224
502, length 48
options [nop, nop, TS val 4125649376 ecr 39130222581, length 0
502, length 64
502, length 48

h o
502, length 80
h 64
h 64
h 64
h 64

1€100. q length 64

05( 9 1€100. net qu length 64

074661 68.0 f14.1e100. net 0 reg 8 length 64

008864 1P 19 1€100. net: ICHP echo re: 9, length 64

f14.1e100. net o s length 64

146279 8 251-in-14. 1e100. net que seq 11, length 6

040709 2.168.0. 132. 5 192. 168.0. 45. 1654 P. 968:2016, ack 1217, win 502, length 48
040821 8 h > 192.168.0.45. 1654: Flags [I 096, ack 1217, win 502, length 80
14:44:42.041033 168.0.132. 5 192. 168.0.45. 1654: Flay 1. seq 2096:2144, ack 1217, win 502, length 48
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% UEO/UE1 Operations (@vm5): sh nr-binder 10.45.0.2 curl google.com

sh nr-binder 10.45.0.2 ping 1.1.1.1
sh nr-binder 10.45.0.3 ping google.com

jslab@vmb:~/UERANSIM/bui Id$ sh nr—binder 10.45.0.2 curl google.com
HTML><HEAD><meta http-equiv="content-type” content="text/html;charset=utf:
<TITLE>301 Moved</TITLE></HEAD><BODY.

H1>301 Moved</H1>

The document has moved

A HREF="http://www. google. com/”>here</A

</BODY></HTML>

Jjslab@vmb:~/UERANSIM/bui Id$ ping -1 uesimtunO google. com

PING google. com (172.217.26.238) from 192.168.0.132 uesimtun0: 56(84) bytes of data.
“C

——- google. com ping statistics -
25 packets transmitted, O received, 100% packet loss, time 24568ms

Jjslab@vmb:~/UERANSIM/bui Id$ sh nr—binder 10.45.0.2 ping 1.1.1.1
PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 tt|=56 time=9.90 ms

64 bytes from 1.1.1.1: icmp_seq=2 tt|=56 time=7.89 ms

64 bytes from 1.1.1.1: icmp_seq=3 tt|=56 time=5.73 ms

64 bytes from 1.1.1.1: icmp_seq=4 tt|=56 time 28 ms

64 bytes from 1.1.1.1: icmp_seq=5 tt|=56 time=2.74 ms

64 bytes from 1.1.1.1: icmp_seq=6 tt|=56 time 38 ms

1
1
1
1
1
1

jslab@vmb:~/UERANSIM/bui Id$ sh nr—binder 10.45.0.3 ping google. com

PING google. com (172.217.175.78) 56(84) bytes of data.

64 bytes from nrt20s20-in-f14.1e100. net (172.217.175.78) : icmp_seq=1 ttI—H4 time=3
64 bytes from nrt20s20-in-f14.1e100. net (172.217.175.78)

64 bytes from nrt20s20-in-f14.1e100. net (172.217.175.78) :

64 bytes from nrt20s20-in-f14.1e100. net (172.217.175.78)

64 bytes from nrt20s20-in-f14.1e100. net (172.217.175.78) :
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< 5G LAB - 7+ (A|H/AS)

% 5G Local Test Lab for 2 VMs

I X X JS Lab
205
A
< 5G LAB - 71’8 (MY/HE)
% ME8 VM 0|0|X| .ovf I} download

« WX HZtof| AHESH OVF O|0|X| &% mp CH2EE URL:

ps.//drive.google.com/f

skon : st ® £ @ -
free5GC UERANSIM onebox @ OVF.zip ) 2P Extractor(2) & %71

ot 0|2| & + glELch
2xatol HEfo|7{Lt 0| HotEIAE 5= UAGLICEL H22EE A= 248,

o0
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< 5G LAB - 7+ (A|H/AS)

< VMware Workstation Player 4 %]
+ VMware Workstation Player Ct2 2E
« C}2 2L URL: https://www.vmware.com/products/workstation-player.html

8o » )

vmware

VMware Workstation Player

Run Virtual Operating Systems on One PC
®*o O JS Lab
207
’ M (NEH/AS
< 5G LAB - 7+ (AMQ/AS)
< SSH E{0]'2 ‘MobaXterm’ x| (A1&H)
+ MobaXterm CI22E
« C|2Z2E URL: https://mobaxterm.mobatek.net/download.html
!Mobdlmm Home Demo Festures Pugins Help Contset  § v o i [m]rﬁ
Professional Edition
Free $69 / 49€ per user*

Full X server and SSH support
Remate deskiop (RDP, VNG, Xdmep)
Remote terminal (SSH, teinet, rlogin, Mosh)
X1-Forwarding
Automatic SFTP browser
Master password protection
Pluging support
Portable and installer versions.

Max, 2 SSH tunnels
Max. & macros
Max 360 seconds for Thp, Nis snd Cron

* Exclugeng tax. Volume dscounts.

Every feature from Home Edition +
Customize your startup messape and 100
Moy your profe script
Remowe umwanted games, screensaver ot ools
Unimited number of sessions
Uniimted number of tunnels and macros
Uniimited run time for network daemans
Enhanced securty setings
12-months. updates included
Depioyment mside company
Lifetime right to use

P EDED  Subscribo onine / Get a quole.
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* 5G LAB - T+§ (M9/H

DN(PC)

A
o Mg 7
UERAMNSIM free5GC
4 )
UE
AMF UPFb UPF2
i TAP/T
RAN
UE/gNB .
NET Bridge N9:GTPU
N2:NG-AP/SCTP ens33
& J
N3:GTPU
Network Adapter

192.168.xxX.XxX
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% 5G LAB - 4 (A|H/AS)

% VM 44 (Open) £ HEQI &0l (ME: HE vM MAA|)
+ Make the Bridge/Host-only network interface (Bridge0i 27 IP &-&)

Viware Workstation 16 Player (Non-commercial use only)

Phyer = | P =

e
lr:] freeSGC

Uburit 20.04 for fresSGC phus Compose

Hardawe Optins

Ovce status

r—
@

orvce

Merory A
[Aconnect st power o0

Processocs 2
HadDE (ST 4G
= e conrmctin

by o e
; b Corvmcid ety 0 e sl e
S Conlrnlr Present (] Repicate physical network connecton state

oxeln Remaont .

Add Hardware Wizard

Yol

[El Ubuntu 20,04 for freeSGC Compose
IE] Ubuntu 20.04 For freeSGC

(COMAT: Used b shae the hst's IP sk
Chbst-only: A et etk shird wih the hest
Custom: Spachc vitus nutwork

Ot segmart.

Virtual Machine Name:

lbuntu 20.04 for free5GC 7

State: Powered Off
0S: Ubunty 64-bit
Version: Workstation 11.x virtual
RAM: 8GB

Explanation
Add  network e

Carcel

o0
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< 5G LAB - 1t/ (A €/

Al

=25)

% Setting Static IP Address (MEH@Z &)
* cd /etc/netplan
< Is
+ cat 00-installer-config.yaml
+ sudo nano 00-installer-config.yaml

jslab@freebge:™$ cd /etc/netplan
jslab@freebgc: /etc/netplan$ Is
00-instal ler-config. yaml
jslab@freebgc: /etc/netplan$ cat 00-installer-config. yaml
# This is the network config written by "subiquity’
network:

ethernets:

ens33:
dhepd: true

version: 2

jslab@freebgc: /etc/netplang

# This is the network config written by "subiquity’
network:
ethernets:
ens33:
dhcpd: true
ens38:
dhcp4: no
addresses:
version: 2

[192.168. 56. 102/24]

# This is the network config written by ’
network:
ethernets:
ens33:
dhcp4: true
538
dhcp4: false
addresses: [192.168.50.201/24]
gateway4: 192.168. 50. 1
nameservers:
addresses:
version: 2

[1.1.1.1,8.8.8.8]
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< 5G LAB - 1+ (A|H/A5)

% Setting Static IP Address (MEH@Z &)
sudo netplan try

sudo netplan apply

ip a

route

1

Jslab@freebge
[sudo] password for jslab:
Warning: Stopping systemd-networkd. service, but it can still be activated by

etc/netplan$ sudo netplan try

systemd-networkd. socket

Do you want to keep these settings?
Press ENTER before the timeout to accept the new configuration

Changes will revert in 113 seconds
Configuration accepted

jslab@freebge
jslab@free5gc: /etc/netplan$ ip a

etc/netplan$ sudo netplan apply

lo: <LOOPBACK, UP, LONER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
I'ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_Ift forever
inet6 ::1/128 scope host
valid_Ift forever preferred |ft forever
ens33: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 adisc fq_codel state UP group default glen 1000
link/ether 00:0c:29:76:74:a9 brd ff:ff:ff:ff:ff:ff
inet 192.168.128.136/24 brd 192. 168. 128. 255 scope global dynamic ens33
valid_Ift 1794sec preferred_|ft 1794sec
inet6 fe80::20c:29ff:fe76:74a9/64 scope |ink
valid_Ift forever preferred |ft forever
8: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 adisc fq_codel state UP
link/ether 00:0c:29:76:74
inet 192.168.56.101/24 brd
lid_Ift forever p
inet6 fe80: :20
lid_Ift forever preferred_Ift forever
docker0 -CARRIER, BROADCAST, MULTICAST, UP> mtu 1500 adisc nogueue state DOWN
link/ether 02:42:6b:17:53:59 brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255. 255 scope global docker0
valid_Ift forever preferred_Ift forever

p default glen 1000

255

255 lobal ens38

192. 168. 56
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< 5G LAB - 7+ (A|H/AS)

Change hostname (M&: Ex VM 44 A|)
» sudo nano /etc/hostname # or sudo vi /etc/hostname

» sudo nano /etc/hosts
» sudo reboot

Host Name; ueransim / > verans inll

g 1 e d !
Localhost ip6-Lloopback
localnet

-mcastprefix
-allnodes

-allrouters

I X X JS Lab
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< 5G LAB - 1+ (A|H/A5)

% Setting Static IP Address (41&H)
* sudo netplan try
+ sudo netplan apply

jslab@free5gc: /etc/netplan$ route

Command ' route’ not found, but can be installed with:

do apt install net-tools
* |P a Jjslab@freebge:/etc/netplan$ sudo apt install net-tools
Reading package lists... Done
. rOute Building dependency tree

Reading state information... Done
The fol lowing NEW packages will be installed
net-tools
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 196 kB of archives.
After this operation, 864 kB of additional disk space will be used.
Get:1 http://kr. archive. ubuntu. com/ubuntu focal/main amd64 net-tools amd64 1.60+git20180626. aebd88e-
Tubuntul [196 kB]
Fetched 196 kB in 2s (103 kB/s)
Selecting previously unselected package net-tools
(Reading database ... 71475 files and directories currently installed.)
Preparing to unpack net-tools_1. 60+git20180626. acbd88e-1ubuntul_amd64. deb
Unpacking net-tools (1.60+git20180626. aebd88e-1ubuntul)
Setting up net-tools (1.60+git20180626. aebd88e-1ubuntul)
Processing triggers for man-db (2.9.1-1)

JjslabBfreebgc:/etc/netplan$ route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
default _gateway 0.0.0.0 ug 100 0 ens33
172.17.0.0 0.0.0.0 255.255.0.0 U 0 0 docker0
192.168. 56. 0 0.0.0.0 255.255.266.0 U 0 0e

192.168.128.0 0.0.0.0 255. 255. 255. 0 0 0 ens33
_gateway 0.0.0.0 255. 255.255.255 UK 100 0 ens33
jslab@freebgc:/etc/netplan$
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% 5G LAB - 7td (A|H/AE)

< MEd (UERANSIME HE VM 4’dA|): Setting free5gc and UERANSIM Parameters

* In free5gc VM, we need to edit three files:
v ~/freebgc/config/amfcfg. yaml
v ~/freebgc/config/smfcfg. yaml

v ~/freebgc/NFs/upf/build/config/upfcfg. yaml

mngaplpList: # the IP list of N2 interfaces on this AMF
- 127.0.0.1

:"$ sudo /freebge/config/smfcfg. yaml
ngaplpList: # the IP list of N2 interfaces on this AMF

#127.0.0.1
interfaces: # Interface list for this UPF
- interfaceType: N3 # the type of the interface (N3 or N9) :$ sudo nano ~/freebgc/NFs/upf/bui ld/config/upfcfg. yaml
endpoints: # the IP address of this N3/N9 interface on this UPF
- 127.0.0.8
gtpu:
- addr: 127.0.0.8
interfaces: # Interface list for this UPF
- interfaceType: N3 # the type of the interface (N3 or N9)
endpoints: # the IP address of this N3/N9 interface on this UPF
= #127.0.0.8 : #127.0.0.8
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% 5G LAB - 7td (A|H/AE)

< &4 (UERANSIME EE VM ‘4’dA|): Setting UERANSIM:

* In the ueransim VM, there are two files related to free5gc:
v /home/ js|ab/UERANSIM/config/freebgc—gnb. yaml
v /home/ js|ab/UERANSIM/conf ig/freebgc-ue. yaml

:”$ sudo nano /home/js|ab/UERANSIM/config/freebgc—gnb. yaml

mngaplp: 127.0.0.1 # gNB's local IP address for N2 Interface (Usually same with local IP)
gtplp: 127.0.0.1 # gNB's local IP address for N3 Interface (Usually same with local IP)

# List of AMF address information
amfConfigs:
- address: 127.0.0.1

“hgaplp: 192.168.50.  #127.0.0.1 # gNB's local IP address for N2 Interface (Usually same with local IP)
gtplp: 192.168. 50. #127.0.0.1 # gNB's local IP address for N3 Interface (Usually same with local IP)

# List of AMF address information
amfConfigs:
- address: 192.168. 50. #127.0.0.1
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% 5G LAB - 7td (A|H/AE)

% Setting UERANSIM:

« In the ueransim VM, there are two files related to free5gc:
v ~/UERANSIM/config/freebgc—gnb. yaml

« */UERMISIW/conf i reeSeo-ue.yan

# IMSI number of the UE. IMSI = [MCC|MNC|MSISDN] (In total 15 or 16 digits)
supi: ' imsi-208930000000003'

# Mobile Country Code value

mec: 208

# Mobile Network Code value (2 or 3 digits)

mne: ' 93

# Permanent subscription key

key: ' 8baf473f2f8fd09487ccchd7097¢6862"

# Operator code (OP or OPC) of the UE

op: ' 8e27b6af0e692e750f32667a3b14605d"

# This value specifies the OP type and it can be either *OP' or ’'OPC'

opType: ' OP'

# Initial PDU sessions to be established
sessions:
- type: ' IPv4’
apn: 'internet’
slice
sst: 0x01
sd: 0x010203

# List of requested S-NSSAIs by this UE
slices:
- sst: 0x01
sd: 0x010203
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% 5G LAB - 7td (A|H/AE)

% Testing UERANSIM against free5gc:

+ SSH into free5gc. If you have rebooted free5gc, remember to do:
v  sudo sysctl -w net. ipv4. ip_forward=1
v sudo iptables -t nat —A POSTROUTING -o ens33 —j MASQUERADE
v  sudo systemct!| stop ufw

v sudo iptables -1 FORWARD 1 -j ACCEPT

v cd “/freebgc
v . /run. sh
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< 5G LAB - 4 (A|H/A5)

% **After reboot

e ./run. sh # freebGC
* g0 run server. go # Web Console
« sudo ./nr-gnb —c ../config/freebgc—gnb. yaml # gNB
+ build/nr-gnb —c config/freebgc—gnb. yaml # g\B
« sudo build/nr-ue -c¢ config/freebgc-ue. yaml # UE
* ping -1 uesimtun0 google. com # ping
:"/freebgc$ . /run. sh
ey " /freebgc/webconsole$ go run server. go
:"/UERANSIM/bui |d$ sudo ./nr-gnb —c ../config/freebgc—gnb. yaml
gNBAS jslab@freebgc:~/UERANSIMS build/nr—gnb —c config/freebgc—gnb. yaml
:”/UERANSIM$ sudo build/nr-ue —c config/freebgc-ue. yaml
:"$ ping -1 uesimtun0 google. com
XX |  Jstab |
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