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ETSI NFV Rel ETSI NFV
Operators White | ETSI NFV Arch ETSINFV Rel #1 | #2 & 5G PlugTest, Rel #3
Paper Spec (13 specs, 226 workshop & 5G White Paper
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3GPP Rel 15

+: OPNFV G ONAP)
EC T
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< Kubernetes Services

. 22| ¢k2l: Container based Pod
* API for Service
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Deplomeant Volume “html®
Container ‘2nd” :_/
e

‘ Pod
O Node

JS Lab
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< SERE MH|22| 7| HH
¢ laaS (Infrastructure as a Service), SaaS (Software as a Service), and PaaS
(Platform as a Service), Caa$S (Containers as a Service), FaaS (Functions as a

Service) or Serverless

laaS Caa$S PaaS
’ i Applications ] {} J Applications ] gl Applications i
) ; Data _] E ‘ Data J S| Data |
- 1 s cee—— | m— =
ZI | Runtime j Runtime

Container Engine

1
D
1

Container Engine Container Engine

/s

IAIS ¥ SY

Virtualization Virtualization Virtualization

&
»
s
3

Servers Servers Servers

IDNAYIS ¥ SY

AY3S ¥ Y

Storage Storage Storage

ERl}

Networking

Networking Networking

[_ronime ]
EEEE
T
Los
(el
o
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«+» K8s/Docker
% Service Mesh
%+ Serverless

Leave all the others to the platform except business logic

| &) Orchestration

J

Fuction

Serverless

Application
%) Orchestration

Service Mesh

Container

o
o

-

Virtualization

Servers

\ T T / N ework P

Servers

Storage

JS Lab
Blog https://zhaohuabing.com, Github https://github.com/zhaochuabing
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s, H
“ =

E| 22} 2 E Federation w/K8s

High Availability
Application Migration
Policy Enforcement
Vendor Lock-in Avoidance

8 * Capacity Overflow
:
Tools Chain
CI/CD, Provisioning, Automation, Registry, Telemetry, Policy, IAM, Security
Service Mesh
W
E = %
JS Lab
43
e
. 7Hstet eI E MH| A
< SDDC 7|4t Q1= 2} from Public Cloud
+ Hybrid Cloud
« IBM Cloud Pak
*  AWS Outpost
* MS Azure Stack
] * Google Anthos
JS Lab

https://www.metricstream.com/technology/grc-cloud.htm
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+ IBM Cloud Pak

* Hybrid, Multicloud platform
* Cloud Pak on OpenShift
» Cloud native for all clouds - middleware anywhere

IBM + Red Hat AWS Microsoft Google
Public Cloud
X 1BM Privat
Private Cloud Openshift oy
Traditional 3 )
on-premises . itio &

JS Lab

https://www.metricstream.com/technology/grc-cloud.htm

SDN/NFV for 5G
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< AWS Outpost
« AWS 2Ig|0/A 2F

. Zha| Ey|ol MEd: AWS Lj|O|E|E HE or VMware Cloud on AWS
o 2AHAEH

: E=9H

AWS Outposts Configure Connect Launch Build
Run AWS infrastructure Configure and order Connect Outposts Use AWS Console Build and run apps.
on-premises Outposts from to your local power to launch ECZ instances using native AWS
AWS Console and network on Outposts. services on Outposts and
services available in the
local region

i
b/,
e

JS Lab

https://aws.amazon.com/ko/outposts/
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< MS Azure Stack
+ 38 2242E MHA AE

. 2.myojAoM S2ALE MH|A ALS

« 2-ZE0]A0M THERHE o E2|FAI0] M A

Service  Fabric

L

SDN/NFV for 5G

sotwaracloud |

7 Security and Compute
e hanhe il | Cloud | Senvice ||

Paa$S
Web and Mobile

Web | API API
Apps | Apps | Management

|| Redis Cache | Search Import/Export

Vol | e
1 ieaal Operations
Svl"j:“o Azure SDK
| Azure AD
Team | Application | [€URESIIEIG] |

Database | Warehouse | [ gl ]
Insights.

Project Insights

> < AD Privilege
Identity

Management

sQL SQL Data

Data

=

Delive [ [
Network || Anaytics |Engagement| | DocumentDB | Tables Storsimple M

Networking

o
3 = Cen ] | Remote || Mobile | Logic | Notification
2 | Application Workloads || Virtual Appliances , Batch | “aop || Apps Aopﬁu Hubs
2 = Mult-factor Feoration —
E’ % Paas Infrastructure “ | , Authentication s'm': | Analnbt:andloT |
- T ~ A\nomanon Queuges Services Data Machine
7 Key Vault Tybrd | Sarvice Factory | Learning
§ Store/ ‘Connections Bus 1
= [l Marketplace Media and CON HDInsight | Event Hubs
st SoSsisss [l vMimage —T Content || .
H LT - -] = Ga\!eg;;z:lvM s?rﬂ:s «y || Storage | Mobile
i ¥
E% CGmpulES!NEfS ! m g
v FERERE | = - H
ifo
s; 8 A AN AN A | yper-Converged Compute ||  Storage
83 Slorge Severs SN, [ [ Vitual || BlOB | Azure | . '
H Ko  ? Machine | | Storage | Files Vinal | Load | o |Express
P e NSRS P | Containers || Premium Storage RCES [ENbcs

S Route | Management = Gateway | Gateway

Traffic VPN | Application | |

https://azure.microsoft.com/ko-kr/overview/azure-stack/

https://argonsys.com/solutions/cloud-building-blocks/
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«» MS Azure Stack

* Hybrid Cloud as a Service

Enterprise

SDN/NFV for 5G

EMC HewlettPackard |enovo.

JS Lab
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% Google Anthos

Anthos Hosted Control Plane (on GCP)

Additional Services

Multi-cluster Ingress i Identity Aware Proxy
Binary Authorization pepeaiah Cloud Identity
Anth
=
Control Plane

e el e

Policy Agent Fokey.Aoent

) &

ofil

https://www.bespinglobal.com/google-anthos-multi-cloud/ https://blog.aquasec.com/hybrid-cloud-security-google-anthos JS Lab
o = o A
. 7t43iet F2t*E MH[A
+ VxFlex integrated rack for Google Cloud’s Anthos
JS Lab
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< VMware Cloud

* VMware Cloud on AWS
« X|2 2% Azure, Google, IBM, Oracle, Alibaba and KT Cloud

AwWs v

vRealize Suite, ISV Ecosystem it v
Google Cloud V'

Operational VMware Cloud™ on AWS Orace cioud ' - i
Management Aubsba cloud V| Native AWS Services

vCenter of° . vCenter
Server -g‘ Sl

vSphere

] VSAN  including VIC NSX
) pm g
S B —_—
S —

P R —

JS Lab
https://www.actualtech.io/getting-hands-dirty-installing-vmware-cloud-aws/
° = (O] A
. 7HAtSlet 28t E MH|A
* Rancher Labs
* Rancher 2.x
User Experience
User Interface « App Catalog * Docker run = kubectl = API = CLI
Multi-cluster Management
Provisioning * Upgrades * RBAC + Monitoring * Health Checks * Backup
Kubernetes Cluster Kubernetes Cluster
Host 1 Host 2 Hostn Host 1 Host2 Host n Host 1 Host2 Hostn
Rancher Kubernetes Distribution Imported Clusters
Storage Drivers * Container Networking * Infrastructure GKE * ACS »
Management * Kubernetes Master + etcd Build Your Own
Multi-cloud Management
:‘e’:" O Google Y{;’;’!gm £ DigitalOcean
JS Lab
https://rancher.com/announcing-rancher-2-0/

26



oG AlLl=] SDN/NFV

. 7tdetet S8t E MH|A

< Rancher Labs

Rancher 2.x

Application Management
User Interface * App Catalog * CI/CD * Monitoring * Logging

2
r
g
2 Unified Kubernetes Management
2 Provisioning * Upgrades * RBAC + Policy * Security * Capacity * Cost
m~
CISOnRNAIN:  © kubernetes
Z Googh ull o ‘
Zon | | £ Coogle W o ubuntu .
vmware
GKE AKS UKS PKS TECTONC
EI Bare f') Google vmware
= metal (=) f‘m vSphere
= openstack
JS Lab
https://rancher.com/announcing-rancher-2-0/
)Ll-*gl.a |.0|: -| IA
. 7hdztet S2tLE MH|A
*
< VMware NSX-T &} KVM &
*
< Kubernetes g5
openstack docker
l ummr,m:s l
a + Management
2,2 ""ﬂ . GUI
N 8 « RESTful APl
2 2:8 2N « Multi-Tenant
S0g + Cluster
g g E \"“g ‘"g + Quorum
z
>
2 |
9' xupp IPsec
* VRS -> NSG
Branch
o Public Cloud
b = Control Plane /)
g vhﬁ—upwv—h‘ﬁ : gﬁ:’p /'
3 g + NETCONF / /
OpeaFiow VS8
er
EE * VXLAN = Policy Routing
@gﬂ? + Service Insertion o Q
5l< Y + Securty  FW Fiters - L4 Stateful
> © Open vSwitch
- - - - - JS Lab
mware. etwor files/2017/09/Figure1-Toplogy.png http://www.routetocloud.com/2017/10/introduction-to-nsx-and-kubernetes/
54
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» Container Platform
«+ Cisco Container Platform Architecture Overview

B3

e

Control Plane Data Plane

Cluster/
Machine
Controllers

Operations

Orchestration

Automation

Control Plane Kubernetes

- -
Storage (Hyperflex) Hypervisor Layer (Hyperflex/VMW)
Compute Hardware (UCS)

Networking (e.g. Nexus 9K or other)

cisco. i container_platform/3- ion_Guide/CCP- i ide-3-1-0/CCP- lion-Guide 1-0_chapter_ 00.h(mIJs Lab
55
N
. 7Fgle) 281 E AH|A
+ Cisco Application Policy Infrastructure Controller (APIC)
+ General ACI CNI Plugin architecture
Q redhat
CHANNELS #
; <_jo<qu
>
L30ut
ou.sus |

Corowct

ube-node-bd 10.11.0.1/16, 00225 18104
kube-defaut-EPG
h‘uwu_ %

ube-pod-td 10.12.0.1/16, 0022 ba 18:19.8
Opan vSwich ; l
g -

|

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/white_papers/Cisco-ACI-CNI-Plugin-for-OpenShift-Architecture-and-Design-Guide.html

56

AC leaf

Q manter
JS Lab
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< 5G 30 Q1= 2} 7|8t NFve| 22t E3}
* Public Cloud: 2= E9J|0] Ho| 74 @l =2} 7|t M| A (A H|A)
+ Telco Cloud: YC{2[0] Q1 =2} 7|4t 22t E MH|A (HSFEZE N B)
+ Telco Cloud= StESI0] Q1 =2t &7 1]

HAIZHHE[DIT|Of O Z 2|7 0]
(netd 2E2|Y, notE A Y, AR, VR S ?I3t B2)
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<+ AE{Zato| =& o E2|A o] 20 Ml 22t E Xt

NECE M

o
ox [
or [

0x

App 1

App 2

i

App 3

T

> | 2 | o

App 4

o | iy
1

App 5

2

App 6

e
o

App 7

PE /AMH| A
ol AEET
YEYD 7S
el (NP

=
slede

D

HolE9o|

JS Lab
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e SAALRE MH[A AERLS| HE 23

HIZ=A

e B
\ at g AH|

< NUsSE 0BG AE|Z2H0| =& MH|A M| F 7ts LEAALL HZARS|
SDx &M EQ
@ 7|E(E4AFOl) 2T EQ0f Fo| (MH|A AU XL off)
g Nz
saA 2y = ME22

et e

Months

LR
Cd

JS Lab
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App2| %]

I ==
olzH

SDN/NFV for 5G

I2EQ|
=AM
=S o

VEETS

+ Edge vs Core @ Telco

T eage () BRHRE

LEo E2|F X|0M Z2TH A
HjA

T = = o]

02
ju

atec

of

HImS SIRI9H SYHel Ao

=

o]

I = Fof 0]2|oj b @
HH|AS H B8 22| A7t
o3zc

5= S LotH Kol 7t &= (Of:
AWS, OpenStack, Azure &)
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1. 7t3tel S2HRE MH|A
+ 7HYEYA 74
@ 43 YEHI
@ 74 HESI3
Openflow Network ‘251 51'.
g ai t“‘ s‘é’v
£
g
] . 5
: < <= $
PFSud PFSA3 Ve
OpenFlow Network =g
i
. e
s
PrSHa QIE{H PFSH3 v Sarvar.
JS Lab
61
L JHastel SatQE Muj&
» QB0 HEYY (HEY TEEE 0|8 7t5)
4 N
22|15 My 22|15 My =215 My
EYET
: 0@0 =
§ HES3A
Z O|n-|H|-O|X1 omufom omﬂrom
£2|5
HEQ3A
JS Lab
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+»Container Networking Basics - CNM / CNI

+ Container Network Model (CNM): Docker libnetworkOf| Al AF&3}T Cisco
Contiv, Kuryr, OVN, Project Calico, Vmware, VwaveO| A| AI-&

+ Container Network Interface (CNI): CoreOS, K8s, Kurma, rkt, Apache
Mesos, Cloud Foundry, Cisco Contiv, Project Calico, Weave, Docker

+ Gossip: P2P, 2’33t /=9 258 L E0| Y2 E gossiped, X| 5%t
QHYO|E S3lf CHE =0 L&

Gossip

JS Lab

63
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< MH|A CJAFH 2| (Service Discovery)

(D 00Ge0oe] =
({0 Ba0oea

((() DoAa0eE
({0 Dona0e0)

JS Lab
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< H 0| 4| E9|Z(Container Networking) &
« None: SAEZIHAQS
. HEIX|(Bridge): L2 EBIX|E Al
+ 2H2|0|(Overlay): E{'2 Mg 2B 0|2 SAE ZHHESYT
- C{30|(Underlay): ZiE|0| LS 22|X QIE{H 0| A0 X|H gg

Docker ) | ouaAol | sax zesy | oo

Multi-hiost -« Yes « No (native support) * No (native support)

SD (Service | S5 AF 70| 224 sD « SAE HEQI MO EAH « SAE HEQI MO 2

Discovery) SD(AMH| A ClAZH 2]) SD(AMH|A ClAZHH2])
o L8 2 VP 7|Ht
ECuiHEY . L8 Z 29 DNS 7|t .+ LjE 27 DNS 7|8t .« L& 27 DNS 7|8t
o Q& 2t E 0|4
P o AHO| E LR FAHA . AHO|H G LR FAHA . E2 I {E9{3 40| Z4H|0]
Addressing -+ QHHIOI'Z*:L % 9 - 2EXE 2H HS L2 Q& A H|A
Az} * Yes, MEf » No « No
. OIFl 1,12 O|AF 2 E|AH + TAE QI I 0| A0
AbSI ol &l 1.7 O] At 3
AR A 2(Swarm)2.E AT 17 0l Promiscuous mode H 2
JS Lab
65
AFS = o A
. 7H3tet S 2R E MH|A
< S22 E UHo|E[E Wl T3}

SDN/NFV for 5G

+ Business Service A&

. 23I2C MH|A ol=Zal A
+ SDDC 21Z=2t AE

« SIESIOf Q=2 AB

TODC WERY W

BEANQVERAS

JS Lab
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- O

Network Type 7Is

+ Private 29 A0 Xgt
VxLAN + Inbterhost &= 37} Ot

HElo|L HENY §Z WY

- THO AU iR 7/ Al 45 o] M

7t

or

2 « Interhost ¥S3
k3 IPSec 5 <;l||§|rl-1|°; YRS xl-
z Overlay
E MPLS + Linux 4.x O| &0l M T4 7}5
« ‘450| Raw &0 7PZAH =51t 7/d/22| o2 S
+  Private 29 o] Mgt
VLAN e
- 85 *r
Host-Gateway | EX Zpjocol ERMoz 1M
Non-overlay
- ds*F
AWS VPC . OJO}=E 2a}2E LYo Mot M7t
JS Lab
67
. 7H31et 22t E MH|A
<« SR E: MH|A @70 Hgtot 22 E XY (W EH I L &
7 A, A O, M 2| A, AEE|X|, Q1 et K| S)
L= S PUBLICCLOUD  PRIVATECLOUD  HYBRID CLOUD
megars | ylhen  SONY L0 ORACLE  pac® P sormiaven et (1 heroky
| e e o D OFQUNORY 8t
i o 1E%| Monolithi M Serverless
‘g ! lonoiithic ‘ ICro-services ®
s < H3A(Telco) 222 E: = Ab(Central Office)2| G| O] Ef MIE{ S}
; Media &
. = Mobie Private | |
;nterprlse [(_4’7‘ \. Metwork (MPH Telco Cloud l}_t?' g:r"v"l'::“egs
Mabse [r—<—>
JS Lab
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« OFOHE Aws

API Gateway
Direct Connect
AWS Cloud Map

2
£
[+
Z
a
"
o HEHY L FAX HS
VPC
CloudFront
Route 53

Global Accelerator (2

JS Lab
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& OO|ARAZE
All services

Everything
General
Compute
Networking
Storage
Web
Mobile
Containers

Databases

SDN/NFV for 5G

Analytics

Al + machine learning

Internet of things
Integration
Identity

Security

DevOps

Migrate

Management + governance

Azure

NETWORKING (27)

Virtual networks

7 Load balancers

4 Virtual network gateways

¥ DNs zones

& Traffic Manager profiles

£ Network Watcher

@ Network security groups (classic)
Public IP addresses

Reserved 1P addresses (classic)

|

Networking

2 On-pre ateways.
% Route filters
W DDoS protection plans
P Front Doors
Virtual WANs:

5 Virtual networks (classic)
» Application gateways
Local network gateways
S CDN profiles
A, ExpressRoute circuits
& Network security groups
B Network interfaces
Public IP Prefixes
Connections
; Route tables
@ Application security groups
o Firewalls

LT Service endpoint policies

PREVIEW

PREVIEW

https:/portal.azure.com

JS Lab
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+* Google Cloud Platform

Google Cloud Piatform

Containes Registry
Source Repositaries
Deployment Manager

Endpoints

2 My Project 62840

NETWORKING

i1 VPCnetwork

Network services

Hybrid Connectivity

Network Service Tiers ¥

Network Security

https://console.cloud.google.com/home/dashboard?project=robust-fin-204013

JS Lab
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+ IBM Cloud

HEo|u

BUE

5 IBM Cloud

EEEE!
1

Kol B AN waoiad
§ AgolAE. ofdl RasIol

" DirectLink Dedicated
18M

8 B 1M Clouact X

g
puy

S AB T BM AL HE S
RE AUt M2

e
& Content Delivery Network

Contert Delivery Network A{¥|2 & B8 131
Of X § EHTLIC Mg HU=} KA
A HENHIR M E 3 CHE A

" DirectLink Dedicated Hosting

Gateway Appliance

Protect yous cloud int

[ DirectLink Connect

Direct Link Connectt: 2% 18M Cloud
48 §9, ALBRI®] 18 Covd 21224
RO S 16 B2

" DirectLink Exchange

rect Link Exchar U mM
10161 AEI S B A 18M Cloud &
LCLTER I TR R

& Intemet services
18

Cloudiare § AHS8101 Cloud [nternat Services =

/' Subnet/IP
LELELET EELE
LT I

A 1P

Service)

Balanced), DS %2, WAF(Web Applcation.

{ VLAN
18
VLANE D 18M Clova 38 %
Hugenas

LICCEPrEe

https://console.bluemix.net/catalog/

JS Lab
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+* Naver Cloud Platform

[Ciseos | oo |

o

3" DAAYFAC  MEY ool Q

NAVER X .
CLOUD PLATFORM Pe) P

Datsbase

w Networking Services

i Load Balancer 3 DNS B Global Internet Service @
HIET R s> 1> 3
i CDN @ Global CDN 2 IPsec VPN (S £
HEE e e w1 > xaei > A
H)
I NAT Gateway e Global Route Manager e= 8, :
2ud

JS Lab

https://www.ncloud.com/

SDN/NFV for 5G
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+* KT Cloud

“ C O @ https//ucloudbizktcom/s Qa ¥« B3

ki ucloud biz

| FEL DX R DEL 23 | #7E 2@

[® BRY & =E2IXION © =et © WhareonKidoud  Cloud Marketplace
¥ [ ] A @D
et S » W 4 EG ofi2piol
[h AEzaol= [&) clolgisiolx [&) DHLIXIZE
@ u=s3
il ]
[ e ]
[0 H23LENE () GiGA Genie Al API
o g8 282
¥ [ oew ]

JS Lab
https://ucloudbiz.kt.com/portal/portal.public.view.html?seq=520
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+»+ Alibaba Cloud

Elastic Computing

SDN/NFV for 5G

JS Lab
https://www.alibabacloud.com/ko?spm=5176.3047821.1143235.7.eahvR7
= o
7harsiet 2EIQE MH|A
+ Tencent Cloud
R i o o encentcom' A

&> Tencent Cloud  Introduction

Products & Services

Explore our growing directory of integrated Tencent Cloud products and services

CDN & Acceleration
E Content Delivery Network

: Dynamic Site Accelerator

Virtual Private Cloud Global Application Accelerator Platform
: Cloud Load Balance : Global Content Delivery

: Direct Connect Secure Content Delivery Network
i Cloud Connect Network
Elastic Network Interface
: NAT Gateway

Explore Tencent Cloud Products

: Peering Connection B
: Flow Logs : @ storage (@ CON& Acceleration

i Anycast Internet Acceleration
: t Bandwidth Package
: i VPNC

Cloud Object Storage Content Delivery Network

JS Lab

https://intl.cloud.tencent.com/
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https://www.whatmatrix.com/comparison/Virtualization

. 7Hd=tet et E MH[A

< User Plane — Control Plane &2| : SDN Architecture
g0l 7|4t o} 7| BN

» SOA (Service Oriented Architecture): Smart pipes, dump endpoints

« MSA (Micro Service Architecture): Smart endpoints, dump pipes

* CNA (Cloud Native Architecture): Infrastructure focused smart platform,
business logic focused smart services

SOA (Service Oriented Architecture)

Service Service

Service Service

Service Service

MSA (Micro Service Architecture)

Micro
Service

Micro Micro

Service Service

Micro Micro
Service Service

CNA (Cloud Native Architecture)

ESB(Enterprise Service Bus)

78
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% SEI2E Y o|E|E of7|HX{(Cloud Native Architecture)
« MSA(OIO|ZZMH|A 7|4h) =& Z2}LE HO|E|E 7|5 LH +& HA
« 2ZYO0|A(On-premises) AZ2tE 2|t SDDC 7|8t H|O|E{ ME

CNA (Cloud Native Architecture)

Kubernetes / Service mesh
2T E9)0f 9| H|0o|E{MIE{ (SDDC: Software Defined Data Center) - 7Hx /| of 0| B

SEY 0] M7|E 8 (MH /Ha/ 2E2X] /HEH)

JS Lab
79
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% SEIRE HEYZE o|+
eI ' XE 57
(Scalabﬁ) & (zii:‘i‘::::)g
~ 23 20
(Low Latency) Management)
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. 7He

Il. ADEZ Xo|

. 7}Ad5IQt Sa12E MH|A

IV. SDN 742

V. NFV

VI. Q0] / 2iciH0|

VII. SDN 2 7|2

VIIl.22IRE YEY3

IX. 2= 242 95t SDN/NFV
X. g

 B&: OpenFlow
< HESUN ()

JS Lab

IV. SDN 72

SDN/NFV for 5G

*,
A X4

Ethane2| A|E}: Clean Slate T8, 20061 7+, O AHZEC S D

A Z. http://cleanslate.stanford.edu/

A RS

Scott Shenker Nick Mckeown Martin Casado
UcHEz|thetm m ARHZECSID ma AENZ TSR Lab
LAl &Rt LAl &Rt LAl &Rt
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IV. SDN 7|8

< T2:2012'9 48 ONSO|M ExE

83

IV. SDN 7 &2

o

- stEgof XiH| A=
¢ QEAA ATE O AR
. CHH =9

Data Center
Network

Cluster
Border
Router

‘/E'BGP

e — .Quagga OFC
IBGP/ISIS to

remote sites

TE Server
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© »OpenFlow v1.0 && )g-sacale SDN H& Aty ¢=
8 2y TSI
2 »ONFZE  bnpy 24 2m
s
S UstHEAE ALY I
@ S ey
2|5 Ant26) 0| A
S EETL [
say popware H3or gain
2 O 501, §120f 6T o
= f (4TE 2753848 Pehi
_AlA3 ol
€= $8%] 6,3002H9f 8,735%/2)) SMAES 2ELA
INSIEME | 5[0l SON7|5 2
X|& e
L L ol
a8 ;IQI7,60(;“:’_f(°-f1,781‘11-°é)
f—]
JS Lab
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IV. SDN 7H 2
7| &(Traditional
> =
% SDNR®EZR = Vs,
-I\D%Hle\ 22 - Control-plane component(s) Gl0|E{Z2| 2l 24 - Data-plane component(s)
/~ 2Z(Canonical/Open SDN) N\ /7 T} 2| (Compiler) N\
Q ‘.
n K o
8 :
z ]
§ = / \"&
a \ \ ': / / \
/10|22 =(Hybrid/Broker) N /7
86
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IV. SDN 7 &

7
*

% SDN 7|8t HEAZ of7|HN

- YT 2A2EY0lH

eNB/gNB

End-to-end Tranport Connectivity Service

+ Packet-Optical HE|2{|0]0] 42| 2f|0]0{E HE

JS Lab
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=X : https:/metro-haul.eu/2019/05/24/ietf-tools-for-management-and-operation-of-flexible-optical-metro-networks-in-support-of-5a/

IV. SDN 72

R

. dfojHz|E
- HojmIE

S}0| 2 2| E (Integrated)

m OpenStack Magnum
Host OS ‘

Kubernetes | =7{(Docker)
VM

Container  Container  Container
App App App KU"‘/
Neutron / Gluon

Open vSwitch _

OpenDayhght

»  ODL2| ZHO|L HIEAZE I 27HX]

Hi| O | & (Native)

Container
Container J Container J& Container Mgt
App App App (docker,
kube-pxy)

Iptables / NAT/FW

‘ @ Open vSwitch

JS Lab
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IV. SDN 72
% ONOS : Open Network Operating System
@ SMHAI F=F2o| M &8 7ls¢ 7|4E SDN HEEZ
@ 248 X 7|48te| SDN HEEH
® 37HEOICE FI[Ho 2 EA| (L8l =Moj [IHE M 0|E2 2 HH FH F7h
@ =W Hof
INSTANCE 1 INSTANCE 2 INSTANCE 3 INSTANCE 4
g I S
8
z
£
3
@ J Distributed Core
(state management, notifications, high-availability & scale-out)
oNos
=
Protocols Protocols
JS Lab
89
IV. SDN 7|2
< SDN Controller Cluster
¢+ Forwarding Plane (Wired/Wireless/Hypervisor)
2
8
E Conlro\P!ar](-“."'_.-':_".," '
Switch”™ < Switch
Forwarding a : -
Plane / : i : g 9
Switch | | Switch || Switch | | Switch
Wi -’I‘ : ‘ /
ireless
Access Point Router
JS Lab
90
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IV. SDN 7 &

< Communication between the Control Plane and the Data Plane

API

CPU, Running Network Operating system
Control Plane

iCalling APIs

API
10 / Hardware Abstraction

Proprietary
programming

Packet Switching Chipset

Data Plane
JSLab
91
IV. SDN 7 &
% Linux Foundation2| SDN
% Open Source and Software Defined Networking Landscape
Application Layer / App Server Product, Services & Workloads [ oL JQUNBW] Standards

Network Data Analytics

—
. [omew ) O
NIST

Orchestration, Management, Policy

Cloud & Virtual Management

D ——
Network Control

e i

10 Abstraction & Data Path
Disaggregated Hardware ajco i OFEn H TeEC oM mrRA E

frware

7 AKRAIND
F. EDGE STRCK

DPNFV System Integration & Test Automation

g
1
§
e
|

JS Lab
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IV. SDN 7 &

< DPDK Architecture

Linux Kernel without DPDK Linux Kernel with DPDK

Applications
User
Applications Space | | DPDKLibraries

User Space

Kernel Space -
Network Interface Card (NIC)

Hardware

JS Lab
93
IV. SDN 7i &2
“ FD.io Main Components
+ Data Plane Management Agent
+ Packet Processing
*  Network IO
Bare Metal/VM/Container
] Dataplane Management Agent
Packet Processing
Network 10
JS Lab
94
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IV. SDN 7 &

% FD.io Communication with Other Networking Subsystems

CONAP__

Network I/0

e

Application Layer
Orchestration
Network Controller
Dataplane Services

Dataplane

Packet Processing Management

Operating System

Hardware

|y

CLouD
FOUNDRY

__ 3 OPEN

RV

_-:.:éio

The Universal Dataplane

— orEn

JS Lab

IV. SDN 72

< FD.io can be used in servers to provide data plane functions to:
+ Bare metal servers directly

« Virtual machines
« Containers.

Kernel/Hypervisor

Bare Mental

vM VM VM

Kernel/Hypervisor

Virtual

Con Con Con

Containers

JS Lab

2020-01-25
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IV. SDN 7 &

% The Open Networking Ecosystem
(by 10 Visor Project, retrieved from the |0 Visor website)

Open Networking Ecosystem

b s UPnFV Carrier Networking
VM /VIM Management Systems n
OPEN openstack
- - Network Controller
Operating Systems
Ly | : 5 :
luVL%gr 1O Feature Path (Functionality)
10 Abstraction (Performance) ’ pet 2
DPDK: Data Plane Development Kit
oren

WWW.IOVISOT.0rg .H
igvisor |

JS Lab
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IV. SDN 72

“ eBPF Framework for Networking
(by 10 Visor, retrieved from iovisor.org)

Open repo of
“10 Modules”

| [ | I ]
HC :
Sl - - - - - e |
(dynamically loaded) (optional)

¢ User space

Kernel space

attachment points

g G 6 &

eBPF Execution
Container Gnergpaa T

IN-KERNEL VNFs

® Encap/Tunneling Mo e

® Switching 1R i

® Routing

 Firewall 6 6

© Qos/ sched. attachment points

JS Lab
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IV. SDN 7 &

+ Flexibility vs Performance in Different Platforms

Ease of
User

\j

Performance
JS Lab
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IV. SDN 72

< VMware?2| Basic Protocol-Independent Encapsulation and Overlay
using VXLAN

*

5 VM B-2 sends a packet to VM B-1 1l
4 et ' From 10,002
00. ' .
g To:10001 4 Jezlo00d
U [}
: Hypervisor [} Hypervisor
" kernel [} kernel
Compute Host ’ Compute Hnst‘. 2
.0 Host NIC Card § | Encapsulate the
De-capsulate / ' packetinto
axtroct the packet| §  HostNICCard UHYSE 3 ARONGIR, CSPT P 192168223 ¢ | another packet:
from outer packet
S, 19216815 a - #*  |secasaies 223
~ . DST: 162.168.15
L ae=”
.“---.- - - - - -
3
Network routes the packet
SRC: 192.168.22.3
DST: 192.168.15

JS Lab
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IV. SDN 7 &

< BigSwitch/2 ZAEH(OpenStack)2| ++E 2 (Neutron)HS (o))
& BMEILE! Heat, LBaaS, W3, VM-to-VM Z 2/ 71A| 8}
< Z2to|yl EF2tREE 9 stES0f EHE

RED HAT e 2l =]

.Q A £3OPENSH\FT PR
kubernetes MESOSPHERE

BCF CONTAINER ORCH AGENT

el SAE/REUE O 2AAszjo] | © RAE AHE AX| & LAG / MLAG AE
£ 0] L M X2 8 HE|0|H HEYY ofo] . .
ga“A'£e|o|Ei x_«;‘ e HHol HERP Ol ) L 293 XHE M4 (vSwitch, Leof_,Spme)
- IPAM / 0| HEQS A+& #m|
}A H|017] (SON CONTROLLER) L'"E%I%I 7|'A|§—+

SDN GlO[E}E 2l (22| A9I%|
Spenniaot L (o0 718 « ZB[0] % FpAI2} - ZE[O]1 0|2, vSwitch, vNIC...

20| EEA 29%|
- UHO|L{Zt HZ Ij= 2 Erjo|A
. olflE/2a 013 T 2y

SDN/NFV for 56

BIG 22t9E =3 2E
#21(CLI, GUI AP

SDN 7H3} clolEfE 2!
(ovs 7 25)

SONHES ] H0f
22|/ 78 CLos Tj=d

ol th3t

Ao

BCF Container Plugin
g’;@gpewk JIMHEAZB) L single pane of Glass - S2|/7Hat AQ(X|

+ EHO| S2{AE &Y HE YIEERR

JS Lab
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IV. SDN 72

< Tofino w/P4

Program

Edgecore
Intel(Baerfoot Networks) & —

Auto-Generated

‘ Target Binary
\ Parser Header Ingress Stages Egress Stages

SDN/NFV for 5G

Fields — 2 p— ]
an — [ > NS | 5 - [ e[ | XILINK
= [88 > | >fEe > [an > ]
D @ — -> — E - >
= => —>E —> > =
TCcP } ™ Mat H
— [ M > MR | > = [ > Es | i

JS Lab
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IV. SDN 72

+ P4 Language:

2020-01-25

Headers Parsers Actions
header ethernet_t{ parser MyParser(packet_in packet, control Mylngress(inout headers hdr,
macAddr_t dstAddr; out headers hdr, inout metadata meta,
Ea:;\:dr_t;r:?ddr; inout metadata meta, inout standard_metadata_t std_meta) {
it<16> etherType; 4 : . .
} ’ inout standard_metadata_t std_meta) { action 5"."3"—'“3_‘('""“‘ bit<48> src,
headeripva_t{ state start { A inout bit<48> dst) {
bit<4>  version; packet.extract(hdr.ethernet); Bit<48> tmp = src;
bit<4> ihl; - : ’ src = dst;
bit<8> diffserv; transition accept; dst = tmp;
bit<16> totallen; } }
:::;ib f::e:tlflcatlon; } apply {
bit<13> fragg;}ffset' swap_mac (hdr.ethernet.srcAddr,
5
bit<8> ttl; Tables hdr.ethernet.dstAddr) ;
bit<8> protocol; table ipva_lpm { std_meta.egress_spec =
bit<16> hdrChecksum; pva_lp! std_meta.ingress_port;
ipdAddr_t srcAddr; key ={ }
ip4Addr_t dstAddr; hdr.ipv4.dstAddr: lpm; }
} }
actions = {
ipva_forward;
drop;
NoAction;
}
size = 1024;
default_action = NoAction();
}

JS Lab
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IV. SDN 72

+ 3GPP proposed architecture and reference points for 5G networks
++ User Plane - Control Plane Split : SDN Architecture

Control Plane 7|5

NG12 NGS

NG10

Application
NG7 NG5S

e “

User Plane 7| &

* User Equipment (UE); + Session Management Function (SMF);
* (Radio) Access Network (RAN); * Policy Control Function (PCF);
* User Plane Function (UPF); * Authentication Server Function (AUSF);
* Access and Mobility Function (AMF); + User Data Management (UDM);
JS Lab
5G-PPP Software Network Working Group
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< 7}43} RAN (Radio Access Network)
¢ IT715 88 7Is &4

e é Fber/ Comx [y |
% ) LTE/AG
| 9 }é Ethemet or Fiber Fronthaul
— i

Functianal

[GY) P Split Hi
@‘/Mé § 1 - i

Micror Compute Nodes/Env
Virtualized RAN: Virtualized BBU (LTE/4G), CU/DU (5G) ‘ledhat,
- — - - JS Lab
CU (Central Unit), DU(Distributed Unit) RU(Remote Unit)
105
% Software Defined WAN
@ 7HM3t 22| ®IS HEEY
@ 3Tt eHo] /g
® GPS / LTE S8 E&et XA 7|7
@ mE2/=gto|yl S E A X[
ﬂ— - INTERNET
= &—
PRIVATE/ -!
MPLS ey
JS Lab
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IV. SDN 72

< SDN H|O|E{EQl 2ELA Z2HE
[ poew [ descpton |

A hardware abstraction library which can be used for fast communication with supported NIC card

DPDK s. The DPDK library allows robust communication between kernel and NIC cards with less CPU ¢
ycles.
A set of libraries in the user space that can help you build packet processing applications. FD.io ¢
FD.io an use hardware acceleration and DPDK to provide a high performance packet processing. FD.io
uses the VPP method, which processes an array of packets at the same time.
© 10 Visor Similar to FD.io, but it's a set of libraries that provide packet processing features within the kernel.
'f’s A hardware abstraction for supported packet processing SoCs. The library provides standard, com
S OpenDataPlane mon APIs which can be used by applications to perform network tasks without the need to consid
E P er the hardware. This library supports embedded chips from TI, Marvell, Freescale Semiconductor,
Z etc.
o
@ An Ethernet switch chipset which supports data plane abstraction and programming using the P4 |
Barefoot Tofino anguage. Tofino is currently the only switch silicon that supports data plane programming and pac
ket processing for multiple 100G ports.
NIC cards that allow you to use them for packet processing. You can load a packet switching or mo
SmartNICs dification program on the SmartNIC chipset itself (without even using the system CPU) and let the
SmartNIC perform. You can use the SmartNICs for many off-loading functions such as encapsulati
on (GRE, VXLAN, IPSec, etc.) or other packet classification functions.
As one of the major FPGA providers, Xilinx is also offering FPGA chipsets that can be used for data
Xilinx SDNet plane and fast packet processing. Initially, Xilinx provided SDNet, which is their proprietary SDN for
building data plane applications. Later, they added support for the standard P4 language. You can
use Xilinx FPGA to build high performance processing.
An open source project for governance and standardizing container formats and runtimes. OCI ha
Open Container Initiative s defined the specification for filesystem bundle (the open specification for exporting and storing
container files) and the runtime bundle (the open specification for running a container).
JS Lab
107
IV. SDN 72
= —_
<+~ SDN ZEE E¢
Project/Product License Type SDN Method
OpenDaylight Open Source Direct Fabric Programming Gloe, EIZRSNIE, MUiRe
nant
Q ONOS Open Source Direct Fabric Programming  Telco, service providers
8
g Cloud, datacenter, multi-te
s Tungsten Fabric Open Source Overlay ’ ’
= nant
w
Cloud, datacenter, multi-te
Project Calico Open Source Overlay i
i Commercial Direct Fabric Programmin Ciossisitesicloudidatacen
Cisco ACI 9 9 ter, multi-tenant
. . . Cloud, datacenter, multi-te
Floodlight Open Source Direct Fabric Programming ! — ’
. . . . Cloud, datacenter, multi-te
Big Cloud Fabric Commercial Direct Fabric Programming ! — !
JS Lab
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o HZEA HEQY 2240 QAAEH M AS

« SDN 7|2t 222 E U|0|E|E(Cloud Native)$t HIO|E{ME| HEQ|Z &of &=
- ZHo|Y, MH|A ¢, Ol0| A2 MH| 2, HZA E715 AZ 2t (Immutable
Infrastructure) & MAX APIE AlRsI= H Al
2 —
5 Big Switch Big Cloud Fabric a"'”'e"‘opge:gﬂ i VMware, Nhuniper Contrail omag
E Huawei CloudFabric QEAY F;s‘lior"!‘Sph’;(s, N!anageOHS, NNuagek Vin';J‘a\‘szed ?nglpi;:ss $”||-1IEIAS. Qééﬂai', VMv:s vCloud
< ed Hat, Mirantis letworks latform( uite, FREA
E QEAH VMware vCloud Suite, . Netvisor OS, Adaptive VMware vCloud Suite, Ansible,
@ Lenovo RackSwitch Microsoft Azure Stack, Tungsten Pluribus Cloud Fabric Puppet, Chef
N Agilio NIC ;ab:; FlowEngine FlowEngine TDE-2000 QEAH VMware vCloud Suite
etronome gilio Smartf ZAY
Plexxi Plexxi HCN FHUY|E|A, QEAE] vCloud, Nutanix Red Hot NFV solution e jm“-iiﬁv S
e ZENIG [ VMware NSX FHUYE|A, ngji‘,sVMvmrs vCloud
Dell EMC 79100-ON Switch FHY|E]A, QEAE VMware vCloud Wind River Titanium Cloud omAy
2
Atoiine P YA, ggﬁl;t'evmwam vCloud A0 Thunder ADC QEAH VMware vCloud Suite
Suite 5
Cumulus Cumulus Linux QEAY
Mellanox Open Composable | oz A, VMware vCloud Suite, NEO o om0 cmam
ipinfusion cl Z Al
Cisco Inrasmcaire Coteser VMware vCloud Suite pulse Secure | Pulse Access Suite FHUEL2, QBAL, Vivare Cloud
(APIC) uite
Ericsson Cloud SDN FHUYE|A, QEAER]
JS Lab
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IV. SDN 7 &
< HE8 At AEHlo|E{MH| A
< HIO|EME 29Y : IDC ME 27|
% SDN H|0{7| L EAA: https://github.com/superkkt/cherry
< SDN EOI OI OI x~
. Y IFSHE =Y el AAYo| Be
. « ARP & IP spoofing 2| EQ 9I& &M Xt
S o |
.. e yEYI/NAY B
2
z <« Z 2ot XtE2t
wv
+ HE$|3 2l=2}: SDN (OpenFlow)
« OS: XI5 MX|/4E (Cobbler, Puppet)
«  MH|A 29 #HE|0|H (Docker)
JS Lab
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IV. SDN 7 &

< OF@KOREN (O|ZHHIEQIIAHTAIED),
% OF@TEIN (ZHH1L

[AL] =& PH ] B2z
- —
TransPAC3 BD | waadn
Internet2 =
us

& oM 45M
— 600M  — 155M
— M — 16
— 256 — 106
Planned
JS Lab
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IV. SDN 72

< SDN ZAEE2| : CORDE 22 E HESZS st SDN HEEF
AHE (ONOS)

Cimvws P PR s
Ind” {lm
Gateway

v

4] Cloud Gateway f==-
(COREEN) =

JS Lab
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. MR

. 2ZEQ0 Fo|
. 7bd=let FERE MH|A

IV. SDN 72
V. NFV
VI. Quf#{0] / ACi{|
VII. SDN &d J|&
VIILE2RE HEQ3
IX. 2Z 2FS 218 SDN/NFV
X, #e
“ BE£: OpenFlow
<+ d5ux (Bk)
JS Lab
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V. NFV
o SM AAHR M HEHE (Network Function)2 7Hd @} (Virtualization)
* *}':%I01 O|EQS 2|22t 5t HER I 7tz SRHO|H At
teotEQIAE YEE T NS
<+ 7t HESIS =Y 3 Q=ato| F2t Es}
= N ~
=i Traditional Network Model: Virtualised Network Model:
: =N = R
| DPL @  CG-NAT (IS VI VIRTUAL
| BRAS SICEUIAPPLIANCES
—__ _Flfw:ll_PER:ut:r_ _

GGSN/SGSN

iﬁm

Session Border
CG-NAT Controller

PE Router

Firewall

® Network Functions are based on specific HW&SW

® One physical node per role

N

@ ORCHESTRATION, AUTOMATION
& REMOTE INSTALL

1 STANDARD
1 HIGH VOLUME
.- - @@ SERVERS

® Network Functions are SW-based over well-known HW

® Multiple roles over same HW

)

JS Lab
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V. NFV

< 2F NFV(OPNFV)

Integration
Alignment
Installers

Scenarios

Ceoroe | sovoe J oo I

Data Plane Acceleration
“ Continuous Integration / Continugus Deployment
)

@ raun 7y bl @ Juniper
cisco ERICSSON

8 rear: BROCADE® NIEC -"-“"“"“é‘ nowia (intel

? décomo

6

vodafone

 :OPNFV

New Features

=

L3VPN

Reservation

JS Lab
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V. NFV

Service Architecture — MSA)
+ Kubernetes =0 [tE2 2H &7 H3}

+ Kubernetes Networking: 2| YH|Qt Y2t HERA d5
5l0, 0|2 QI8 Al SR-IOV, OVS-DPDKRI Z2 7t 7|& AMRO| EQ

% VNF (Virtual Network Function)2| Of0|3 2 A{H|AS}

< VNF2| MSAZIE &t Zt R EQ| ZtA 3} (lightweight) ¥ ZF R& ZHo)
SBA (Service Based Architecture)0f 7|ttst S

< VNF2Q| Z1E|0| {3} (Containerization) / OF0| A2 AMH|A S} (Micro-

M VM ™ M VM VM
0]

I |remae | Shats el | | 2138} 2olol ]

=T TAE DY
P

zax “H. =0 :

EEEE EErE SRIOV HEH2

QvtyE3 7138} PCI-Passthrough 4] SRIOV 4] (OVS NIC Officading

EX: SDNINFV 7|t 56 S41% Q1mato| Tish H=atXI S, SKT A 4= HfUX

= 23 oot

JS Lab
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V. NFV

< =08 NFV Use Case:
o MH|A AFAXE
v 309 7H4EtRH
v 0| X|2| vCPE(virtual Customer Premises Equipment)
+ CQIE{ZZo|=

2 v AetHo|U RERAEM SO ZM HE/JR 7S
: A EEREENEEN R
2
H « 222 E HO|EHME NS
v o 7hg elEZElHEHE
v oL 2EdAN SO B4 HEYA IS
JS Lab
117
< NFV(Network Function Virtualization) & & H|&:
! oo =-.
Virtual Router Virtual Firewall N
m
VyOs, pfSense_, HAproxy, Silver Pegk Virtual Cisco CallManager
open source router open source firewall open source Unity
2
8
E Vyatta, Juniper vVSRX, F5 vLTM, Riverbed SteelConn Asterisk-based syst
H commercial router commercial firewall commercial ect ems
a
Cisco Nexus ?ooov, Snort, Loadbalance_r.org, Cisco Viptela Avaya
commercial open source IDS commercial
Cisco CSR Cisco ASAv Avi Networks, -/ c10ud Networks  Skype for Business
commercial
VMware NSX VMware NSX VMware NSX Versa Freeswitch
JS Lab
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V. NFV

« Virtual Firewalls:

Vendor “ Commercial or Open Source

Juniper VvSRX Commercial
© Cisco ASAv Commercial
wn
8
E FortiGate Virtual Appliances Commercial
g
Sophos Virtual Appliance Commercial
VMware NSX Firewall Commercial
Stonegate (ForcePoint) Virtual Appliance Commercial
Rubicon Communications pfSense Open Source
Palo Alto Networks Virtual Appliance Commercial
JS Lab
119
+ Virtual Load Balancers:
“ commerCiaI o open Source
F5 Networks Virtual LTM Commercial
© Citrix Virtual Load Balancer Commercial
E Avi Networks Virtual Load Balancer Commercial
&
Barracuda Virtual Load Balancer Commercial
Kemp Kemp Virtual Commercial
Fortigate Virtual Load Balancer Commercial
HAproxy Technologies HA Proxy Open Source
Facebook Katran Open Source
JS Lab
120
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V. NFV

« Virtual Routers:

Vendor “ Commercial or open Source

Cisco CSR (Cloud Service Router) Commercial
© . ISRv .
E Ciee (Integrated Services Virtual Router) (ST EEE
>
% Juniper vMX Commercial
w
Brocade (acquired) Vyatta Commercial
Alcatel Lucent VSR Commercial
VMware NSX Commercial
Cloud Router Cloud Router Open Source
VyOS VyOS Open Source
Quagga Linux Router (Quagga) Open Source
JS Lab
121
+ Service Chaining:
[ Branch Office VNFs RPT.. & =72 > S h
= Internet Browsi LT rry
'é H traffic n‘ / . \ o / Datacenter / HQ./
£ vee T / T ST woee Central Office
F3 Nintesfocelen s et *~=«"WAN Interface o
] '/ VOIP Traffic VCPE \ T —— o /
/ —_— 7_,_,.;
Control & ov'/' A\ o
!
Manegement
t 4
NFV and Service Chaining in a Service Provider Network
JS Lab
122
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V. NFV

+ UCPE (Universal Customer Premises Equipment):

Branch in a box: uCPE-hosted VNFs

REOEEBON

SBCNoIP  IDS/IPS Firewall Net.Opt  URL filter  Anti virus oPI loT agent Wi-Fi

VM VNFs Container VNFs ’ %
L i 2 l W
y J e Y
ar / F >
Access : <
MPLS WAN

NSG DP/CP [0S/HYPERVISOR]

=

Private datacenter

Public cloud

h

x86-based SD-WAN uCPE

Internet Branch/
(3G, LTE, Broadband) Enterprise
= JS Lab
Z X https://www.nuagenetworks.net/blog/vsp-release-5-0-part-1/
V. NFV
*, o Iz
» HEYY 2E2A

=3 EHY oIs T Uy
Edgent HEYI 24 2016-12 Open vSwitch NFVI - 22/3, 2t2€ 2009-07
linkerd NFVI - QIZaL, NF - L4-7 7h4, 7480 2016-04 oNAP wior ot oy NV MANO. VNF - L4=7 2017-03
Cilium NFVI, VNF - L4-7 19t 2017-03 DPDK NFVI - olmay, Agia) 2jog) 2012-00
BIRD NFVI - 2918, 2198 2013-03 FR2I2E (FRR) NFVI - A9/, 2ol 2017-10
NetBox NFVI - 2913, 2128 2016-06 OpenLSO NFV MANO 2016-03

OSM (Open Source _ NGINX Open Source a7 ot 14 ~

MANO) NFV MANO 2016-05 v UNF - L4-7 519, 147 7k, 744! 2011-07
FBOSS NFVI - A9/%, 2128, NFVI - NOS 2015-03 Ryu NOS NFVI - NOS, H0f 2011-12
Faucet SDN X[0{ler NFVI - Blof 2015-03 Open Network Linux NFVI - NOS 2014-01
GoBGP NFVI - A9/, 2tog 2017-02 ONIE NFVI - 81901, 7] 2013-06
HAProxy UNF - L4-7 591, 714, 744l 200112 SONIC NFVI - 29/8, 2128, NOS 2016-03
YANFF NFVI, NF - L4-7 59, 74, 744 2017-03 | |  OpenConfig Project | NFV MANO 2014-10

OpenContrail NFVI - 2913, 228, H0i, NFV MANO 2013-09 CORD NFVI - 2122, NOS o
ONOS NFVI - H0f 2014-12

OpenDataPlane Project | NFVI - 9IZat 2015-02
OpenStack Neutron | NFVI - 912} 2013-07
OpenSwitch NFVI, A91%, 298/, NOS 2016
OpenStack Tacker | NFV MANO 2015-12
NFVI - QIZ2}, SIEQ0], A9F, 2t2E, NOS, »
OPNFV Aol 2017-09 Pa NFVI - 9121, A9, 298 2015-02
FD.io gy R AR ESEUNE LTS p016-0 Project Calico NFVI - 2918, 2128 2014-07
Open Virtual Network .
OpenDaylight NFVI - X0} 2013-03 Pen Yoy NPV - elme, asi, 2o 2015-01
JS Lab
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V. NFV

< NFVIQ| 7t A S MY 7

Bin/ Libs
Light GuestOS e.g. A ~atln
Atomic' Alp'ne. c S CIearumx

Hypervisor e.g. Light Hypervisor: Light Hypervisor
KVM, vSphere KVMv4 + QEMU-lite e.g. KVM + ukvm

GuestOS e.g. Ubuntu,
RHEL, SUSE

Hypervisor e.g.
KVM, vSphere

HostOS™ e.g. Ubuntu, Light HostOS e.g. Atomic, HostOS' e.g. Ubuntu, ClearLinux based Light HostOS e.g

RHEL, SUSE R Lo RHEL, SUSE mini-0S Atomic, Alpine, CoreOs
Server Server Server Server Server
Virtual Machine Container Container in VM Clear Container Unikernel
JS Lab
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V. NFV
iz = o 2 H3$
+ 5GE ART SHO| HEHI 78S He}
o
< Y ELIQ MH|A Qlzato| AAH EHE
) NF 1 NF 3 NF n
S ] YEEE EEE ll=
Application Application Application . .. .
HEIIHE EIIHEI B} —_— =
2] s121a11801217%
e Network Storage
Custom Hardware Virtualization (VMs) WebScale (VMs or Containers)
- L
Legacy Current Future
+ Custom Hardware Platform + Monolithic * Fully Programmable
* Proprietary * Bolted onto Pseudo-Infrastructure * Hyperscale
= Costly » Vendor Silos + Rapid Innovation
= Inflexible « Still Customized
JS Lab
ZX: https:/mavenir.com/products/packet-computing/5g-core
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V. NFV

«» ETSI NFV 5G Session Summary
«» Common features: NFV & SDN, Slicing, E2E management and
orchestration, Security, Multi-access/domain, Low latency

(NFV-SDN, Edge Autonomous, Flexibility,
Q Sicing,  to  computing  Self-healing Scfwarzation ¥l oy pja Ml Others
s )
5
o Attestabil
E " NGMN o o o o o el
2 1
=} B
@ - ri'; 5G-PPP o o o o o o Information model
1 IGNICCN, Trust,
3 ITU IMT2020 o o o o o Sl
® 3G [soyr o o o o
' Eneray efficiency,
‘8! SG... 56 Forum o o o fe) bt
Network coding,
OEE" [ o ° Compreseed
5G Labs sensing
_ Programmability,
cunrcon | EURECOM [e] o [¢] o] CID split, Micro
| services
JS Lab
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V. NFV

< 5G Network Architecture: The HPE Portfolio

Distributed Compute Fabric

/7 - = HPE Service Director

g HPE UloT Platform HPE NFV Director
§ HPE OpenSDN
; HPE OpenNFV HPE DCN
3 HPE Helion Carrier Grade
HPE Composable Infrastructure @
i pnverged Core with decomposed
(Servers, Storage, Networking) r.-.orl?luncuons ('NFW @ @
Converged Edg
HPE Edgeline/Cloudiine @cmuc sy
HEE Edge.Cloud Stack (_|_ HPE Telecom Analytics
o = o HPE SDM
(9) ° = ° 7=
. () O o E: - o @ A
HPE OpenSDN [ e (Comerged Edge
N >
— HPE Aruba Enterprise
E'n‘.‘;?;?as'l"""" °1‘T1‘_ @ @(i)) Wireless Solutions
JS Lab
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V. NFV

+ Qlgo| BHE oA
+ Network Edge Virtualization (NEV)
+ Multi-access Edge Computing (MEC)

Mobile Edge Host

NES API NES APl
VM

SDN/NFV for 56

ETSIMEC

Services (NTS) Management

——§ O
a L Hardware abstraction = Logical ports

e

NEV SDK Platform Architecture

MmS5
Network Edg . Mobile Edge platform
Network Traffic Virtualization Manager

—---% §1Tnflic
SGi Traffic
====-#  Local IP Traffic
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2% x+-53t

(AnsibleS)

R

2HO|ZALO|E 2L E

] E=Ryelko =
2A LS oot YEA

2E AAUY

X R AHLY A E 2|FH{E|

SUHYS 9ot EF QIEEO|A S

HUEY Hot21 3 Sl SIEM ME

SDN/NFV for 5G

Hot MH[2 B, GUI 28

VEW 7} 8ot

VWAF Z}AHgl bt o e

vIDS Z IEH|

vIPS & QI X}

re
]
o
L3
[2°]
-1
ox
o
b

ME{ 5 9HOS)

M H 2 of

DB 255}

DB HZH o

2l HES0] et 2EA2 S22 M ON|, 45 HF

7|E ALHT oIS

SDDCS2| A| AR HE

=012 91t oA AE 0| M0] HESIS 5% (SaaSS)
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V. NFV

®
Q

»  7HAF HOL 77|19t AZEY

* Cisco (VASA)
* Cisco (WNGFW, NGFWv)
* PaloAlto (vFW)
I Juniper (vSRX) Barracuda (VWAF)
Firewall I Juniper (cSRX) Imperva (VWAF)
CheckPoint (vFW) Array Networks (VWAF)
° [ Vyatta (LQEAA) WAF WebConx (Host WAF)
0 L SOPHOS (vUTM) F5 (ASM)
'é- > pfSense (RLEAA) mod_security (Host SW)
z [ Secui (MF2 VE) SOPHOS (VUTM)
H I Cisco (WNGFW + X}Et7|5) SGA (RedCastle)
2 [ PaloAlto (VFW) SecureOS CA (PIM)
S [ SOPHOS (VUTM) SELinux/Grsecurity/AppArmor
I Intel Security (McAfee) HiWare (NetandHI)
I Suricata (2EAA) Core Security (Core PAM)
* _TrendMicro (DeepSecurity) (ServerS:cCcessC Centrify (Privilege Management)
* 1BM (Proventia) ntrol) CyberArk for Server (PSM)
 Snort (opensource) CA (Privileged Access Management)
IDS * Suricata (opensource) Dell(Quest)
 Cisco (WNGFW + XtEt 7| 5) PNPSecure (DBSafer)
[ OSSEC (Host IDS) CyberArk for DB
[ CubeOne DAC CA (PAM)
DB Encrypt |+ MSSQL/Oracle/PostgreSQL TDE Imperva (DB Security)
* Vormetric Gemalto
JS Lab
Identity Governance and Administration (IGA) & 2t2| DAC (Discretionary Access Control : 22| % Z2EX|)
131
V. NFV
% SONIC (Software for Open Networking in the Cloud)
2
8
Z
£
Z
a
1 catabase containes
[ | | =R
T T R
JS Lab
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SDN/NFV for 5G

2 EAEf(OpenStack)2| 2t E U|0|E[E3}({k)

MEX/NYE F71 Al 23t HE|H|'H E(Multi-tenants) O]+ i Z
ZHE 0| 7|52 AZEY 0 o|EM o|# A

QEAE(OpenSteck)2| 2t E L|0|E|B3L({k)E 1%t Kolla
Z2HMELE QEAEZ Olo|I2MH|A JjEHo 2 ClHet YOY0|EE
A &

. 1718’4 S2t2E ofF|HA HA 2 LEAMMHIAE M&EHH HEE
« MHIAE X5l QEAR MH|AQ| X249} 4O20|E J}s

JS Lab
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NFV

SDN/NFV for 5G

CRI (Container Runtime Interface): Kubernetes(K8s)= £% ZE}Qla}
22| FH435HH K8s 1.6(2017'F 3&) kubletOf A CRIE HA HE
CRI Zg HEIY T2 W E (U ZHQ| ZCi: VM/Hypervisor/H| 0 H &)
« Docker (CRI shim 20| E.2{2| A}&)

« dockershim

« Rkt (CoreOSOf| A I}AH)

« cri-o (=72} Z0| oCl E&3}= OCl confirmed HEIY, K8s Z2HE)
« frakti (50| E{H}O|X & HE}Y)

+ rktlet (rkt ZdE|O]L{ THE}Y)

+ virtlet VM(QCOW) THEIY

+ cri-containerd

kubelet i Container
grpc client runtime
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V. NFV

+ Edge Cloud Computing @ 5G Testbed
% 5G H[=L|A 112{: SWHW 7'E vs EA| MH|A

= Case 1: Managed Resources

= Case 2: RU/DU/CU w/Appliances @ Far Edge Cloud (Z=0{ X|)
= Case 3: w/CPE or 5G Modem

= Case 4: Eco-system

2 . .
5 = Case 5: Connecting Multiple Edge Clouds
£ Case s
z ase
8 | AwF |
| PeF | =
Casel1 MEC=
) | ou — cu D ——————
{r =,
3 I_ o ¢ ‘.".“ ﬁ
== + ¢ Eco-system 1
K| A 3 = %
| A . Case 3 ((‘ ’)) Case 2 Y Case 4
“ ........ A ‘:'
D RU Eco-system 2
ﬁ '-‘" |
o™ e
JS Lab
DU(Distributed Unit) CU(Centralized Unit) AMF(Application Function) SMF(Session Management Function) PCF(Policy Control Function)
135
< CORD 22| OF7| &l X: oNOS(SDN M| 0 7|), OpenStack, XOS and more
1y
- 4 = »TOSCA, Y:
CORD | RESTful API / TOSCA F-1 , Yang
V' 7 70sch (Topology and
< o
Residential Cloud Applications)
Software
Stack vOLT,
r vk‘fﬁér,
1 \
% 1 Mobility
8 I Software
2
> VDNS
a
(A bty
Stack over
Multiple
Operator
Mobile
Core
JS Lab
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V. NFV

% CORD (Central Office Re-architected as a Datacenter) 2 Z E 0| /4 r-

CORD, E-CORD, A-CORD)

X0Sso| 2|5} Access- Subscriber- Intemet- CDN Monitoring-
:rI.A°15|0~| _as-a-Service H as-a-Service I, as-a-Service 1 | as-a-Service
EXI-'&'I.:

o= =

HE|HHE X0S

MH[A

&

’ VvCDN ‘ \

Ceilometer ‘ | vSG

OpenStack / Docker e Ay e
-I }ﬂﬁﬁ (Fabric | Multicast
HE{3A !

=zl g st ONOS
SDN H[0{7|
ONOS2| :
VU EE YR

CORD, M-

2

8

g
XS ASHof
2E7ts
Ihatoi Al
=3 o]
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V. NFV

% TOSCA2} YANG

+ CORDS} 22| QIE I 0|2 EFE TOSCALH YANG
7|2 OASIS IETF
2 HEg 7|¢t T ofZ2[FH oM HESZ
8
Z O E2[70| 8 S+, ofS 2|70 1 22 T}
s ox S 7|5 8, 2AYY(Scale), 7 (Healing), 2AS2 HESRI 7|7|< OfZ2|H0|H 2
3 ST gasols, 8 AE £ olgg glst 7l mRAolM, 2EBS XN, B~
= (Description)
Z2H Bring them up and running Configure them
CRM A|AH! SQL DB, IPTV AH{, 74 HE =
Of| | o3 ENIEET‘,HR 16, 2He MER IPTV MH|A Z2H|Hd
T [=E=R e k=]
MK AR AL FHO|M, SR 21 o L _
f=Xo:| =M, =1, o, Soo, =T, H K bl x E=Xe:fn [N A
29 R0 2% A ARt 3 R Hol 2@t AT R0l M,
o w2182 HEAS GGt AR HES  EE 7|7 7|Y¥2 22 S AYsta, AL8At
TECSE  alasaz Hyn £ QIAHAS Y B}
JS Lab
OSCA (Topology and O for Cloud JYANG (Yet Another Next
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V. NFV

% SDN/NFV EZ&#(www.sdnnfv.org)

@ SDN/NFV Z£3H 2014'd 108 1¥ =4
7

@ SE :SDN/NFV SH2=Z MY A#7|0f s W AUz} MYS 2

o

4

it

Xiich W22 ST O] B e 1 0] ST S iz
DR o't 1ol 224 FEH 4UE S SDN/NFV B2 75

SDNNFV A 71& EzEa} 5 0j2) H1H 2le) EXIK|H| L

FORUM

ICT TH2{CHY H2t 7152t j I2qCHY Hstol MHX S 27 S0

© T 270| Feiao] W2t =300] SHON ATERO SO
HEYT 718 714 L 6 * 7| YSHITLAEY TR SAMS IR WS 740 S04

3 #2459l 22l 7159 27 B

Cl B> H@ « BRI EHL SETX HYS A KisaHE HENT BAB ti

R suodisye  UH7AR yexzyoaney gl

= 021 1ICT SSLA i A =71 UEYS 87 28 A2 232

* |CT H2{CiE Psto| 344 S 2 SDN/NFVE} Cloud Computring
et : pling 124 |

71=0] 2y 8172 57

JS Lab
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. 7HQ
. AZEQ0| Ho|
I, 7HAtEIQ 2atRE MH|A
IV. SDN 7HQ
V. NFV
VI. 20| / ACY|0|
VIl. SDN 23 7|&
VIIL.E2IRE HEY3
IX. 22 S22 25 SDN/NFV
X, #2|
% B2&: OpenFlow
< MEUTY (HT)
JS Lab
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VI. 28{2|0] 7 2| 0|
< 2HZ]|0|(Overlay)

@ 2H2]|0](Overlay)
@ 20| (Underlay)

- g2 HUE
: S2|AE
2 euo|
2 (Overlay)
HEEHHUE S32H
rEAB
AdO %;gga\a\o\
Az =
2icizo] .
(Underlay)
olmah (22 E T 2ZY 0|2
(BRALE/ 221K 1 M)
JS Lab
141
Vi. 2HZ[0] / AC]E|0]
& QHY 0| EYY (HEY Z2EZ 0|8 )
VLAN 10
— T ﬁ
2215 M E25 M 2 M
. 2H{Z|0]
3 HE{3
z 7H A Q1K
VLAN 20

<: =2
HEL3A

JS Lab
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VI. 2H{2{|o] y 2{z] o]

<+ 22| 29|%] 7|'% sDN £FH

2 H{2{|0](Overlay)

Hof7|

(Controller)

Network API

B |  —emmmmmmmccmccsmccsmemee e e e e
B A 0] (Underlay)
5
HolAS < N HolAS
(Control Plane) d (Control Plane)
HY Y
(Forwarding) (Forwarding)
HESA AQ[X| HESI 22(X|
JS Lab
143
VI. 2H{2]|0] / A0
«Micro-segmentation, VNFs, Security Policies for OpenStack and
Containers
Virtual Infrastructure View Virtual Domain A Virtual Domain B Virtual Domain C Virtual Network Infrastracture
i)
(i) * Rich set of Network Functions
c» «+ Isolation & Micro-segmentation
« Policy-based security/filtering
e e + Advanced Analytics
g = B8 + Portable across any platform
&
Z
% Physical Infrastructure View I "‘!w“‘_
w /
1B openstack /
Physical Network Infrastructure
* QoS, Bandwidth & Latency
+ Multicast
+ Capacity
«  Connectivity
JS Lab
144
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VI. 2Hg|o] y A 0]

< Q0| HIEY Qlzat Kot

« H4717] AHE EHQF: vFW, vIDS, vIPS (VM A S)
+ SDN 7|4t 24t 2Ot dvFW, dvLB (w / dvRouter, dvSwitch)

A 0] (Underlay) 12

20| (Overlay) 112

VESE TR VESE TR
g Plane
H os os =
s =
2 5oz Hto| x| So|mHto| X 8
Compute Infrastructure Compute Infrastructure
HER3 =zt HELT Ql=at
2908 mat 2908 mat
Rack, Cable, Power, Cooling Rack, Cable, Power, Cooling
JS Lab
145
VI. 20| 7 A0
% ot ol=gt Hot
<+ 2L 7|8 2o HiA
- 22t2E/spDC/SHEYof Al
« 9|F MH|AO| L ZE M X|H (Ingress, LB, DMZ)
< AISU ME "X Z3t
2
8
E ~
E LEAH|A (Containers) H 2| 28
Compute (VM, HIHHIEH
Network (Underlay/Overlay)
JS Lab
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VI. 2Hg|o] y A 0]

« Multi-tenancy achieved by “overlaying” MAC-in-IP ‘Tunnels’ onto the
physical switch fabric (underlay, transport network)

« Encapsulation header (VXLAN, NVGRE, STT) convey tenant network ID
to enable full isolation and overlapping IP Address spaces support

« Software layers to implement routing / switching operations within and
across tenant networks

SDN/NFV for 56

— —
L3 — = L3 L3 Fabric typically based
P — "= . on OSPF/BGP

Routing Protocols

-5 T
o 2O 000 -

JS Lab
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VI. 28{z]|0] / HEEH|O]
= o b
» EEN2 eHY 0] EXA X S: Amazon AWS, IBM Cloud, MS Azure
Economeocial and social value exchange
as part of the internet protocol stack
Blockchain - (7 _\ - Blockchain
| ondrey ion. RENTRE o571 St |
Blockchain Blockchain
T Message Exchange Message Exchange :
| |
3 i % } i
2 | |
: ! !
; |
| |
- =T ==
[ |
| i ) |
I |
| |
| |
== e
| |
= =
| |
: Data flow from one host to another :
JS Lab
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VI. 2Hg|o] y A 0]

<~ EENYU EZEX|

(o] Mining

JS Lab
149
VI. 20| 7 A0
% The Network Controller Can Manage Virtual or Hardware
Switches/Network Devices
* SATH = L= tungstenfabric
Network Control
Network Controller uses Southbound',
APIs to communicate with physical or;
virtual network devices /
Iy '?LEi;.};r;[.;E Network Hardware | /
| y;
1 (el ] |55 . T P st !
| Network Operating system } : v V |
! I | OpenFlow  Other :
| Management Plane _ } : Agent Agents }
i L) } : Virtual Switch Control }
1 Packet Processing Hardware . | I
| Forwarding / Data Plane ! : Kernel Data Path !
1 | I |
intertaces | - Virwa ntrfoces |
JS Lab
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VI. 2Hg|o] y A 0]

7

% Overlay Networks Are Virtual Networks on Top of Physical
Networks, Built Using Encapsulation and Tunnels

Virtual Overlay network 2
192.168.12.0/24

Virtual Overlay network 1
192.168.11.0/24
Physical host directly
connected to virtual

network

SDN/NFV for 56

Underlay / physical
Network

Servers

JS Lab
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VI. 2H{z|o| ;y 2] o]

% Cloud and Virtual Management Layer Communicates with Network
Controllers

Elorenz: ¢ B

[f.? vmware corD openstack
vSphere

Cloud Orchestration Platforms :.: DNAP

AP call to:
Create network slice (VLAN)
Policy routing
*  Enforce security
* Create VPN
* Monitoring

(e = )
NSX * acem .
tungstenfabric|

3Xbigswitch project ® iyl
A DIG SIS Flosaugnt  "utl p
Network Controllers J

* NETCONF
" . *« Cu
Phrysical Network Deviees o SNMP Virtuall Network Devices

+ 0OVsSDB

SDN/NFV for 5G

B

JS Lab

152

2020-01-25

76



oG AL =l SDN/NFV
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and Cloud Management Layers

% Orchestration Platforms Communicate with Network Controller

[ ] Ry Open Source
WONAP A Qi
-: .:- CPEN SECURITY CONTROLLER AKRAIND
9 Orchestration Ploic bl
E l- :rrn?za-.N;Pi‘\::l:“::s'inruﬂS.
E . :r::::;:::;rk:ﬂ;:;:::ww
H Eloreneze: ¢ B
mW?re co openstack
\_Cloud, Virtualization . Smmmii_?,”w
NSx *
3Xbigswitch Fi.’;aél‘[g:n "clu's'élo" ACI
Network Control JS Lab
153
. 722
. AZEQ0 He|
. 7hd=iet SERE MH|A
. IV. SDN 7H2
V. NFV
E VI. 20| / AC{Z[0]|
VII. SDN ## J|=
VIIL.E22RE HES3T
IX. 2eF tFS 28 SDN/NFV
X. #e
“ 2% OpenFlow
< AW (Bkx)
JS Lab
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VII.SDN & 7|&

% TCAM
193 291X FH| = WE F2 % o AME 26 TCAME AL
2.TCAM : Ternary Content Addressable Memory

2
S
g
E [DRAM TCAM
X VB
JS Lab
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VII.SDN && 7|=

< QEVAL|X|(OpenVSwitch, OVS)
@ Zl&E2 7|8te| HE|Z[0]o] HESYA 2= EQ0| 29X
@ OpenFlow 0t ofL2} Sx AKX A 7|sE X3
= VLAN trunk, GRE E'g, NetFlow &
® Apache License(BSD type)di| 2|sf 22|
@ YUHO R 4 x 1Gb/s2| HIFALE

2
=
=H - o
S ® KVM, VirtualBox, Xen, XenServer § Cii £ 22| 3}0|Z{H}0|X| X| @
£
2 "
3 Virtual Machines OPEN VSWITCH
A Open Virtusl Swich
. Application Database
Firewall Web server e o
Linux Linux Lesser OS Linux
VNIC] [N VNIG | WHIC WNIC
Virtual 1 !
[ vswitth | ing|__vSwitch ]
Hypervisor
() Security: VLAN ") Monitoring: Netflow,
S S isolation, traffic filtering | %, sFlow, SPAN, RSPAN
Qos: traffic queuing @ xﬁﬂr:&;‘:ﬂ
Physical networking [ and trafficshaping  J| & mgme. protoeol
=, http://openvswitch.org/
JS Lab
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VII.SDN & 7|&

% AT&T AMH|A

® Network on Demand (vCPE, vPE,
uCPE(vFW) — SDN/NFV

@ NetBond - SDN

® Connected Car — NFV

@ MVNO -NFV

® URL Redirect (XIEH #4&) - SDN/NFV

® Mobile Call Recording - NFV

& AT&T LHE MH|A

ATST NetBond®

Cloud networking solution that enables customers to “bond” their ATRT Virtual
Private Network (VPN to multiple clouds for the delivery of business
applications through fast and highly secure connectivity.

® HI0{(DNS, NAT, NTP, DHCP, RADIUS, B ; - -
FW, LB) — NFV/SDN S box B Wl
@ Probe - NFV il
T

JS Lab
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% OCPo| X

JS Lab
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VII.SDN & 7|&

<+ NOS

e T w T e [ e ]

OpenSwitch Open Source Bare metal switch L2/L3, Linux commands
DANOS Open Source Bare metal switch N/A
2
g Open Network Linux Open Source Bare metal switch Base Linux OS
2
E SONIC Open Source Bare metal switch L2/L3
. Only FBOSS remote co
FBOSS Open Source Bare metal switch nfiguration agent
Commercial, .
Cumulus Linux i p— Bare metal switch L2/L3
FRR Open Source Linux hosts L3
Stratum Open Source Bare metal switch L2/L3, SDN
JS Lab
159
In AL
VIL.SDN &# 7|&
< KREONET (2EA A 7|4 2| AZESQ 0] 7hL)
Comtralicr SEvers
e
S
z
£
z
3
JS Lab
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VII.SDN & 7|&

% The Linux Foundation Network Analytics Projects

Analytics, Al

. & Acumos
7 1N

2
&
z e e
]
" o~
openstack @ ONAP
tungstenfabric
= PEN Sy [}
oNos @ Dis
Project & ARIA
Floodlight .
= = ‘ &% Open So
3% bigswitch { TS
ot comRD MANO
NSX
vmware
alralie Ll < ohere
cisco ACI &
Network Control Cloud , Virtualization, NFV Orchestration
JS Lab
161
VIL.SDN Z# 7|&
. e =
.
% Acumos
o . .
< An Open Source Al Machine Learning Platform
+ By AT&T and The Linux Foundation
- T
—)
= AT&T I_l UNDATION
- CREATE & ON-BOARD MODELS EXECUTIVE IN TARGET ENVIRONMENT
RUNTIME
SYSTEMS
& B =S
z 0 MODEL CONTINUOUS LEARNING DOCKER =
£ Al DEVELOPMENT SERVICE IMAGES
= AND TOOLS
2 (SCIKIT-LEARN, TENSOR
FLOW,H20, RCLOUD) LOCAL
LEARNING
ONBOARD DEPLOY
Al PLATFORM &
TRAIN MARKETPLACE PUBLISH
EXECUTABLE
SEARCH
% A Y [ Revew
L CHAINING
DATA TRAINING TRAINING
LIFECYCLE +
ENHANCING MODEL WITH APPLICATION DATA SETS n SHARING MODELS IN MARKETPLACE
JS Lab
Z7%: https://www.acumos.org/wp-content/uploads/sites/61/2018/03/acumos_open_source ai_platform 032518.pdf
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VII.SDN & 7|&

o B2

» SEM|Q EEZX| (Inter-carrier Charges @ Telecom)

* Proposed solution is a event agnostic platform that can manage Voice, SMS,
Roaming, loT, Content or any other event settlement scenarios making it is true
convergent solution.

SDN/NFV for 5G
i

|m[|sus‘|nm~q]|mw}«||uh Sustares

JS Lab
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z VI. Q0| / 2A{[0|

VII. SDN 23 7|2

VI Z2QE HEYT

IX. S22 $Z2 913t SON/NFV

X. g

< H2: OpenFlow

“ ﬁ H (I:HE) JS Lab
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VIIL.Z2ZI2E HES3

+OIO| A2 MH|A of7|HH HEYD

Ch=’d(Simplicity)

2134 (Scalability)

X & (Continuous delivery)
2 o|EGu o B2 X7
2ol =l

H|o|E| F2|2f 2443t
ChFoh AEd

JS Lab
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VIIL.22I2E HEg3A

<»gRPC A& OLO| A 2 MH|A

gRPC is faster than REST. gRPC uses HTTP2 by default

gRPC defines relationship between client and server and enforces
strict rules of communication between them. (In REST calls, the
request and response are totally de-coupled)

gRPC supports useful additions like standard error responses and
meta data.

Polyglot Microservices Architecture

— @hostirosti @grpeio

JS Lab

https://medium.com/@akshitjain_74512/inter-service-communication-with-grpc-d815a561e3a1
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VIIL.Z2ZI2E HES3

< O10|AZAMH|A Y EQF9| THH

. EBEAEl BEEA

+ Latency 57}
- 29| 514

- HHE Ao

JS Lab
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VIIL22I2E HES3

«+Discovery Service
+ Client= 7| =0 = 1702] monolithic app2 3t 2Lt MSAG A= SAl0f
of2{ 7H2| MH|AE S E3|{Of T
+ Client= MH|AE2| 9|X|E 2O0}0F & (Host/IP/Port &)
+ Client7} 00| A2 MH|A S EA| H|Z35= entry point HA|ZH #IX| &
$lE3 E(Hard code)2CH= FsH WY o 2 Hx|o| 9|X|E H|SsHoF &

“+API Gateway

' Z0f CHt 17H2] entry point7} 282
. L5 _0_| HIM2 £71
- O{0| 32 Mu|2A W ABHTRIZINHA SAY

o
arT
+ Client2t ApplicationAl0|2| &5 Ch3IE 284 S

JS Lab
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VIILE2IRE HES3A

< Service registry
- APl Gateway: B2 E AMH| A0 CHSHIP FAE 27| IStDB ER
* Registry HI0|E{2| QHHH S 2ot LEAA (ConsulO|Lt SkyDNS)

A 172.17.0,10
B 172.17.0.11

>{ Registry Service
H 13

\ \ \
\ \ \ \

N, 2 172.18.0.2

N \
ax en; N A SH(Registry) |

SDN/NFV for 5G

Load Balancer
API Gatewa:

Load Balancer

JS Lab
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VilLE22I2E HEQIA

+ Mg 7|& MYy
* Independency
» Source Control
* Environment
» Failsafe
* Reuse
+ Tagging (21 &2| 0f|: SplunkLt ELK or ‘Elasticsearch, Logstash, Kibana’)

»2% 7|E M

SDN/NFV for 5G

- BLEY: =g BE @4 E DL|ESIH 20| E [ EEQ} o] T
A2

. 2C)WE SEY: 8 L= XSS

+ APl .= &: Netflix2| 4% Zuul LELAZ JIY

« A3l H|0|# Circuit Breaker): 2. A|H|A0| L5 e EE 93310
oI E =6, 50| HojA| £ MH|AE XHEHBreak the circuit)g

JS Lab
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% Multi-Cloud Service Mesh Architecture (0il)

+ Multi-Cloud(Cross Cluster)Zt Service Mesh ¢ Z/2H&

o

productcatalogservice defaub sve

@_, ™
Users Internet

On-Premise 0 cloudz
) rubemetes Kubemetes
Istio Control Plane E‘;‘E‘ e [Ycradd VPN ven | | Y sto Data Plane
B M
ooo
\s'.:-: Data Plane
B IR @@
Losd Bafancer “,Wﬂm’ © frontend Q) oscaros = e ||| L2 S0 B
(Yo > .I ._L @ = @ - == | | 17221192101 3550
: & (&
:Qf\:\t! Proxy fgrvc! Proxy i
10.0.61.63:3550

JS Lab
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VIIL.EEIRE HESH3
+Deployments

* Blue/Green Deployments

» Canary Deployments

Blue/Green Deployments Canary Deployments
T T
JS Lab
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«» Containerized Services

SDN/NFV for 5G

Infra Module - Container Management System

Fully Decoupled from Apps

Apps are deployed with Container Management System specific
tools

Infrastructure

Continuous Integration Testing & Validation Publish & Deploy

JS Lab
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SDN/NFV for 5G
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VIILEEIRE HES3A

<+ Pattern: Microservice Architecture

Hotvatng Solution
— unting
Paem Partern Single Service per Dot utig cnnoseas; Testing
Host
Microservice
S e e S
A Contract Test

Genrala—— Specific

Observabity

Microsenvice
architecture

SDN/NFV for 56

[ Dsomony | Decomsositon
| business capabity |

T
AP gateway Server-3 page
oment w

Communication
Sonver-site
Clant-side dscovery

Discovery

Securty

Style

Messaging
)
Remote Procedure
Ivocation

JS Lab

https://microservices.io/patterns/microservices.html
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SDN/NFV for 56

< EAl(Ambassador) I &

]
Ambassador
Application Request - Request
code 3 Proxy to handle: . >
e * Retry !
Main functionality ~.¢————— . Circuit breaking |«
‘ Response + Monitoring \  Response
g + Security E
Host

Remote Service

JS Lab
https://docs.microsoft.com/ko-kr/azure/architecture/patterns/
177
= I. orc I O_I
VIILEZISE HESA
+»Cache-Aside pattern
g [ 1)
s 7
Z
z
a
(]I
(]I
LI Data store
Cache
1: Determine whether the item is currently
held in the cache.
2:If the item is not currently in the cache,
read the item from the data store.
3: Store a copy of the item in the cache.
JS Lab

https://docs.microsoft.com/ko-kr/azure/architecture/patterns/
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VIILEEIRE HES3A

< AFO| EF}(Sidecar) T EH

.........................................................

@ Sidecar
:
2 ; G g Peripheral tasks such as:

2 Primary Application

. . & > . Platform abstraction
Core functionality « Proxy to remote services
* Logging
« Configuration
Host
JS Lab
https://docs.microsoft.com/ko-kr/azure/architecture/patterns/
179
= orcC o
VIILZ2SE HES3A
+HO|EQ0] 2==2 T{H

2

8

E AP| Gateway

H I_‘:I I:l_l

2 2 ﬂ Unencrypted Traffic

Encrypted Traffic = @ E. H E' - E.

JS Lab

https://docs.microsoft.com/ko-kr/azure/architecture/patterns/
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«*What is Circuit Breaker Design Pattern?

o e ese

.

Failure

SDN/NFV for 5G

T Cormeston Swicens.

What is Circuit Breaker Design Pattern?

Circuit
Breaker
Routing

Circuit Breaker In Microservices

JS Lab
VIILEZISE HEY3A
-« = T — —
. —
<+ 2|2 K| o EH
Closed
entry / reset failure counter
do / if operation succeeds
return result
else
increment failure counter
[ return failure
8
exit/
Z \
2
>
3
&2 Success count Failure threshold
threshold reached reached
Half-Open ( Open
Ti i | ” =
entry / reset success counter ‘m::;:;",mer entry / start timeout timer
do / if operation succeeds do / return failure
increment success counter
return result Operation failed exit /
else e
return failure
exit / |
\
JS Lab

https://docs.microsoft.com/ko-kr/azure/architecture/patterns/
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VIIL.E2RE HEY3
IX. 22F &ES 2I8 SDN/NFV

X. &2

X -?'—E OpenFIow
Aé
Eﬁ
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2|$t SDN/NFV

IX. 2= 2dS
|

SDN/NFV for 5G

* Functional entities
* Single Core
* Dedicated protocols

Source: Georg Mayer
https://cloudifynetwork.com

< 5G A 0{(Core) HHESLA

Of7| B A 3}

* Service Based (SBA/SBI/NAPS)

* Virtualization & Slicing

» Softwarization/ Cloudification

* Application Programming Interfaces
* Harmonized protocols (HTTP ...)

* Exposure to 3rdParties

* Backward & Forward Compatibility

JS Lab

SBA: Service Based Architecture  SBI: Service Base Interface  NAPS: Northbound APIs

184
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IX. S 24Z 2/ SDN/NFV

56 Smartphone
(Commercialization:
2019.04)

& S| EMAIAXLC| Y R/ (KT) — by Netmanias

Seoul (Guro)
Central Cloud

IT Edge Cloud-

Edge Canter-

;

JS Lab
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IX. 2| =H

o

2|$t SDN/NFV

2019, 07.18
wWE

2019, 08.13
WE

<« P SHALAXLL]

ME| g2tes

ox] @2tes 127
(918]: 28=)
saxEdge ms

2 Edg

- Distributed EGpet 25§
- 0|54 Tl B2 9 Aix

- HBY CIOE] A0 e D7 B AY

~ EH0R ORXIZH O RTT delay =

- A VR, AR Streaming V2N

- Public Clowd${ & 916

56X ﬁEdge (On-Site Edge, B2B)
- I070 5EK] L XURRA/508 01 MulA
<2191 B3 OIS YA TaiRl U 9O Ut

= Public Clowd®15.

o

ge. B2C)

o o

T4 (SKT) — by Netmanias

4o EY

P ceonecou

SA
@
oo BN

3ms, SHHT AT <10ms

N\
Private 56

S/, 51, M1 Topping teca! Breahont)
$ a0

SGRINS APV
Ao 78 4

ZX: https:/www.netmanias.com/ko/?m=view&id=oneshot&no=14450
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IX. S 24Z 2/ SDN/NFV
U

++ 5G Data Plane - UPF

5G: Data Plane - UPF  corerszsonses for the SG System  (IETF) 366P 565 Locator Segaration
Solution
* SGOIA{E= CIE! fiXj0fM| B8 MulAE MBY ¢ 2US & UPF(User Plane Function)ii EhX] 7Hs => MEC X|Ri0] BolsiA 8
* UPF (User Plane Function): UL CLIE O] 88101 5 RS ST § B2|A| U 5= 2IC}=> UL CLi= Traffic Filtero] DFAIS|I( IEI3 0f TH219] Inner 1P THZIS] KEX| 1P 47} Local DNO|
U F£019) GTP CIT2{0] Local DNOR IP 2/ PHAIZ|D. IWX| 2O Next Hop UPFR HEH. CHR2I3 4= Local DNOIM REEl= IP FILE GTP 91TI8ID cUPFOIM LIS E GTP
TS 7 Merge8iO] gNB2 W'
* UL CL (Uplink Classifier): Inner Bi2!2] ScrIP Si= DstiP S 2.2 E2HW Steering 84501 Traffic filter@ SMFRRE| BF

N3 L
- ot A

GTPU GTPy

GTP-U Packet 1o UE ] GTPU Packet from cUPF

GTP-U Packet to cUPF

o
OTT Portal/CON
‘GTP-J Packet from UE - — GTP Tunnel Header
UL €L DstiP of
Inner packet
“Edge Server 1P @

CON Edge Sarver

JS Lab
https://www.netmanias.com/ko/?m=view&id=oneshot&no=14003
e |
IX. W3E 2HS I SDN/NFV
. = O o2 Tl
RS
% 5G Protocol Stack - User Plane
Application
DN : Data Network RLC : Radio Link Control
gNB : Next generation NodeB SDAP : Service Data Adaptation Protocol
GTP-U : GPRS Tunneling Protocal User plane SMF : Session Management Function
MAC : Medium Access Control UE User Equipment
PDCP : Packet Data Convergence Protocol UPF : User Plane Function
PDU : Protocol Data Uniit Xn-U Xn User plane
JS Lab
https://www.netmanias.com/ko/?m=view&id=oneshot&no=14036
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+» 5G Protocol Stack - Control Plane

AS

o

| Poce

UE NR-Uu gNB

SDN/NFV for 5G

ENB Xa-C ENB

AMF Access and Mobility Management Function
gNe Next generation Nodeg

MAC Medium Access Control

NAS Non-Access Stratum

NAS-SM  :NAS - Session Management
NAS-MM  : NAS - Mobility Management
NG-AP Next Generation Application Protocol

JuNATAI |
| rer |

N2 AMF N11

SMF N4-C UPF

PDCP Packet Data Convergence Protocol
PFCP  :Packet Forwarding Control Function
RLC  :Radio Link Control

RRC Radio Resource Control

sar Service Based Interface
SCTP  : Stream Control Transmission Protocol
SMF  :Session Management Function

LS

UPF
XnAP
xn-C

 Transport Layer Security

User Equipment

User Plane Function
Xn Application Protocol
Xn Control plane

* SBI: Nami, Nsmlf, Nudm, Nnrf, Nnssf, Naus{, Nnef, Npcf, Nudr, Nsmsf, Nudr, etc.

JS Lab
https://www.netmanias.com/ko/?m=view&id=oneshot&no=14036
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IX. #el|l S 2FS ?let SDN/NFV
+ZEEZ /YUE
= Fronthaul
= Mid-haul
= Backhaul
2
8
[+
; | ottty '; | Gt ===
a S1or N2/
N3 interface

CPRI, eCPRI or
Non-ideal
fronthaul

Backhaul (in common use)

RU: Radio Unit  DU: Digital Unit CU:  Centralized Unit

JS Lab
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% Comparison of a Traditional and a Contemporary Base Station

|
Antennas

TMA

Antennas

RF

Remote Radio
Unit (RRU)
- DAC/ADC
« RF Equipment

RF Cabling — Fiber Cabling cPRI

Baseband
Unit (BBU)

Traditional Base Station Contemporary Base Station
+ Signal Processing + Signal Processing

* RF Equipment + Network Access

+ Network Access + Fiber Optic Cables

+ Long RF Cables

http://www.ni.com/white-paper/53051/en/

JS Lab
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& OfX| 1% Bl @

‘AofL{o}= One-Shot | 2019.01.16 Public Cloud/OTT/Portal  Legacy Mobile sErv.scl:I ey OflX] = SHO] IP AMH| AR SHH= X1
Ol & ""@ 0llx| = Local Breakout ZeIE
Edge‘—)-l T A (3) Q / — @ wuus OllX] = £0JAtE ZOIE

IMS (2i8)
Q Q Legacy Moblle Services

Legacy Dﬂlt\ g Telco Cloud
Core Cloud W

Edge Cloud/CO SP-GW UPF Edge Cloud/CO

Core Cloud

AR/VR M

A V2X My
SG ’};:f < ol A

4G

AK/BK AE219) M|
23 0 M

Metro Backhaul
Edge Cloud/CO e

=1y

e N AT

On-Premise

ry
-
On-Premise
g a6 56 ©
e 0 2 . O-uC =
2 & -2 K

J
FHo82t S EH(AD My

JS Lab
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< 5G QoS

The QoS differentiation within a PDU session

Qo flow to QFt Insertion
DRB Mapping PDU Session N3 Tunnel QoS flow
? flow 1
QoS Flow (Non-GBR), QF1 = 6 i ol
4] 7 flow 3
QoS Flow (GBR), OFi = 4. i
E8 1P flow 4
2 ML L
QoS Flow (GBR), QFi = 3 3 o lows
2w |
501 : 5G QoS Identifier sa
ARP Allocation and Retention Priority Resource Type*
GFBR  : Guarantoed Flow Bit Rate Z |51 — Default Priority Level
MFBR : Maximum Flow Bit Rate 28 PDB
PDB Packet Delay Budget 2 & |ARP PER
PER Packe! Error Rate 2 | % raoa Default Maximum Data Burst Volume
afl + QoS Flow Identifier E] Torer || Defaut Averaging Window
ROA  Reflective QoS Attributo S
g RrER * GBR. non-GBR or delay crtcsl GBR

Notification Control
Maximum Packet Loss Rate

JS Lab
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< 5G Traffic Flow

g
ot olilayer oou e |

UE NR-Uu gNB N3 UPF N6 DN

App
Svr

Data Radio Bearer - N3 GTP Tunnel :
ON

o UPF

-

2 Y
G-POU
[
1P packet |

-

Us
| 1P packet
Sec P n Ly FRETN Ditie Srcip
uE App Svr urr || gnn DN: Data Network

DR8: Data Radio Bearer

gNB: Mext generation NodeB

GTP-U: GPRS Tunneling Protocol User plane
PDGP: Packet Data Convergence Protocol
TeD PDU: Protocol Data Unit

QFI: QoS Flow Identifier

Next Extension Header type RLC: Radio Link Gontrol
1000 0101 (PDU session container) SDAP: Service Data Adaptation Protocol
oS Mow identifler TEID: Tunnel Endpoint Identifier
Upe Use P Foncio

osi
App Svr

@ type = 255 (G-POU)

JS Lab
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IX. S 24Z 2/ SDN/NFV

7

% OpenSource Building Blocks For 5G

: Network Data Analytics @ raron

Management & Orchestration [ © o ] [DPEN BATON] [g ECOMP ]

OPEN AIR". | nwEPC |
] [ ::ATE ] [ (3) OPENCONTRA .]

(%
([ ©v8 |(>prok |( @ |
[ 35 ) (iBViSor) (@orev=-)

VIM Management System

OPEN

e

JS Lab
195
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IX. BElE 2FS P2 SDN/NFV

< 5G 20{9| SDN/NFV

« 88 75 FHs A 7lE 24

e 0°
Fﬁ\ SR L
f Enhanced mobile [ 2 ) /Critica|Ma(hineType‘ Smart Vehicles, N
Broadband Massive loT Communication Transport & . &oo|A

J L 7\  \___Infrastructure

~— « NFV
(CDN, EPC, DNS,..)

> + SDN
(WDM, IP,..)

i@ﬁ ))).:f 35@ ; [%‘”“ EE@NR +  Multi-RAT

Ll

JS Lab
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IX. 2| E 242 218t SDN/NFV
» S THZE SDN/NFV MH|AE 2[5t LA AERO|E| &L (OPEN-O)

)

(~G-VNFM2 FM1
vas

Neutrbn
VIViZ interface

oS

oo 1

TIC Core
POP/TIC Edge Tenant Cloud

for Enterprise
= @ " O
SPTN m PEL PE2

hinCPE SPTN g
overlay VLAN VXLAN 1PSec
underlay @RSV ERPLEEGPBVEN ™0 | gend:----+ SDN-O ----> NFV-O
CITHELINUX FOUNDATION (__VIAN ____[_ SPTNMPLSTP L3VPN () @
OPEN-O
JS Lab
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IX. 2l Z 2FS fIet SDN/NFV
K7

e S AlE2| H3} (K| o B ME{{L)

Field Trial
2H 2017

Commercial
2018 -2019

White Box White Box

VOLT Whitebox

White Box White Box White Box |
White Box White Box White Box |

radisys

JS Lab

CORD (Central Office Re-architected as a Datacenter)
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% O|O|EJMIE{{t Sl= S M= A}l: SDN MO 7|, OpenStack, XOS and more

I\
Telco |O|E{ ME{ O}7|Ell A | RESTful API / TOSCA H- - » BEZ&7|8t A&
v
A d
Residential
Software
Stack vOLT,
VSG, vRouter,
VvCDN
% Mobility
L Software
: Voo, vCoN,
> VDNS
3
Mobility
Stack over
Multiple
Operator
RRU S o Mobile
Core
- JS Lab
BBU (Baseband Unit) ~ RRU (Remote Radio Unit)  vSG (Virtual Subscriber Gateway) RAT (Radio Access Technology)
199
Ell I 2 3 =2 OI S
IX. a5 gdE flet SDN/NFV
¢ Trellis is a networking project designed to deliver a standard L2/L3 leaf-spine
switching fabric for datacenters leveraging the ONOS Controller.
[ XO0S
,ﬁ_fﬁESE!E:!F_---------_--------\‘
Other Other ! Overlay Underlay | vRouter | |
Apps Apps | Control Control Control | |
S @ J 5
. = !
4 [ ="~ ONOS Controller Cluster J i
’
z al E
E {)\}e’ 2 Whlte Box White Box White Box (_white Box | E
q_ - p - 1
, v v - - 1
/ * |
‘ E White Box | J [ Wh"e—aa ] [ White Box l [ White Box | White Box White Box \ _
‘\ White Eox | [ White Box White Box White Box White Box White Box = = p—
L I 2 ] -
| o -
@ 04
= -
Access
Links 3
: ___ JS Lab
BBU (Baseband Unit)  RRU (Remote Radio Unit)  vSG (Virtual Subscriber Gateway) RAT (Radio Access Technology)
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Edl — o oOls
IX. Eef|F eFS fIe SDN/NFV
« Edge Point of Delivery
Edge Point of Delivery (POD)
@ Customer’s
Hosted @ Telco or Provider ( e.g., Network Cloud) Premises
Cruiser - Large POD Tricycle - Medium POD Unicycle POD Satellite Rover
B E o m gn & [
oo o3
AR mann | SHEn = =
| | ] - E
En CEp (e e ww EeW, (i TEm . -
= wm mm mm wm w — E
- Ew =Em =wml 1 - - =
== m=m mm = S == =
B =n mm mm mm I
= e e s
! - T DO i | B | ¢ DRt e
f biomeretnai ataatnme- ottt el Bl ri-el il o
T :::; i o — —
[AHKRHIHU
EDGE STACK Source: AT&T
JS Lab
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IX. | F eF S fIe SDN/NFV
« AT&T’s MEC Architecture
+ 5G RAN and loT on OpenStack based edge computing
AT&T's MEC Architecture
[ NFV MANO (Management & Orchestration) ]
/ ™, I
MBB ; Disaggregated RAN \( Disaggregated Core
i i i
= i cu-cp i CCF '
1 1 (]
/ ; e
Cormecias RU - DU 4 CU-UP —— UPF i UPF { Internet
] / 1 /N
\ ! A ! N
Macro Radio  5G E 1 N E
& Small cell Base i Edge ' Centralized |
Antennas Stations E Cloud H Cloud E
1
1 1 [l
RU: Radio Unit CU: Centralized Unit UPF: User Plane Function
DU: Digital Unit CP: Control Plane CCF: Core Control Function
UP: User Plane
JS Lab
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< Usage scenarios of IMT-2020 and beyond (Source: ITU-R [4])

Usage scenarios of IMT for 2020 and beyond
Enhanced mobile broadband

Gigabytes in a second —L_B

3D video, UHD screens

Wark and in the cloud
Smart home/building o play inthe ¢

SDN/NFV for 56
3

-
o | A

-
Voic: _____________________ Mission critical application
Smart city + | Self driving car
Future IMT [
el P

Augmented reality

Industry automation

P

o

Massive machine type Ultra-reliable and low latency
communications communications
JS Lab
http://556ventures.com
| N
IX. &z E &3S 2Tt SDN/NFV
. = O —o=2 Tl
o .
+ 5G Requirements
Families Categories Use Cases
P Vil
* Opwmior choud sevces
p— oy
dense area = 3
——
8roadband 50+ Mbps everywhere
everyaters i e e
g * HIgh speed TaIn
3 :
Z B T Comcen s
>
z - TR
a2 ssive Massive low-costlong-rangeflow-power MTC umwu
Extreme real
il T
communication
e
+ Automatic walic contiolarving
* Collaborative robots
: e e
Uhra-reliable Remote surgery
CoOmMMUNICation -————
M~ iniall
* 3 Comecgur prooss
i
services Bwedcent ot o7
JS Lab
http://www.mgclab.com/
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+» Network Slicing Architecture

Slice pairing
function
between RAN/
fixed access
and CN

NF1 NF2 NF3
o
-

NF1 NF2

=] =1 T
{ NF1 ]
]

Fixed Access .
Slice #2

CN Slice #6

L [

JS Lab
5G Americas White Paper — Network Slicing for 5G and Beyond
205
Edl -I A glAS S
IX. 2| E 242 ISt SDN/NFV
+ Network Slice Examples
CN MBB Slice
(+  Video Streaming Support )
*  MMS Support
* Voice Calls and Features
* Service Continuity
+  Charging Support
« Data Path Optimization
\ J
CN loT Slice
«  Small Data Optimization
* Battery Conservation
g s
. -
- 4
Fixed Access S
*  MVNO Operator Feature Set
ice #2 Operator Specific Charging.
JS Lab

5G Americas White Paper — Network Slicing for 5G and Beyond
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¢ High-Level Relationship between ONAP and Cloud Platforms

. a high-level relationship between ONAP, CORD and other cloud platforms

!

Other Clouds,
Orchestratol

such as OpenStack.

i

E\:C)@D)j OpenSta

JS Lab
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+ ONAP (Open Network Automation Platform)

+ Open Source ECOMP + OPEN-O joining forces

+ Collaboration across providers, vendors and ecosystem with a
coherent framework for Automation - Design, Orchestration,
Management & Policy

©.ONAP

|

Cﬁ %) OPEN-0

ECOMP

|/

CTHELINUXFOUNDATION = (o,

WWW.onap.org
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« A Growing Ecosystem — ONAP members

of

amdocs S AT&T Bell © © faen

]
ciinaTeLecom CISCO

- PEBHBS

> o CHINA MOBILE

E ’ QEHSAEPACEE sm E ( lnte'
ERICSSON HUAWE!

M mamnara VIMWare  /ZTE

ARM Qffafid CANONICAL g B B HIC Mewswun  maisscom

rlurdhsea

JS Lab
209
IX. 2| F 4SS 2/ SDN/NFV
++» ONAP has adopted a 6 months release cadence
2017 2018 2019 2020
g Amsterdam
£
z
< Beijing
Casablanca
Dublin
El Alto
Frankfurt
JS Lab
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* ONAP is deployed using the ONAP Operations Manager (OOM)

+* Requirements

* 14 VM (1 Rancher, 13 K8s nodes) - 8 vCPU - 16 GB RAM
* 160 GB Storage

* 1 Rancher VM that also serves as a shared NFS server

* 3 etcd VMs for the Kubernetes HA etcd plane

* 2 orch VMs for the Kubernetes HA orchestration plane

*,

o

”oe

©
wn
5 * 12 k8s VM s for the Kubernetes HA compute hosts
>
£
z
a
Software Version
Kubernetes 1.11.2
Helm 291
kubectl 1.11.2
Docker 17.03.x
JS Lab
https://docs.onap.org/en/casablanca/guides/onap-developer/settingup/index.html#installing-onap
211
El -" 2 3 k=2 OI S
IX. a5 gdE flet SDN/NFV
% ONAP SDC, SO Orchestration and Monitoring (01l
ONAP
SDC
2
.5. ONAP Service Orchestrator
z
e 2 Clustering - Kubernetes 3
Cloud POP [ Cloud POP
) )
ﬁ a ﬁ Clustering Kubemetes Clustering Kubernetes ﬁ ﬁ Eﬁ
Edge platform Akraino Edge platform Akraina
Kubeless is a Kubernetes-native serverless framework
Kata Containers is an open source project building extremely lightweight virtual machines that
seamlessly plug into the containers ecosystem.
JS Lab
www.akraino.org , www.starlingx.io Service Design and Creation (SDC] Service Orchestrator (SO)
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SDN/NFV for 56

« A Growing Ecosystem — ONAP members

amdocs < AT&T Bell @

cHinaTeLtecom CISCO

‘E?CFQ‘Ha al ]

PEBHEE
CHINA MOBILE
- - .
’ QEIBAEPAEEE s,'é E |ntEl
ERICSSON HUAWE|
Tech
maminara  VMWare  ZTE

UnicommETA

ARM flaftd CANONICAL g B (“‘ H3C Metswich  maisecom

rlurdhsea

JS Lab
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++» ONAP Architecture: Unified Platform, VNF Onboarding, Fully Automated

Platform, Agile Operation, Support 5G/loT Evolution, Improve Customer
Experience

E - Services BSS / 0SS Big Data

ONAP Architecture . > .

g ;

3 ONAP Portal |OPperational Dashboard External Data Movement & APIs

s Functions OA&M

z Operation Active & Available Service

2 Design Functions Adminietration Inventory Orchestrator
n & Maintenance

Common Services, Data Movement, Access Control & APls
Recipe/Engineering
Rules & Policy . I
D Distribution Data Collection & Controllers
: Engineering Rules
Analytics & Inventory
Service Design & Creation
Policy Creation ONAP Storage
Controller Compute
Analytic Application Design Networking
CITHELINUX FOUNDATION
JS Lab
www.onap.org
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IX. ElE gBF= flet SDN/NFV
% OMSA - ONAP Microservice Architecture
(Emreec: in)
¥
£ |}
g Orchestration
H { External API Gateway ]
£ )
] |
A e
] [ Service Discovery ]
3
: g KB @ == 0 i
8 2 RPC §
ﬁ : 2 5 o HTTRISON ., 7
2 1> GRPC/protobuf ®
8 i
@ i
H ADF
L Monitoring
Async Message Bus m
5 Logging
E [ cContainers Jl  Clouds | =
il mee & Qe w '
g AKVM —
H B2 Moo
JS Lab
Note: this diagram is a functional view of OMSA, which is not mapped to specific projects
215
Edl -I 23 2 9oO|s
IX. EellF EE8S flet SDN/NFV
+ 5G Radio Access by ONAP — Network Architecture
ONAP ONAP
Management - Design Management - Runtime
56 .
=S I I | |
. i
% = igi | Macro Radio
= | & Small Cell
i Antennas Disaggregated Core
= 1 56
= e o % i C(([ﬁu’ ) Base Stations UPF SMF uom AUSF
)2 i —
1 HEEEEEE
D Centralized —— INternEL
RU Cloud
BaCk Hau' External Content
| Front Haul Mid Haul
: Goud
! RU - Remote Radio Unit UPF — User Plane Function
! DU - Distributed Unit (5G Base Unit) SMF — Session Management Function
CU-UP - Centralized User Plane UDM - Unified Data Management Function
CU-CP - Centralized Control Plane (low and high) AUSF — Authentication Service Function
=
TITHELINUX FOUNDATION ©.ONAP
JS Lab
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«» Components for Edge Computing (Edge Computing POC)
< BRREEMHN<T

+ Components
> Edge Cloud
« Edge Controllers
v Physical Provisioning: Ubuntu MAAS

v Application Provisioning: Ubuntu Juju

SDN/NFV for 5G

v Orchestrator: Kubernetes
v SDN(Software Defined Network): Flannel
v Monitoring/Alerting: Prometheus, Grafana

* Container nodes
v GPU Server

v" General Purpose Server: Intel and ARM Server

JS Lab

VitrualTech.jp B AR B AT R it
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+« The Akraino Edge Stack code is contributed by AT&T and Intel
Corporation:

Akraino Building Blocks - Proposed

Declarative
Configuration

e Application and APis APIS
Applications & VNFs

Al Tools box

Edge Cloud(s) i Akrino
n APIs i Upper

e = e .| cous |
5 ightweight Edge App - i| Ufecycle |:
8 ; Orchestraion Orchestration i ools
z [ . S i ETE Operations tools
2 V Orchestration NFV & Domain Specific
2 Orchestrator ETE Security tools
cco b A L
 Edge Platform Infra Orchestration
{ Software Storage i ]
Network Control Plane g (Inventory)
Network Data Plane t’;h‘” H
(Operation System cm:: +| ETE Testing Framework
- ekt SescsoRsRbotTa S, ety Lifecycle | (infra, UCP, VNF, App)
Network Edge Cruiser Tricycle Unicycle i
: =EEE = = ; FING
s e oo 1 (M/W Orchestration
Documentation
EDGE STRACK =
Source: AT&T
65618 13
. — — . — JS Lab
www.akraino.org , www.starlingx.io Precision Time Protocol (PTP) Time Sensitive Network (TSN) Protocols
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= ETSI2| MEC (Mobile|Multi-access Edge Computing)
= OpenStack Foundation2| ‘Edge Computing Group’
= Linux Foundation®| LF Edge

> ETSI

M Edge Computing Multi-access Edge Computing (2017)

SDN/NFV for 5G

» OpenStack Foundation

4 3\
Massive distributed Fog ED?gtﬁg\fJ?esj'vely Edge Computing
Working Group Cloud(FEMDC) SIG Group
(2016) (2017) (2018)
| J/

> Linux Foundation

Akraino Edge Stack

LF Edge . EdgeX Foundry (a common open framework for loT edge computing)
. Open Glossary of Edge Computing
(201 9) . Home Edge Project

EVE (Edge Virtualization Engine, open and agnostic standard edge architecture)

JS Lab

IX. 2dlS gBFS flet SDN/NFV

< 2|52 YTt (Linux Foundation)
o SUAQ ST HEAS2 YT LELA TZHEO M &S

= LF Al Foundation (2! 3%|5)
» LF Edge Foundation (0 X|)

" = LF Networking Fund (2 242 4 E2|Z)
é * Hyperledger (224 2l)
CILF A
LILFEDGE
—]LFNtT\/\/QR<H\JG
220
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[

2|5t SDN/NFV

SDN/NFV for 5G

< 2|52 YTt (Linux Foundation)
% LF Al Foundation (21 &X|5)

= HAZHO|OIE X2

. EuEE
LILF A
J-amdoes = AT&T Bai‘cfh"ar; g gyé wvovo ciena = L
ERICSSON I

NOKIA .r'I-'IEzch'll}ndra

Tencent it 2 T E

JS Lab

ZX: https:/landscape.Ifai.foundation/
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IX. 2= 2dS

[
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SDN/NFV for 5G

% Cloud Edge Computing: Th= H|O|E{IE] 2C} 2 <|0|

< Akraino, Airship, StalingX (&)
B E2a

+» Killer Service Solution

OpenStack
(ZE 71

A airship

A/
/‘STARLINGX
\

J

AEUGE STACK
N Y

Linux Foundation

(Use Case 89|,

Integration, 23

JS Lab

Z X : https://wiki

org/wiki/Edge Computing Group?fbclid=IWAR3GNTB5 210J0-SvaGsmhCC2jhLxG9IX-ISt021v-mIfG-TxsR7jiPtrM80
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& 2UX|2 A|AHI(OSS)2| O/2f (E2IRE U|O|E|E3t )

o REAA (0): Open sources like Linux, OpenStack, KVM and others
coming from the IT cloud platform, are becoming the foundation for a
telco cloud platform based on network functions virtualization (NFV) and
software-defined networking (SDN).

' ' |
1995 - 2012 E 2013 A 2014 | 2015 1 2018-20
] [ ' | ——
- ' i L
§ - x:m&.'f-'o : 7 i mmom : | Open Source Led
‘g§ 2001-2002 i .ﬁ-ck"""" i;an2018 1 : :‘:DNAP
s E 2Q2013 : i _: | -
g 1 i i 392015 open ROADM | Standard Led?
] i H { oryae i 102016 [ | -
L ! i 1 302015 1 o ©inio
Lt ¢ i ' N viste P 1 3
E TE & ! *-0OPNFY OIHAN(] | Cloud Native?
33 2 | 102013 | 402014 | 102016 | &
SEp i H onos 1 @ 1 ki
i - i lesho EE i 578 monae
5 ‘: M_ﬂi | 202018 102016 %ON.LAB H N A‘
............. L X
q 08 e | © i B @ |
b @ rk : .
g % 2005 2009 ("% "J0o013 | 202018 190006 mo?a 102016 | : Microsoft Azure
o AKVM g . nm. H 4 =~ : | @WS Google Cloud
1996 2007 2010 | } t 302016 | 19201 ! 1
S Lab
https://inform.tmforum.org/features-and-analysis/2017/03/open-source-future-oss/ ONAP(Open Networking Automation Platform)
223
Hg 3 242 18t SDN/NFV
0 = A C}jo E: i o
< 2|52 XHThe| o x| of7| X =2 H E H|ot
o o al o] 3 I o
<+ SHAL 7|X| 5 U 7|Y &8 API H|E S& AME (A)
< Akraino Edge Stack: AT&T 2} Intel &| ot
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr : B Akraino Chest
Edge Cloud(s) | Akraino : [Ecoonrmion ) |
imegannAPls i1 Upper H
| Cloud H Al Toolsbox
Lightweight Edge App Study usage of MuhlIeEdgeX/EVE vs || Lifecycle H
7777777777777 Oebeiegemmes @ EchanceoNar ] Tools i | ETE Operations tools
777777777 Ngvﬁgo 59«,; - , Distributed Mgmt. i =
e CLYYERE) (ONAP/3rdParty) Components | i|_ ETE Security tools
Infra Orchestration . Narad
Storage : (inventory)
Network Control Plane i| Airship - H —
Metwork Data Plane o= i| under : i P ]
Operation System i| Cloud 1 =00,
2:2| Uifecycie |0 | | OPEASEack Tempest
: PINC
I 1| _(N/W Orchestration)
*Tobe : S
ontributed Documentation ‘
to Airship
.. Cinux /5. ARRAITD
[ -new | Upstresm Future release L !'LIJNNDAHOXN P A JS Lab
a

ZX: www.akraino.org
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COMAC

(Converged Multi-Access & Core)

e

MOBILE I

Core

BROADBAND \

INFRASTRUCTURE
———T

Next-Gen SDN oOoOMmi—

JS Lab

COMAC(Converged Multi-Access & Core)

225
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< o=l AIAEZ 0] LM W 1 (0: StarlingX)

A/
ASTARLINGX

OpenStack Components

£ o o e e £x,

olemetry
New StarlingX Services a

Infrastructure

e Orchestration
o
o
Configuration Fault Host Service Software
Some of the Open Source Building Blocks Used by StarlingX
[ Kubernetes ] [ Ceph ] [ Collectd ] [ libvirt ] [ QEMU ] [OPQH USWi!Ch] [ DPDK ] [ SR-10V ]

JS Lab

ZK: https://www.starlingx.io/
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o I_'ll-g- Holluu‘l _T'_E:I Reference ‘u_é'_l-g-

+ Optional Reference Services

E Il B E X F l] |.| H I] Fl T Enabling tiered loT deployments with many types of edge devices.

3 ;
8
E Linking Devices Fog Servers —]
E So
§ e
E e Anah
(r\.b 4mm oata
Edge Gateways Intelligent % R edeseies
Edge Gateways ﬂ "
i N
o ®
=)
(==
Embedded Device Services
JS Lab
ZX: https://www.edgexfoundry.org/about/
227
Ell S7d 2 O|S
IX. a5 gdE flet SDN/NFV
< el 2|Y LEAA TR2HE Y I A(0) ‘Airship’: a collection of
components that coordinate to form means of configuring and deploying and
maintaining a Kubernetes environment using a declarative set of yaml documents.
More specifically, the current focus of this project is the implementation of OpenStack
on Kubernetes (OOK).
ARCHITECTURE
2 e e
= e
[+
2
L',‘.".‘.‘-jo —b
=
===
=P
= )
.
JS Lab
Z7X: https://www.airshipit.org/
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% LF Edge: B|52 Z{THO| 20199 18 A|ZtSt Z2HE
+ 60 members, including Arm, AT&T, Dell, Ericsson, IBM, Intel,
Huawei, Red Hat, Samsung

< 2E| Z2HE:

= Akraino Edge Stack

§ = EdgeX Foundry (a common open framework for loT edge computing)
% = Open Glossary of Edge Computing
& * Home Edge Project
= EVE (Edge Virtualization Engine, open and agnostic standard edge
architecture)
LLFEDGE
AKRAINOD HOME OPEN GLOSSARY
EDGE STACK EDGE OF EDGE COMPUTING EDGE usERrIéllfIa]LE\zmmn
EDGESXFOUNDRY
JS Lab
ZX: https://www.Ifedge.org/
229
= = (=] =~
IX. 2elZ 23S fIet SDN/NFV
& 2|52 T THe| off X HH Z2HE
= Standards (£ )
= Ref Arch (2| IZ{ H A OF7| EIA)
= Ref Implementation (&2 2{|IT{ H A
' L JLinux
2 = ® foaosten Standards & Orgs for Edge
§ " oran
@ Carrier o Data ”_ Wiarcomnedt
WOTE T~/ @ romosh \\ o
e i @ﬁ‘é?ﬂ.}[ﬂ WONAP  Core LECC
\of- #-opnev =
H ) / loT Alliances &
rONec ¥ i Cloud Consortiums
Enterprisé~,
- A & llOT @ bl
¥ | i EDGEXFOUNDRY
JS Lab
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SDN/NFV for 5G

+ The Status of Open Source for 5G (1 of 2) - 5G Americas

Infrastructure

Infrastructure

Infrastructure

Access
Network

Core Network

Management &
Control

Management &
Control

Management &
Control

Hardware

Networking

Operating
System

Radio

Wireless Core
Network

Networking

Virtualization

Orchestration

High performance at lower cost by
programmability and specialization of
tasks

Fast rate packet processing by
acceleration techniques

Enabling white box use in carrier grade
networks

Implementing 4G LTE and 5G Radio
Access Network for NodeB and/or User
Equipment

Implementing 4G LTE EPC and 5G NGC

Carrier grade packet processing and flow
control

Abstraction of general compute resources
to be shared across multiple applications
and logical networks

Frameworks for describing dynamic
function and network deployment policies
with specific performance characteristics

Open Compute Project: https://www.opencompute.or
P4: https://p4.org

DPDK: http:/dpdk.org
VPP: https://fd.io

Linux: https://www.linuxfoundation.org/| ux/
Berkle Software Distribution: http://www.bsd.org
Disaggregated Network Operating System: https://www.danosproject.org

openair5G: https://gitlab.eurecom.fr/oai/openairinterface5g/wikis/home
O-RAN: https://www.o-ran.org/

openairCN: https:/gitlab.eurecom.fr/oai/openairinterface5g/wikis/home
M-CORD NGIC: https://software.intel.com/en-us/articles/an-interactive-
demo-of-the-next-generation-infrastructure-core-reference-
implementation

OpenDaylight: https://www.opendaylight.org ONOS:
https://onosproject.org

Open vSwitch: https://www.openvswitch.org

M-CORD NGIC: https://software.intel.com/en-us/articles/an-interactive-
demo-of-the-next-generation-infrastructure-core-reference-
implementation

FD.io: https:/fd.io

OpenStack: https://www.openstack.org
Kubernetes: https://kubernetes.io
Docker: https://www.docker.com

Open Source MANO (OSM): https://osm.etsi.org
MEF Lifecycle Service Orchestration (LSO):
XOS: https://www.opennetworking.org/xos/

JS Lab
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SDN/NFV for 5G

+ The Status of Open Source for 5G (2 of 2) - 5G Americas

Management &
Control

Management &
Control

Management &
Control

Management &
Control

Management &
Control

Management &
Control

Management &
Control

&

Automation

Modeling

DevOps

Testing Tools

Analytics

Al

Edge Compute

Control

G ity

Frameworks and middleware for enabling
Orchestration and Management tools to
configure general compute and

i via virtualization

layers

Modeling tools and languages for defining
function and network services for
deployment used by Orchestration
Frameworks

Software development methods to
automate process of building, validating
and deploying workloads into NFV
environments for service agility

Data streaming protocols for continuous
analysis of the service monitoring

Framework for use of Al in Network

Open source software for Edge

Security framework for Virtual network
infrastructures

xRAN: http://www.xran.org

ONAP: https://www.onap.org
Ansible: https://www.ansible.com
Terraform: https://www.terraform.io/

TOSCA: https://www.oasis-

open.org; home.php?wg_abbrev=tosca
Judu: http://jujucharms.com

YAML: http://yaml.org

YANG: https://tools.ietf.org/html/rfc6020

Elasticsearch, Logstash, Kibana (ELK): https://www.elastic.co/elk-stack
Consul: https://www.consul.io

Etcd: https://coreos.com/etcd/

Jenkins: https://jenkins.io/

Puppet: https://puppet.com

Chef: https://www.chef.io/chef/

Apache Kafka: https://kafka.apache.org/
Apache Spark: https://spark.apache.org/

Automation https://www.acumos.org/

Computing https://www.akraino.org/

SHIELD: https://torsec.github.io/shield-h2020/about/summary.html
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IX. Eel|lF 23S ?let SDN/NFV
+ SECURED and ETSI NFV
«» SECURIity at the network Edge
.~ ETSINFV SECURED
S BAcuton refersnce “Other releronce  —Wtain NFV roference | aacution refssence points Other refemnce poiets  Main NPV reference points
points points Os- ponts
NFV Management and
. oss/mss Orchestration (MANO) v{‘ 055/855
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st | | e | | eus I vﬁ.;._ ! 2 r b [
= ez 3 S — | e h & > u N m
w1 [wz [ | _vom TR MGMT | [ e B o | [CTaMGnT| || || convalier
e —T |-
NV | & uthenticaton
Modve
vl || vimaal || viensl T o ] l iz U
Runtime | | Runtime | | Runtime v::" | magen |
e Virtualied | ] VO MR " AR
w-mu::,.. 'F::::‘\:::;f v I 7 [nasgent || vt 7 [{[Crcrmencer
‘ ""M'L""'“- LT Vs Storage Wetwork
- e e w;;“[[n = -
JS Lab
https://www.secured-fp7.eu/
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Samsung Electronics (KR)

Huawei Technologies (CN)
ZTE (CN)

Ericsson (SE)

QUALCOMM (US)

LG Electronics (KR)

Intel (US)  p— 290
Sharp (JP) S 4GS W 5G Patent families
CATT (CN) e 35

Nokia incl. Alcatel-Lucent (FI)

InterDigital (US)

0 200 400 600 800 1000 1200 1400

JS Lab

www.iplytics.com (2019)
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IX. S 24Z 2/ SDN/NFV

+«+ 5G Cellular Network Architecture (mgclab)

Equipment Provider

: i z i
¢ Control Plane } % 7 § Pollsl::sand :
| | ——— 3

! % i i 3 =

H : : Control Plane -

¢ |[Management | i : Southbound APIs (including P4) 1530 Botsnong e

B Em |

! et : ! Cwa Q

: | i i N o= | g

1 IB— ety = | §

E : ] L] 1 T e i

i - Data Plane f g

H H : Hypervisors 3

¢ Data Plane : z

i bl (01 z

i | <

i P =

i - Network

-'Muﬂmed Cellular Network—————

The ARBAT architecture.

JS Lab

http://www.mgclab.com/
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+ 5G-Ex: Use Case for ALTO protocol [RFC7285]
+ Multi-domain Orchestration

+ Leveraging the Application-Layer Traffic Optimization Protocol

Server Front-End
* OPEN

ALTO GpenDaylight

Server Back-End

@neoy

Neodj Graph Database

Comain Orchesgxor (50) 5 | ComanCrehcaraor (001 Domain Orchestator (20) i
AS1
80Ex Catry Potnk s 7. Mdescaca: = AS3
e 5o = s o 651 s
T = = = =
Md0 TP 4
a0 TP 1 MdO TP 2 =—T
o =
o s =
JS Lab
Workshop pre-I[ETF - CSBC 2018
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SDN/NFV for 5G

EDGE & CORE

ation CO
nce Architecture

IX. S 24Z 2/ SDN/NFV
% OlFllo| 5Gg ol 3t E&

CAPABILITY ENABLERS

ng libraries
er Ethernet FPGA

Visual Cloud (VCD)
Libraries

JS Lab
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SDN/NFV for 5G

MEC Connected Cloud and Network Nods

NES API

nes Ap JRI Nes api |

ETSI MEC Mp1

Network Ti
Services (NT'

Virtualization

Nowticly Management

=3

=3 N

g P Hardware abstraction - Logical ports
Data Plane Development Kit (DPDK)

Non-
MEC
Apps

Interface d

Hosted
Services

provgh

Local Breq

foutfLER)
——

vFixed vEdge
Edge Core

Intel
SDK/Reference

{Roadmap)
Telco Edge Cloud Orchesiation. ... .
and Management :

Orchestrators
EETT

Domain
Orchestrators

VNF Managers.
(Service Orchestration)

terfoce thmugh LB

Windriver OVP(TIS)/CentOS 7.2 - RT Kernel | — ,,,,,,.,;m,. ;J
- -

SSYA
. OEMIEI ck
nStas
Intel® Architecture Ingredients /
JS Lab
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. AZEL0] He|

. 7HabEQL StRE MH|A
IV. SDN 742

V. NFV
>
VI. u{(0] / HCio|
VII. SDN #& J|=
VIILEZIRE HEY3
IX. 2eF tFS 28 SDN/NFV
X. #e
“ BE£: OpenFlow
< ASuA (Bkx)
JS Lab
239
-
X. 22|
< 5G| ZLHZt SEHo/E| =&
< S OF7|H X MSAQ} EA| 7Hs AH|A
O|X| MH|2 2 X535}
« UNF ZH/EHE 1S 74 7|8 2 Z2 M4 74
SDDC 27| AE2|0|H: . MHAY 38 1N
Oflx| 22f, ZUE Y, MH|A/2 Y XS0t - HEYI 2o|of X MH|A £ 2LEZ U HE XSS}
2
8
z
Z
&
Ol x| MH|A HE| Tf7| Y
« O|X|22{ 2 =8 HCI (hyper Converged Infrastrcture)
« 7H43H(KVM) / ZAH O S 2l=at)
|
OIX|: 22 E Cho|Lt) MH|A
« MH2 XS FEY HES HERY)
- E2fmol wet HES 8/ A Z Scale M Of
- - - JS Lab
MSA(Micro Service Architecture)
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X. o

% Technical Gap
% Pain points for commercial slicing (by Samsung)
< 02| All IP 7|%% H|0{ > SDN/NFV 7|t X|of

o Inter-orchestration
CN Orchestration Transport Orchestration system interface

Orchestration
(Network Splicing)

SDN/NFV for 5G
i§
1 "\
J

Enterprise
Customer (or Sl)

- Fixed Line Slice

Potentially multiple other network
slices per network customer

One (or more) 5G slice per
enterprise customer
JS Lab

RAN (Radio Access Network), TN (Transport Network), and CN (Core Network)

241

> HE| 2EtRE HE| 7Ig 2R

Hr

1. 22} E 22| E38 E: RedHat ‘Cloudforms’, IBM, Right Scale ‘Cloud Management,
VMware, Mopheus, SCALR

2. O E2|#|0|M E8HE: RedHat ‘OpensShift’, Rancher, Cloud Foundry, Kubernetes

3. XSS/ A AERY 0] B8 E: Teraform, Cloudify

INFRASTRUCTURE CONTAINER APPLICATION SOFTWARE
PLATFORM PLATFORM
(laaS) (PaaS/ aPaaS)
OpenStack Kubernetes CloudFoundry OpenWhisk

vSphere DC/OS OpenShift Fission
Azure Stack VMs Docker Datacenter WaveMaker RAD Iron.io

SDN/NFV for 5G

AWS EC2 Heroku Lambda Salesforce
GCE PCF GCF Oracle
Azure VMs Jelastic Azure Functions SAP

HOSTED

JS Lab

tps://dzone.com/articles/iaas-vs-caas-vs-paas-vs-faas-choosing-the-right-platform
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< HE| S22 E 2| 7| 27 4 HTHH
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oy,

BELE 7|8 MU AE $
Thast 87 0% E BUIE

Storage
Issue
Data
Lpeality
[ .

X. &g
< 222E HO|E[H O}7|HIX ‘CNA HA 2/

St K8s Based Platform
225 29 HiA

Server2Server
Overhead

]

Dynamic POD
Operation

Multi CPU
process

Container Root
Privilege

2hal M
Fhal K

Hofn e +2 sppc 21Z2 AS

JS Lab
245
X. 22|
< Declarative(1 21)&= £ (What)2} {2 | (How)E =2l
% Declarative(M )= 22 (What)2} 27| A E&|0|E{(How)E H2
< Model2 Orchestrator0f] =%t HEE YHHQI HAMOR XH|F
- 3
1. No Coding2| OH=
2. RAAEY0|E Mg SYUX
3. Th=HH 20 7}53 7138 &1
4. A= 7HX|et £2 M0 HS
% 0f|: TOSCA, Docker Compose, Kubernetes, HOT, CloudFormation S5
JS Lab
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SDN/NFV for 5G
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SDN/NFV for 5G

open standard: (Topology and O jon for Cloud

2020-01-25

174



oG AL =l SDN/NFV

X. o

< HZE TOSCA 7|Ht @A AERO|M (AN

Customer g Allocation
Inventory | jAE——s ‘ Analytics { | Policy
[ ] v v HZF TOSCA 7|48t
. y QAAEDOIM
2 Operator Specification (TOSCA, Yang) OS?S.HAIE gég
z
2
> RESTful API
a / TOSCA
Residential
Subscribers ‘ vRouter
| OpenStack || ONOS | Monitoring | vCDN |
JS Lab
249
-
X. 22|
< BETOSCA LT HE QEAL A ARIA
1. R2AAER0|M0] Tosca Z2atY X| 212 2|5t python EI0| E 2|
2. TOSCA OfZ2[A|0|¥ 4 d S 2IBt spk
3. CllTools: 2HIAEH|0]4E 2| ToscA HER
3 £ ) CLOUDIFY
'5 Uses ARIA for TOSCA orchestration
z TOSCA Spec
= Definition 4 ar
& / f/'
~ _ | S190] HI2t - Telco 22FLE2)
\ ! @ OPEN-O End-to-End @7 AEa|0]41
TOSCA Spec
Use Implementation %i\ Uses ARIA for TOSCA orchestration
Cases .é. A \ — Haria
& Models ‘-‘
\ AT&T2| ECOMP (Enhanced
“| \ :!:DNAP Control, Orchestration,
Management & Policy)
| Uses ARIA for TOSCA orchestration
| By L
\1 _A aria Others
IS Taw
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X. &2
< 2L =gt 79 24 2 Kot
. SDDC £428} 2% 24: WEY, 252X, HEYI, B, APl B
+ 22IfE 2% 22: Images, Builds, Registry, Container Host, CI/CD
"-__-_-__--____-_..._---_-__--__-_-_h’\
’ o HFTO|E{BAE oz \
. '#’ SHREEE 8L \
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\\ isolation Logging Ll L access ;:sl;:: #
JS Lab
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-
X. 22|
< 2EIRE Q=2 94 HOt
< CNA 7|8t CHA['E Bt X1 &3} A (DevSecOps)
+ Images, Builds, Registry, Container Host, CI/CD 8| LEAA EJE
A HE moF g2 HE
g o®w @ fﬁiaégﬂeter 22 Nlexus ‘_\ Istio
> Jenkins e - kubernetes
% DevSecOps Code — 7}X|(Value) / Availability(7-&’d)
Source Test & Artifacts .
D)
DevSecOps Code — X12[d(Trust ) / Xt Z(Confidence)
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X. 2t

o MHA A 22 £8 HA

+ Sidecar Design Pattern: 22E| L|& CB, LB, SD L{%
« MH|A HAI8 QEAAQI CNCFQ| ‘Istic= M Z3} Telemetry M3

-

CNA (Cloud Native Architecture)

Micro

Service- o T

e H

T '
! '

Yoy
Kubernetes / Service mesh i

2 X E9)|0f Ho| 50| E{ M E{ (SDDC: Software Defined Data Center) - 7}t S}/H{| O | £t

SIESNO AM7|E =8 HA (GPu B MH /1B /Ha/ AEE|X| /HIES )

Circuit Breaker(CB), Load Balancer(LB), Service Discovery(SD) JS Lab

253

X. 2|

% Tool Deployment

« ZAE L AX| (On The Host)
« o LH EX| (In Container)
o &3 Mg #HH 0| (“Sidecar” Container)

User
-
node:6 | |openjdk:s i . punt record -8.= ‘o 'L%’:%%A
I 1 |
Kernel | | 1
perf_events User
.i. Elnbuntu:uniaL
On The Host node:6 openjdk:8 | |ubuntu:xenial # perf record -G -
| | i
1 1
bt Kernel | |
node:6 | |openjdk:8 e ubuntuzxenial A I
\, et s7| “Sidecar” Container
I 1
Kernel 1 I
perf_events I
In Container

JS Lab
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< Istio

«» Service Mesh — Sidecar Design Pattern

Customer Microservice Order Microservice

. l.; Ul Layer P Ul Layer
= . - = = . ™
K] Business Logic Business Logic @
@
g Web Services Web Services S
> a
2
n Application Localhost calls Application Localhost calls
e hittp:/flocalhost/order/processOrder a http:/flocalhost/payment/processPayment
5= Network Stack s e
= H &
B Microservice g § LB SD ] SD g
: B H
CB = Circuit Breaker Data Plane & @A * Router % A a
LB - Load Balancer
SD - Service Discovery ﬁ 9
Control Plane will have all the rules for Routing and
Service Discovery. Local Service Mesh will download the .
rules from the Control pane will have a local copy. Service Mesh Control Plane
JS Lab
https://github.com/meta-magic/kubernetes_workshop
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X. 2|

¢ 2EHRE YIO|E|E MH|A HIA] B2 =T “Istiof

+ Service mesh is a network communication infrastructure layer for a
microservices-based application.

= @@ kiali

Graph ®
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X. &z

% Correlation IDs over Physical Infrastructure

——
Al traffic that goes back to
fabric (to bare metal)
must traverse DC WAN routers
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1 { ) (]
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X. #e|
% Centralized logging
(" Al traffc that goes back to
fabric (to bare metal)
must traverse DC WAN routers
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X. &z

“ monitoring

AppDynamics

" 61 12 " L R I - - ‘a

EE X EN NN NN

https://www.zdnet.com/article/appdynamics-launches-analytics-collaboration-tools/

259

X. &
~ Sg el Ee
< HE| 2212 E (Multi-Cloud): o121 7§ 2| O Z2|7|0|4S 2|5l 0] 24
2249 C MHIAE AE
< 60| H2| = F22E (Hybrid Cloud): StLES| O Z 2| 0| M (A{H|2)0] O &
E 31 Z (Public, Private, On-premises)0f| &2
OVERALL CLOUD
...... USAGE
‘ 45% of workloads today
60% in two years
Source: 451 Research, Voice of the
Enterprise: Workloads and Key Projects,
Todav (n=443) In Two Years (n=450) Sl s
I Ao
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d]

X. 2t

> 2ER Lol A% XHA THel= ZHolY
< ZdE|o|{ KOt - Application Container Security Guide (NIST)

+ NIST(National Institute of Standards and Technology) £'& 37l ‘800-190’

o
- eo|Lfofl ofsH H¥W 5= of S 2AI0|H X| A2 ME2 SHO| L, HH, X HSE
fl8i =x2| 29¥ -.“-'_-2}2} 71& X2l & 2IsH 2tsfof g

§ - H80sHCHHHO|L HE SAE 057t B2 EHS 54 ¥ 4 20 Al82
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J +E2 50lE F7H@olE 5|2
« HO|H M & F|ofat2| =15 AHE3I0] o[ 0|X| K22l Heot 23}
« SIEQIOf 7| MRS AFRL S 7| R 43 Hetdl:s WS 1
« HOIHE AMS= 40| 1 E ALE
JS Lab
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X. &g
o HOLEE M 2A2E 75 (32| o)
1. ISO/IEC 27001:2013
2. ISO/IEC 27002:2013 tematondt @
Organization for s
3. ISO/IEC 27017:2015 Standardzation ey
@ 4. sSOC1/s0C 2/s0C 3 . NIST
L 5 National Institute of
: 5. NIST SP 800-53 b
2
2 6. PCIDSS
KEY SECURE CLOUD DESIGN PRINCIPLES
n Protections to enable trust
2| 2§ 9I Afch ; . Delegato or Federated Access Securing the Telco Cloud
T (PR HAE e oiE) June 2017 @ OPNFV Summit
Cross Platform Capabilities - = wee Min
e 5 m’“ (:‘”:';‘g;:l;ol) B ggn‘::/‘p:Ie Tlgch%ologist
B APAC Office of Technlogy, Red Hat
N'mv ("%, B2, 518Y) Elastic, Flexible, and Resilient, Abhilash S V
(FEIHUE x|9 £, 98, B Clouda;olution Architect, Red Hat
Apotzabon, Adminmiatons |
Auditability ~ Multi level protection- Network,
(D, 215, sk, B2, A ) - nappices Becaly
(CEEHA| XPSHYIE Q)3 O, OjEE|H|0|M Boh) JS Lab
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X. &z

+ Open Security Controller Conceptual Architecture

Orchestrating security policies with network provisioning across multiple virtual

environments
LTI Security O
| | | | Management l— _—I
. . it —
Security Centralized management - -— P
Function and separation of duties Virtualized Security  Virtualized Security l Physical Security
Manager Function Manager Function Manager Appliances
Security Security service automation D = D . 0 L L]
i b = | 1 1] |
Controller and orchestration - L L]
Security Functions  Security Controller VIPS, VNGFW, Distributed
Catalog VWAF, vADC Virtual Appliances
. o SDN SON MANO Network virt.
Virtualization Abstracts compute, storage, »
OpenStack* - OpenStack* Compute virt.
Infrastructure  and network i s penstae ?
e EHH EHH EHE EEH
Data Center A Data Center B Data Center C Data Center D
JS Lab
X. 22
. [ -
o - - .
+«+ Open Security Controller - Microsegmentation
g I — s
Firewall/IPS
J U
Provision virtual HR [ Accounting
security functions Software Saftware Software
" v ol g
afr CPEN SECURITY ’ ‘ ’
o & . CONTRCLLER i i i
3 wes WEB wes
Wy ¥
i App op
w ¥y
Dotabase Database  Database
Micro Micro Micro
Segment1  Segment2  Segment3
OpenStack
Environment
JS Lab
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X. 2t

+» TOSCA Concepts
1. B2 el AAERO[E|
2. QHMNE pHld 7|4t (java like) :

HOZo2ZMN FE HEALH

144

SDN/NFV for 5G

2 Ho|
AIABO0| 2R E|E 2K (Object 52

FHY = E ZHS= O ALE

OF

3. BHE X0 HZ(Bind)SH= APl

4. 2AAEYOHE Y 7S HIAERRE 2HETY

ret

untime: ZFE{ T2 20| ASHE| D Qls E0HO|

=3

QIAEIA RuntimeS

JS Lab
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L)
1. AAZ3N)

2. helloworld.yaml

» HEZ TOSCA X-2 ‘ARIA’ Hello World O] (TOSCA/ARIA)

©
A

g Tosca. | Configure scripts/configure.sh
= Nodes. Start scripts/start.sh

2

"

web_app

| Stop

scripts/stop.sh

Tosca.
Nodes.
web_server

1. tosca_definitions_version: tosca_simple_yaml_1_0
2. node_types:

3, HelloWorld:

4, derived_from: tosca:WebApplication

5. requirements:

6. - host:

7. # Override to allow for 0 occurrences
8. capability: tosca:Container

9. occurrences: [ 0, UNBOUNDED ]

10. topology_template:

11, inputs:

12.  node_templates:

13. hello_world:

14. type: HelloWorld

15. capabilities:

16. app_endpoint:
17. properties:

18. protocol: http

19. port: 9090

20. interfaces:

21. Standard:

22, configure: scripts/configure.sh
23. start: scripts/start.sh

24, stop: scripts/stop.sh

25. outputs:

26.  port:

27. type: integer
28. _value: { get_property: [ hello_world, app_endpoint, port ] }

JS
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X. o

+* TOSCA Types

7|& £ £ Type (Compute, Network, etc)

1.
2. #Hd Type

3. 2lO|ZAI0|E 2B HE
4. HAH Type (ARIA X| )

2
= Create et ey
2 Tosca Configure
[ 4 {
=] Nodes. Start
H Compute _5to»
@ [ Delete
/, - Create
4 < - Tosca! Configure
Tosca. Tosca S
Nodes. Nodes. Nodes. 2t
WebApplication [ o Database WebApp Stop
Delete
< < Create
Tosca Nodes.Compute S | Tosca Nodes.Compute i oy Vcquure
Nodes. s
JS Lab
X. 22|
. [ -
®
«» TOSCA .yaml|
1. tosca_definitions_version: tosca_simple_yaml_1_0
2. node_types:
3. HelloWorld:
NOde Type 4. derived_from: tosca:WebApplication
5. requirements:
6. - host:
7. # Override to allow for 0 occurrences
8. capability: tosca:Container
ﬂ 9. occurrences: [ 0, UNBOUNDED ]
< — .- - 22 -
2
> 10. topology_template:
E lnpUtS 11. inputs:
> — . . - .
a
@ 12. node_templates:
Node Templates 13, hello_world:
14. type: HelloWorld
15. capabilities:
0 16. app_endpoint:
Requirements 1. properties:
ofang 18. protocol: http
and Capabilities 19, port: 9090
20. interfaces:
21. Standard:
. 22. configure: scripts/configure.sh
Llfecycle Interfaces 23. start: scripts/start.sh
24. stop: scripts/stop.sh
25. outputs:
26. port:
OUtpUts 27. type: integer
28. value: { get_property: [ hello_world, app_endpoint, port ]}
JS Lab
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< TOSCA X 2| 28 (LE2H )

¢ TOSCA Simple Profile for Network Functions Virtualization (NFV) Version 1.0 Committee Specification

Draft 03 (17 March 2016)

«  EAF}IEA(TOSCA-Parser): Parser for TOSCA Simple Profile in YAML

+ 8| E Y 7|(Heat-Translator): An OpenStack project to map and translate non-Heat (e.g. TOSCA)

templates to Heat Orchestration Template (HOT)

= £+ Tacker is an OpenStack project for \I
2 hitps://github.com/openstack/heat- Y NFV Orchestration and VNF Management |
2 transiator } using ETSIMANO Architecture 1
S https://pypi.python.org/pypilheat-translator | - Mitaka wTOSCA-Parser J
a
T - -
ToscA m et i
Template Orchestraion NN .
or Template .
- - &0 o .
P heat._template_version: 2016-04-08
i pr—— descripton: >
2 J openstack/tosca-parser A Template is a yaml file describing resources
B TOSCA YAML https://pypi. hon.org/j i/tosca-parser and getting parameters in input.
i
b ~ TOSCA- T anice,pame:
ype: string
T Nodes reb-1
Jpes HOT YAML r;De, 0S::Nova::Server
properties:
name: { get_param: service_name }
- oo
type: hitps:/igititinetwork_template. yami
propertes
JS Lab
CSAR (Cloud Service Archive) TOSCA (Topology and O for Cloud
X, 22
. [ -
<« =7 dHo| &2 (of])
2. Swarm (UCP, Docker Datacenter, Docker Cloud)
3. Kubernetes (Cloud Eco-system)
©
wn
s .
2 1. version: ‘3’
2 2. services:
2 "
= 3. micro:
a 4. image: gianarb/micro:1.2.0
5. deploy:
6. mode: replicated
7. replicas: 2
8. resources:
9. limits:
10. cpus: '0.25°
DOCker yaml 1. memory: 512M
12. reservations:
13. cpus: '0.25°
14. memory: 256M
15. restart_policy:
16. condition: on-failure
17. delay: 5s
18. max_attempts: 3
19. window: 120s
JS Lab
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-
. el
< DevOps 7|4t #2|e| X3}
< X}S3E T E2a2 HE
==L
/ ‘ (Provision) \
g 85 Hof e
E 8 (Scale) ) \ (Install) Q
= cLOUD
a FOUNDRY
( l docker
2L ‘ 7
(Monitor)  (Configure) € kubernetes
N mg O git
(Deploy)
JS Lab
271
-
X. 22|
+» OpenStack
1. Tacker: 2E| AfO|EE Q[T LE NFV 2H A E 20| H (OpenStack)
« VNF 20| AtO| S 22|
‘/ J_LE" 'ol"lﬂ EL' E‘I Multi-site NFV orchestration
v @93 HmlRe ol d =
. « VNFZIEHZ2T 22
: v TOSCA HE3 X & S |
5 . EPAK|Y 7
v' CPU-Pinning, Huge Page, NUMA awareness, SR-I0V L
. Xl A RHE e LT T e T
v Flavor, Network and Image creation
2. Kingbird: HE| 2|2 2|tH XIS 7|3t
3. Tricircle: OpenStack L2/13 I EY I E AZASGO volume/vM O|S, O|O|X| HYZE,
=2 X2 M2t 24 FHEF 22|
JS Lab
EPA (Enhanced Platform NUMA (Non-uniform memory access)
272
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X. o

8 QEAA Cloudify )

% HE| 222 AIAEY|0|M : EZ ToSCA 7|t Gul A{H| A (ToscA BEE

>
Cloudify
BB ptons
Remis Arve
D) Bnecs
(&) onicoring

B ws

Apps status

® iddiewsre @ED W ® conn ]

) s

S o

SDN/NFV for 5G

o|s9lof

rasaiany
storage

ik
oo
o

1o
sl

|> ot
|2

JS Lab

TOSCA: OASIS open standards consortium (Topology and O i ification for Cloud

273

CLI Tools: LA AEZ[0] M S ¢

% HETOSCA A M QEAA ARIA

1. 2AHAAEY0|MO| Tosca Z2ut X| 212 2| St python BI0| E 2]
2. TOSCA O E2|#[0] M /g2 2|t spk
3.

8t ToscA Bl =&l

e
© L 3 CLOUDIFY
n
_OASIS q
8 - Uses ARIA for TOSCA orchestration
2 TOSCA Spec
; Definition » D Az
a % /
@ 5 /
= _ -‘ S1940] H2t - Telco 222.2e]
/ ‘fy) OPEN-C End-to-End 2| AE20] 4
TOSCA S| /
Jse Implefﬁeﬂtpa?lroﬂ = Uses ARIA for TOSCA orchestration
Us =~V
Cases A SN \ g
& Mode \ \
\ \ AT&T2| ECOMP (Enhanced
| ‘ :.: DNAp Control, Orchestration,
\ Management & Policy)
\ Uses ARIA for TOSCA orchestration
\ A aria
\* A% Others
JS Lab
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X. &z

% TOSCA X 2| IPd (LEAEH o)

TOSCA) templates to Heat Orchestration Template (HOT)

TOSCA Simple Profile for Network Functions Virtualization (NFV) Version 1.0
Committee Specification Draft 03 (17 March 2016)

«  EAJ}TOAM(TOSCA-Parser): Parser for TOSCA Simple Profile in YAML
S| EH A 7|(Heat-Translator): An OpenStack project to map and translate non-Heat (e.g.

r

https://github.com/openstack/heat-
translator

python.org/pyp translator

£+ Tacker is an OpenSitack project for
NFV Orchestration and VNF Management
1 using ETSI MANO Architecture

L. Mitaka w/TOSCA-Parser

~————

D
ToscA Map Generate ot .
Template Orchestration  EEN Heat - ¢
or Template s
CSAR Validation (HOT) DSpioy $ oy
S s
z heat_template_version: 2016-04-08
a description: >
: stack/t D: A Template is a yam| file describing resources
; o — hitps:/pypi.python.org/pypi/tosca-parser. and getting parameters in nput.
i :
5 ~ TOSCA- T
b type: string
i TOSCA resources:
b Types jeb-1:
i i HOT YAML | {2765 Nova: server
= properties:
20, name: { get_param: service_name }
4 Validation
z network:
2 ype: tpsigittnetwork template.yaml
= propertis:
T e
E - e—
JS Lab
CSAR (Cloud Service Archive)  TOSCA (Topology and Orchestration Specification for Cloud Applications)
X, a2
. [
¢+ Service Instantiati
+* Sdervice Instantiation
«» TOSCA Simple Profile for Network Functions Virtualization (NFV) Version 1.0
S
= Inputs
Service
Blueprint
Blueprint Parser
Deployment
Graph
) cLOUDIFY OlO.
JS Lab

CSAR (Cloud Service Archive)

276

TOSCA (Topology and Orchestration Specification for Cloud Applications)
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X. &z

+»+ Edge Computing Orchestration

-
Controller Monitoring and | e S
| Management i

~

ek

&
EUEND

Portal  Orchestration ~ Integration

(\Qf') CLOUDIFY Smart (Autenomous) Cloud/Edge,

1
1 ) CLOUDIFY ‘3
I B 5

Execution

EQEDE)

vittayer WKVM (Dvmwore ©YS

108

JS Lab

CSAR (Cloud Service Archive)  TOSCA (Topology and Orchestration Specification for Cloud Applications)

277

X. 2|

+» Network Edge in service providers is where the service provider logically
connects to their customers. It is controlled by the service provider. Akraino
also includes the CPE device, which is generally located on customer
premises.

Edge

Optimal Zone For Edge Placement
Millions.

Thousands Tens

-

Smart
Cities
=

Centralize
d Clouds
all Stadiums
Enterprises
T &
Sl ; _
Enterpris Public ki) Public
es buildings oc Clouds

Last Mile Network*
<5 ms.

Edge Placoment
6: AKRAIND Telco Operated
EDGE STACK * Estimates
Source: ATRT eeng 10
JS Lab

278

120



oG AlLl=] SDN/NFV

X. &z

+* ONAP TOSCA Template

EONAP

mso_app

type:cloudify.onap.kubernetes.App

vid_app
type:cloudify.onap.kubemetes.App
sdnc_app
type:cloudify.onap.kubemetes.App

message_router_app
type:cloudify.onap.kubemetes.App

Kubernetes_master
‘type:Kubernetes_master

sdc_app portal_app
type:cloudify.onap.kubernetes.App type:cloudify.onap.kubemetes.App
aai_app policy_app
type. ap.kubemetes.App type:cloudify.onap.kubemetes.App
robot_app appc_app
type:cloudify.onap.kubernetes.App type:cloudify.onap.kubemetes.App

init_pod

kubernetes_master_host

r

type:cloudify.openstack.nodes.Serve

Type: cloudify.kubernetes.resources.Pod

kubernetes_node_host
type:cloudify.openstack.nodes.Server

ONAP-tosca-blueprint.yaml

7
JS Lab
279
-
X. &2
¢ Ansible Template (Playbook)
¢ ansible-playbook.yml
65201
spine01 spine02
2434 1234
Use Ansible to provision \A
rest of network \
51 53
leaf03
65103
10.0.10.101/24 10.90.20.102/24 10.9.30.103/24 10.90.40.104/24
JS Lab
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PLAY RECAP

leafol H unreachable=0@
leafo2 : unreachable=0
leafo3 : unreachable=0
leafo4 H unreachable=0
serverel H unreachable=0
servere2 : unreachable=0

failed=0
failed=0
failed=0
failed=0
failed=0
failed=0

g servere3 : unreachable=0 failed=0
L servere4 H unreachable=0 failed=0
z spine@l H = unreachable=0 failed=0
£ spine@2 unreachable=0 failed=0
E Wednesday 11 October 2017 19 0:01:16.673 **x*x
v
Deploy Configuration To All Leafs
Net 6 -- Deploy Configuration to All Spines
reset : Restore NTP -
Restart Networking
Restart PTM Daemon to Apply new Topology.dot file -
Gathering Facts
Gathering Facts
Restart the netg-agent
reset : Copy the Default Interface Configuration in Place
Download the topology.dot file from the OOB-MGMT-SERVER
Gathering Facts ---
reset : Apply Default Interface Configuration
Copy Interfaces Configuration File -
Gathering Facts --
cumulus@oob-mgmt-server:~/NetworkAutomation:
JS Lab
281
. e
[e)
. 2ZE0 H2|
=alo
. 7hd=iet SERE MH|A
IV. SDN 7HQ
[C
5 V. NFV
2
>
frs
2
£ VI. 28{2[0] / AC{2|0|
a
VII. SDN && 7|=
=alo -I o
VIIL.E22RE HES3T
Ell -|= St7d=2 o
IX, Bl 242 ¢lgt SDN/NFV
i
. e
0
“ 2% OpenFlow
AlA T
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SDN/NFV for 5G

I

i
to

rlH

to

ik oX Tk
mje £ fe

I

fo

IV.SD

<
[0

ik

2

Ml

ikl

u

40

¥
|m
i

b
ofn o

40

u
b

u

40
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Ikl
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1) 7

@ SDN AISAHIREE
@ HEEE EE?

o

st EEC 2 ONFO|AM 22|

® StESO M= S2 {3 v1.32 E7| X (long term support) & =
3
8 Controller Switch Controller Switch
E OFPT MULTPART REQUEST
= —_— “{ ____ (OFPMP_PORT_DESC)
3 - o ———
Lo —
il - OFPT_MULTIPART _REPLY
— {OFPMP_PORT DESC) i
—— - — gl
—FPT U”"“: REQUEST “,-—-"
e —) OFPT_PACKET IN__ed
OFPT_FEATURES_RESL e —
‘_--—-’"" ..‘_‘ OFPT FLON MO0
— OFPT_SET_CONFIO o —
e ——— — —
T —
JS Lab
285
3o x
| LESES HH 1) 718
> .
2HHEE F9 H3L
2009-12-31 Sl ih 2011-02-28 o 2011-12-05
1.0 == = 11} =
MPLS, Q-in-Q, IPv6, BH0|EE|E 2% B E,
2 HE|IFHAE 4 M, ECMP Of & =Hst
8 = Multiple Tables .
> GRE, Macin-MAC, Rate
z Limiting, 22Y 0/
g
2014-12-01 2013-08-05
SHIHE il SH4RD
[15 Je 1 14 | :
Egress Table, T§ZI Q14 x|
Tfo|Zatel eUS
JS Lab
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1) 72

x|
« B7t5hE 1.x0f CiEt 2 -0l e =g

« VI3xE YU RHUG=EEE

® 83
% o AZEQIOf HE BBl QW
z - StEQIOf KIS0 1 Y E Y 2K
>
8 oo
- DEZROIUHEYIA TH|
- YO IHE EANE ER
@ A=
¢« QEEER13.x:FIIURY
« QEZZ213xE 9T oNF ZE THExtention): M 7|5 F=7t
c QEEER1x: AT, Bt R A0 ChE
- QEEZ210x: ME A QS
JS Lab
287
it It o 7]
. 2LESE2? HH 2) H{Ho| WH
oA £t 2as O A
AEHZECS  v0.8.9 .
e o= . HZ O AR
20084 om=zog 9o | EE AT A%
20094 12¢ 31 - EEIA EE=
2 = OpenFloworg  v1.0 | 45 I?Io_v:/ 'Zble X
2
E « MPLS shim header X| &l
z « L= Flow Table, Group A| &(HE[FHAE, BEEEI|A
=] o E XY 7ts
3 20113 28 28 OpenFlow.org  v1.1 | Multipath XT-é
+ CH& VLAN Tagging x| ¥
o MM EE X9
Open
2011 38 Networking - ONF HE
Foundation
Open + OpenFlow0i Al ONF2 E&3} 7|2 0| &
& . . i Xl
20119 128 62 Networking ~ vi2 | Ensie maeh !
Foundation . 0= HE=ZD XY
JS Lab
288

2020-01-25

144



oG AL =l SDN/NFV

2) Kol 2rH

A £t Rodg oA
« Flexible Table Miss X| &
Open - IPv6 2 &|H K| &
2014'4 43 132 Networking v1.3  + Provider Backbone Bridge(PBB) X| &
Foundation « MPLS Bottom of Stack bit(BoS) X| &
. AEEF, AKX 7t X AZ0of CHsh At
Q
wn
2 Open _
£ 20124 92 62 Networking V131 - TEEP AKX ZH LEEZ L T b HA JfM
§ Foundation
Open
2013 43 252 Networking vi32 « QEEE HAIX] 7|M
Foundation
o SEEE XY g
— Open . . B EZE X2
20145 Networking V4. ztegeio) ofst gl A9iK 2
eundation - S DRlo HAE S XY
Open
20154 Networking vi5 - SAAS 2FARE 4
Foundation
JS Lab
289
il X (@)
. LEEES HA 2) HH 1.0
3. HT 10
@® 2009'd 128 Z27Y
@ Z|Zxo| S E A X HH
® HEE HZALofA X
., ® Holg
wn
E + Match: L1~ 14 S 2|t 187} 274 2| A1 EH match
% « SEEIOIZ a7
P @ o
- CIY E22HO|E: HO|E 37t M
o HHEl Z2AH ZM 1270
o MSHEI D)7l MY 3N BR2EIAE HE|F|AE, F2H(Drop)
® Yagol=
- HA101:202F 6 3, 2F +=F
o H{T1.02:20133 118 37K, TCP ZE 665322 =3
JS Lab
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2) HH 1.0

e Ethernet VLAN P TCP/UDP
Classifier __”;A—ction Statistics
Classifier Action Statistics
% Classifier Action Statistics
=3
z
£
E Classifier Action Statistics
w
Physical Port
ALL
CONTROLLER
Virtual Port LOCAL
TABLE
IN_PORT
Drop
NORMAL Optional Action
Forward Virtual Port oo
Enqueue
Modify Field
JS Lab
291
g — o) H.I x
. LEEES HA 2) HH 1.0
3. 3%
@ W2 HE: AX| ZEZ Hjo|g mjzlo] T
@ HIo|E AHY
- Sol2HAYE YRE RS
- EERHOIE2RMaRE N ERRUERZ Y
2
8 | OpenFlow Controller |
>
£ @ Hlo|Z AN
5
[Header I OpephFlow Switch
A I
Flow
Hgader Counter Action CPU
Fields s Table
] .| Packet Forwarding
Data Data ata > ,
© HN HE Engine
JS Lab
292
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2) HH 1.0

3. %
® B2 Mg
. BEeHozo S ER
. Hesetog B

2
5
2
% OpenFlow Controller
8
® Ezo Mg OpenFlow Switch
Flow
* CPU
Table
) ® W3 B
| Data ” Data ” Data | Packet Forwarding —
Engine
JS Lab
293
il I o
. LEEES HA 2) HH 1.0
3. EEZLH0IE
@ ERREEYT| et = U SEo| U
EERdEZ|O Y
EERAEZ =t Yo 2 EXY
@ EERUED=37HX| 228 =8
© Headers : 1271 2| FZ0f Chet =A
8
E Counters: S A F&
g Actions : %, 012 7§0| S2t2 98| Z21U Its
=)
8
T T
S22 AEI
2R AER 2
Z299Eal3
S22 AUEZ n
JS Lab
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Ingress Ether Ether Ether VLAN VLNA IP SRC P DST P IP ToS TCP/UD TCP/UD
Port Source DST Type ID Priority Proto bits P SRC P Dest

. LESES HH 2) HH 1.0
4. ZEL HIO|E
® o5 €=
- 7122 12719] RE(tuple)E T8
v Source Port v IP SRC
v' EtherSource : source MAC v IP DEST
o v’ Ether DST v IP Protocol
§ v ther Type v IP ToS
5 v VLAN ID v TCP/UCP SRC : ICMP type
i’ v VLAN Priority v' TCP/UDP Dest : ICMP code

JS Lab
295
. RLEEZ2P HH 2) HH 1.0
4. ZEL HIO|E
@ 7I2E EE
 Per Table
v Active Entries : 32 bits
v’ Packet Lookups : 64 bits
@ v’ Packet Matched : 64 bits
§ * Per Flow
§ v Received Packets : 64 bits
i’ v" Received Bytes : 64 bits
v" Duration(seconds) : 32 bits
v" Duration(nanoseconds) : 32 bits
» Per Queue
v’ Transmit Packets : 64 bits
v Transmit Bytes : 64 bits
v’ Transmit Overrun Errors : 64 bits
JS Lab
296
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2) HH 1.0

SDN/NFV for 5G

* Per Port

v Received Packets : 64 bits
Transmitted Packets : 64 bits
Received Bytes : 64 bits
Transmitted Bytes : 64 bits
Receive Drops : 64 bits

v" Collisions : 64 bits

Transmit Drops : 64 bits

Receive Errors : 64 bits

Transmit Errors : 64 bits

Transmit Errors : 64 bits

Receive Frame Alignment Errors : 64 bits
Receive Overrun Errors : 64 bits

Receive CRC Errors : 64 bits

AN N N N N N N S NN

JS Lab

297

o
i
ik

EP HH 2) A 1.0

SDN/NFV for 5G

% I

u

mE

22 Ho|
1=

O

» Forward : I{Zl LHELH7]

ALL: 25 ZEZ HL{7|

Controller : AEEHZE ELf7|

Local : 2Q|X|o] L& AEHOZ HLY 7|

Table : EH|O| &2 ELH7|, Packet Out | A| X0 Tt S| &
IN_Port : E0{2 ZEZ EL|7|

NORMAL : 22|X|9| 7|2 s&HA oz BIY7|[(ZH)
v FLOOD: S0{2 ZEE M5t LHELZ|(ZH)
?loll ZmEQ| FE ELY7|(EM)
Hzl7|

AN

AR NN

JS Lab
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to
rlH
Ml

22 HH 2) KA 1.0
22 0|

% I

b
nE

O

[n
E\j
A
ox
Ot
N
o
rx

+ Modify-Field :
Set VLAN ID
Set VLAN Priority

Strip VLAN header

Modify Ethernet source MAC address
Modify Ethernet destination MAC address
Modify IPv4 source address

Modify IPv4 destination address

Modify IPv4 ToS bits

Modify transport source port

AN

SDN/NFV for 5G

AN N N U N NN

Modify transport destination port

JS Lab
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ko
i
[E
Hu
4o
rA

2) HH 1.0

(0, ]
lo
TH
]
Hu [
Ho
|>
do
>t
N
ofr

OPENFLOW CONTROLLER

FLOW

J
TABLE e

SDN/NFV for 5G

SWITCH FORWARDING
ENGINE

Optional Actions:
Modify-Field (eg. VLAN translation)
Enqueue (QoS)

JS Lab
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. LEEZQ HH

3) HH 1.1

% HE 11
@ 20114 28 274

® 47 715 7}
e
. 1% folg

@ V1.0t SEE|X| ¥o, tHSHO|X| gt

2
5 .
z + Qin-Q
2
2 + MPLS B3 X[ & : Telco FZ

@ 5%

- 05 EER HOIE
. C}E 1ol = 249l
JS Lab
301
it =X o
| LEEEL HA 4) HH 1.2
< BT 1.2

® 20119 128 3

@ ONFE 8%t %X 37|, tiSHo|X| &F

® IAHHFED =2 27}

® 5%
@ + IPv6 X| & : Source, Destination
s . OH5 HEED 7t 0|53} : Master, Slave ZIEE2] X|¥
2 o -
2 + TLV(Type, Length, Value) S5t &lIC 2

FLOW TABLE
Vﬂ‘ﬂEAVDFBFvlFrlPVS - COUNTERS ACTIONS | Match fields Priority I Counters ‘ Instructions. Timeouts Cookie
= I Packet + byte counters
""""" e P
Drop
both IPva and IP6 flows supported il porml processg pipulios
in header field lookup
in | vian e B |andrnasl<
port | 1D |5A|DA[lype[sA|sA[Pamhnluul
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. 2

1. HH 13
@ 20129 48 374
@ StESIo] 7HE 3 St S flsi F7IZE XY 0% : v1.3.1, v1.3.2,v1.3.3
® 7l F7: 2HEHY 3 29, &2 7|5 F7t
* MAC-in-MAC(Provider Backbone Brigdge)
* Per-flow metering : AL ™0 HE MO 75, S4ALE

Ml

22 HH 5) A 1.3

rlH

Q
- O|E{E|0|2 27} : EAA QoSS HE 7Hs
= . O3 7ES XY Yol BE HESD MY
+ IPv6 &% of|C XA : ESP IPv6 i, Authentication 8l|E, Hop-by-Hop 8ilH
@ Yagol=
o W™ 131:2012H 98, 27 =¥
o B 134:2014H 48
« HH 135:20155 3¢ 26Y
JS Lab
303
it it o
| LEEEL HA 5) HH 1.3
2. 8%
@ PBB & SPB: MAC in MAC
Virtual LANs
Q Payload Payload
] Payload
£
E e C-VID C-VID
§ VID S-VID S-VID
SA SA SA SA
DA DA DA DA
802.1 802.1Q 802.1ad [
(a) (b) (c)
= Source MAC address Provider
DA ief;:rz\ﬂgon MAC address | Bridges |
C-VID ;CustomerVID 802.1ah
S-VID ice VID (d)
Provider
Backbone
Bridges
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|| LEERL HHA 5) HH 1.3

OPENFLOW CONTROLLER

2 Version Negotiation
& : .
g now incorporated into
S H iation** built i i . .
§ Version Negotiation** built into flexible TLV format TLV' used durlng
switch/controller
negotiation
OPENFLOW SWITCH
* Type Label Value
** Previously negotiation might fail due to lack of all versions being known by both sides
JS Lab
305
) H.I x
| LEEEL HH 5 HHE 1.3
E
2. £
® IPv6 XY 74
« IPv6 2 &G X
IPv6 Standard Header IPv6 Extended Headers
Qo
0
8
g
2 Allows match on following
" g
conditions
Hop by Hop IPv6 extension header
Router IPv6 extension header
Fragmentation IPv6 extension header
Destination Options IPv6 extension header
Authentication IPv6 extension header
Encrypted Security IPv6 extension header
No Next Header IPv6 extension header
IPv6 extension headers out of preferred order
Unexpected IPv6 extension header
JS Lab
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5) HH 1.3

meter provides rate

g (policing)
OPENFLOW CONTROLLER
2
8
Z .
& . B
=
3
GROUP FLOW METER
TABLE TABLE
FLOW FLOW FLOW
TABLE 1 TABLE 2 o TABLE n
=) S Ll
JS Lab
307
ZEZZO HE
. LEEES HH 5) HHE 1.3
E
2. £
® 2ZEEHL 5B
BEFORE AFTER
2
8 O/F CONTROLLER O/F CONTROLLER
g
2
3
Auxiliary
Single TCP Connection UL Connections
O/F SWITCH O/F SWITCH
Auxiliary connections over UDP and DTLS to carry packet in/out messages between
controller and switch
JS Lab
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. 2LES2? HH 6) T 1.4
1. H{H 1.4
@ 20133 108 371
@ 72 ZE ¥7 :6633 -> 6653
® 7l F%
- PG LY EEQHOIE, FE STV = F7t
P - FZE 23 4% ZLUH 75 F7t
£ - EER BUHY
H . Holg 573
2. §%
O Y Z2EEQ O B2 BE0| TWVE 0|8% SHRE &% Jts
@ FEE LY Foisl 23 22 & ZEQL HHE ME A X¥
® EdE AKX 2| AQIX|7HCOHE HEER O o WHE E20 Cie =l
7ts
JS Lab
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. LEEEE HH 7) HH 1.5
1. HH 15
@ 2014'3 12 19Y 37H
@ 7ls F7t
+ Egress Tables : 23 ZEONME EZO| Flow ZZNA 7ts
+ Packet Type aware pipieline : T2l EtRIE X2|, 7|E0|= o|HUUEE X2
@ + TCP flags matching : TCP 3l|E{ 2| flags bits 4] &
'g + Scheduled Bundles : AEE2{7t A2(X|2| HE 255 9ot HE 7|5 &%
£
g packet |Ingress processing —
‘B8 Ba
< =
( Egress processing — Packet
L
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. 2LEEEL? HH 8) HTE 7|5 7t
» EZEE HE U8
@ i1 ‘ i}
Controller Controller (Iiﬂp:sl';lo: "
® 13 Auxiliary ‘ g
®vis
2 monitoring
:o: per connection eV Group
E
P> PIOLINK
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.
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. #8a 3% 1) =2% 1HeL
2

2 H|O|Z(Flow Table) : 22| x[0]] MH
A Z(Secure Channel) : ZIEE2{Q} AQX|Zt A

E29Q Z2 EFE(OpenFlow Protocol) : ZEE2{7} 2| X|0f| A HA|X] HE

3
g Scope of Openflow Switch Specification
8 OpenFlow
by, SWitch : Controller
W Secure
Channel %
Flow
Table
JS Lab
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M =Xt =z o =
1. 741 % 2) E22 Ho|g
1. EE2H|0|=
® S22 HOo|E9| F43l(Abstraction)
@ M9 s B2 AEalel Y
® HEY3 mulol WA oo ZH
® % B9t EYoee BY
[ Controller
: , ‘ Eb
2 Sl 4/ 5
2 Software ] & L § |
@ Layer |
CP CP R
Hardware sport port lACUOn |
Layer * port1 |
ort 3 ort 44
56.7.8 _ 1.2.34 JS Lab
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. 41 =t 2) Z22 Ho|g

2. EEQQUEZ

2
= Rule Action Stats
H N
2 = +Per table
Packet + byte counters | i Per flow
1. Forward packet to port(s)
2. Encapsulate and forward to controller
3. Drop packet
4. Send to normal processing pipeline
5. Modify Fields
H — s ey
Switch MAC MAC | Eth |VLAN | 1P | P | P | IP TCP |TCP |
Port src dst type D ToS Prot Src Dst sport dport
+ mask what fields to match
JS Lab
315
A = I
1. 741t S5 2) EER HO|S
3. Action Set
® Forward
* Physical ports (Required)
» Virtual ports : All, Controller, Local, Table, IN_PORT (Required)
» Virtual ports : Normal, Flood (Required)
% @ Enqueue (Optional)
E ® Drop (Required)
4
5 @ Modify Field (Optional)
* Set/Add VLAN ID
» Set VLAN priority
« Strip VLAN Header
+ Modify Ethernet source/destination address
»  Modify IPv4 source/destionation address
+  Modify IPv4 type of service bits
+ Modify IPv4 TCP/UDP source/destination port
JS Lab
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1. 29t AZ(Secure Channel)
® SEBEQ Afitel HES2ZC AUE 9B ARHo|A
@ TESET} MY, SC ASHOAE Bof ANE B2
. ASIX|ZEHE O[HIE 27
. A9IKE Izl e
2 © oEE=9 AYiN9 BAE MBS HESH 2o #ZS WD B2
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5 . mzso
@ HotAHZ2 TLS oA, A2X|9} ge 4370 EHS| ASEH Hot7|E
LH5F0{7IX |0 HE met
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I /4at % 4) LEERQ
1. Match 2E

SDN/NFV for 5G

@ 712 127 LA(LEEZER 1.0)
@ MAC EYUX|/=&X], IP EEX|, =&X|, VLAN, TCP/UDP 2E, S2| A ¢
® AYLEIIE A8 75

|X] ZE

2. 222 A EZ|(Flow Entries)

@ EE? Ho|E2 S0{2= mZloj Cisto] Hlms & = Y= AEZ AR £
@ 718 E22 WEL|E match, counters, actions2 T4

® HnEs E2 HOo|E2 HHM UEDRE A=

@ EER UEZ = 2M&90f 2] SZ

® Match0f| 435lH actionsE =¥

® Matchof| & ujstH

EEYH e
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I +38a & 4) REERS

®®6e 6

SDN/NFV for 5G

3. E22 H|0|Z(Flow Tables)

2dE E
gl|H, HHW| Batsts =HO| ActionS MHELE
O2E 7IX| 11 UCk(idle, hard)
2| = ProactiveO| 7L} Reactive® = ALt
Proactive : 2225 X|&X o2 JIX|1 Y7L}, 7|2X o=z JFX| 1 U0
UHIH Ol age outO| LABIX| AS
Reactive : 227t 20| 2fs YD, S%0| L4t 0|2 0= age outO|

x| sH
S

JS Lab
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5 =0 g4

SDN/NFV for 5G

Scope of Openflow Switch Specification

OpenFlow

b Switch - Controller

oo matol T2 MA
{2l match

Instructions & Action Set

Z(SC : Secure Connection)
E|o| &

JS Lab
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. 41 =t 7)

. HESY P R4

« HOIEROf 1P Fa

2 @ AKX HEE ML
2 @ 29Xl ZEO CfE HEE HEEFH X2
8 @ Z7IEEPE LLDP SES HY 4 Q= FAS MX|
® LLDP 2H™HE 2 E 0| ZH|E0AH MY
® ZEED = LLDPE H2 MHE J|goz Y EQA 48 et
JS Lab
323
1. /43t S=t 7) 291K
3. QEERL ASX| 2deAa
® B2< Holga 1EH0|E
. IHAS HW D MBI HS
@ QEZ22 Ny
. AQX|ot HEERIJF A FEE QIEHO|A
§ ® Io|Zatol T2 HA
g . 222 H0|2 AO[o|M B2 AER| B WO 2t IO 0|SS HE|
4 9EEES AN 3R
1

=5 QLEERL AR|X| : OpenFlow only
A

21X : OpenFlow Capable

OpenFlo_w Protocol
+
Y

T
|
OpenFlow | | | Group
|
|

Channel Table

Flow
Table

Flow
Table

Pipeline

OpenFlow Switch
JS Lab
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®

SDN/NFV for 5G

ZEEZQ} 22X[ZHof] MEE|= HAIX|
37kX] Z/2| HIAIX]
Controller-to-Switch
H| S 7| HA|X](Asynchronous)
& 7| O AIX](Symmetric)
HAIX] Tzl =
H7 : 8HIE
EtQ : 8H|E
40| : 16HIE

id - E
Xid : 32H £ - 32 bits >
-+ 8b —» +— 16 bits —»

version| type [ length
xid

network byte order

JS Lab

325

1. A3} St

2R HAX]

)
lo
ik
1]

CNCNCRCONC)

SDN/NFV for 5G

2. Controller-to-switch

HEE27 A9K 2 WY
MENQ ML A9IKe| ME B, FH2H ¥
M2 B22 44 = A9iX0 Halo of
AIXZRE SHO| U +E, UEFE Y

=]
HAX B57: 715, 873, £H JE, SEYE| S

Z4 AH
[= R |
SHEH 9
k=2
[=]

3

.
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. /41 S=t 8) LEZ 2 HA|X]

3. H|-57| HA|X|(Asynchronous)

@ 2%%7I EWM HEEZOA HER D o|HELL AKX MEfHIIE
22X 28E HEEDZQ 9% glo] W0 M

@ EMSls EE2R00 XX f2 2 HEELHOA ozl T

® HUEEZOA 2 =, E2 HAH, ZE ME| H3l, o2 HEE MY

@ Time to Live EE= Inactivity EFO|H7t X|Lt E2271 AN 2 2L HEEZ A

ok
2

® MAIX] E+Y - T3,

SDN/NFV for 5G

22 HAH, ZE HEY), o2 S

]

JS Lab
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. /41 S=t 8) LEZ =L HA|X]

4. 7| HA|X|(Symmetric)

@ 29X|et HEEZ MEZH0| ME2| 9¥ glo] &
@ T2 7= gHEE 2lsl B2 E Ho{st7| et Al HIAIX] ©
® FE HelloE 28l At
+ NE ARX|t HEEF ASA
- HEERQ} 29X ¢A0| FRTHX| =l
o XA AIZHAHE FO| o2 HAIX] AFE
@ MAIX] EFY : hello, echo request/reply

of

SDN/NFV for 5G
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® BE2HoZ0 = ZH0| U B 2
@ EELHO|S0 %= =H0| glE AL WEEZ &2
» D= EE22 2T Moz HEERZRH AH
2
8
z
£
-
Packet in Parsing header Match Perform actions
from network fields ageinst on packet
tables
No match found
Notify controller
about packet using
PACKET-IN message
JS Lab
329
M =Xt = c
1. 7’43} % 10) 229 MY
1. E22 A EEZ|(Flow Entries)
® Match Field : {2 = mj3lof Cgr =A
@ Stats: I3l Hlw ZADof Cist 7|15
® Actions : TjZ10] =zi0f SCHH OfE A Y oFs=X|
g 2. EE2 H|O|Z(Flow Tables)
: [ opention contoer 4
zZ . . " OpenFlow Controller i
2 @ Match: HEHE ActionsO|L} InstructionS ¥ e
® No Match : Drop == ZHEER{0A MY Flow
® Actions : Forward, Drop, Normal, Flood,...
Control Plane
R
OpenFlow-Enabled Router
JS Lab
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M = Xi = c
"-?‘OJ-I-I-O_I 11)EE$E£
Flow Table Entry OpenFlow-
OpenFlow 1.0 Enabled Router OPEHF‘IDW
Control Plane Controller
OpenFlow
ar j¢ |
© Flow Entry Data Plane protoco!
p — Flow Table
§ Matching Fields[Actions[ Stats | < b BT
2 | Packet counters, |
@ byte counters
Exam| Ie-sv Flow Table
i Highest Proy
+ Forward packet to a port list FlOW{I I - l_| Matching
+ Add/remove/modify VLAN Tag Entries || [ “"F"%| | search
« Drop packet
- Send packet to the controller
Layer 2 Layer 3
A A
( ) )
I MAC | MAC VLAN : P IP P IP |TCP/UDP|TCP/UDP
"ot | DA ‘ SA ‘E'"em'pe ID ‘P'b"s src ‘ Dst _|Protocol| DSCP | st port clstpon‘
JS Lab
331
M N = A
I +38a 3% 12) 229 M2
1. Proactive
@ ZHEEZ7I W30 27| Mo 0j2] E=2L HIOIEZS 291K0 S
@ T30 AL X[0| =&SIH ZE22 HO|S0| AZ22 E22 8% MU0 2,
x| (latency)0ll 2ol i< 5
® F£ wildcard OI23E 0|88l X
2 = -
8 @ T mopLa, SN iSO Mo o B2 M4 Jts, OE S0 5
= 3T DR ZE 93|E f S 0N S3) s
z
2 ® EELt7I2H2R AL XISEH, AZHo| X|LUEEE ALZLX|X| gi=Ct.
® ZHEEYI ERR AELE F7t
@ EERHOIE2 22X ME
BE E29L 371N B2 MM A0 Ee
® U HEEDQ} HAO| FUCHH, AKX = z[28te| SHYU TS
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A = = A
. &1t & 13) E2Q MS
2. Reactive
@® AHHx mj3lo] A X0 =ASHH AQX|= T{3l0 CHSH AEE LX| RE2E
HEEDO| ME, ZEED 0 2o A mfetE x|=o] ZE=2 mj3lo| MEE R
i 22X|0| E2F EHO|E ME, EER 2%0| O|R0X|= S XA 2
® SHoE QWED, FH|o| MElvt HotElH WA + Yt
§ ® M8EX Yo™ AHAIZL o|F AHE £ QICL
S @ UEE7 A0 AHO| E22E Y
4
8 © B2 M7 A0 A ¥
® TEEDete| THHo| EzfEo IS O|X[X] ¢S
@ YHt¥oz ETHE 0| E2(wildcardE 0|8)
JS Lab
333
M = = A
. &1t & 13) 229 M3
SDN Controller
Q Operating System (OS)
8
—\
a : .
o : \ \Packet 1 only for Reactive
Network Device \
N\
[ Low-Level ASIC Interface .
Vi /
Flow Flow [row | [ eow ] [ row |/ fow ) /%\
JS Lab
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. 7’41t & 14) QEEEQ ZEHMS
1. E8|™ £E
@ 28%IXof #H A= ZEQ| M
2. =2/ ZE
@® 2459 Ty
., @ ZEEoazA0l4, EEY &
£ 3. 0% =E
2
2 ® REEERQ UR AES 9ol xIH
@ ALL, CONTROLLER, LOCAL, NORMAL, FLOOD &
JS Lab
335
. e 3% 15) S o
1. L2 29|H
Key InputPort=* | MAC SA
MAC SA=* T
MAC DA = 00:00:4¢:22:22:22
MACDA | VLANID=" OpenFiow swic
TYPE=" J Proto =" | 0 ’
IPSA=*
IPDA="*
@ Src Port = * ‘ Dest Port = *
5_ Action 1 OUTPUT = 3
[+
s 2. L3 2ed
Key| InputPort=* [ MAC SA
MAC SA = *
MAC DA = *
MACDA | VLANID=*
TYPE =+ | Proo=-] 0
IPSA="
IP DA = 10.20.30.40
Sre Port = * ‘ Dest Port = *
Action 1 QUTPUT =3
JS Lab
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M '||- =Xt
1. +81t % 15) S= of| 5|
3. HREI|AE
Key InputPort=* | MAC SA
MAC SA=*
MAC DA = FF:FF.FF.FFFFFF
MAC DA [ wvianiD=*
TYPE=*  [Proto="] 0
IPSA=" :
IPDA=*
SrcPort = * Dest Port = * |
Action 1 OUTPUT = FLOOD bz
4. EE|F|2E
Key InputPort=1 | MAC SA
MAC SA ="
MAC DA =*
MAC DA [ wianD=*
TYPE=0x0800 | Proto=-| 0
IPSA="*
IP DA = 224.10.10.1
Src Port = * [ Dest Port = *
Action 1 SET_DL_SRC = 02:00:4¢:00:00:01
Action 2 QUTPUT =3
Action 3 SET_DL_SRC = 02:00:4¢:00:00:02
Action 4 QUTPUT =5
337
M 'I|- = X
Il #3814 S5 15) % oA
=
5. ot
protocol destination IP destination port action priority*
TCP 192.168.1.0/24 80 ALLOW 1
TCP 192.168.1.0/24 wildcard DENY 2
|Fhwﬂ 1';’0’3‘ 1;ooanoooa ::ooooocoaiw.w.uzm Iln.l.r.'n: | 25322 | 80 (weww) |
I\'Ao Priority hg:‘n s:?f’ MAC
| - . . . . pilssy - = . D
2 . - - . . . l '_ 8o Foraard 1o Port 11 |3
3 2 . e ls F Ferward to Port |,
4 . . 1 . . - 192.168.1.832 |‘ . o Drop Packet
[ SN S N S Y M
Flow #2 m :moom]::mow]m.\.amm ||ﬁ.1ﬂ.l.lm| aa578 ] mmq!l "
OpenFlow Flow Table Lookups
338
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1. 529 74
@ g E=L W
. AEZe0) o8 RE 229} MY
. S22 dsalof of¢t BY bl
- EER HOIE2 EERRER SILIQ WEZE ER
f - WHA HEYI Z2 ABX 7Me HEYI0) My
>
S osEmEEeUM
« o2 35S ZootLe Stel EER A ER|
. UCIIES AL AER
- EEZ HOIE2 222 7IH1E B2 3tLIo] E2RE ER
. GO[EME| HEYD 2t Be 4o 229 E I YEYDO) HY
JS Lab
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M = =
1. 43t $% 16) S22 74
2. ZEEE 74 YUY
@ ZUEEY Y HUZ B oL HEEDZE BE A9(X| &
@ ZUEEY 24 22 o27ie] HEEMZ HE 29X 22
=Y s el 2AF g
2 N QN Controller
3
Z DpenFlow OpenFlow
3 (JSLwitch (3Switch
4 r Controller
OpenFlow OpenFlow .
Swiitch : Yswitch C°
OpenFlow OpenFlow ‘
(O
JS Lab
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1. F’dat St 17) 28

« Reactive OfZ2|#[0] M (O]l): 2Qt/2t2| O|f+S HIS7| O|HEC HS
 Proactive O Z2|#|0] M (0Ol]): A FX0| 2EA HE

5 & low-level APIS 0| 830 ZHEES| A8 A0 Z21%  [HEE high-level APIZ ALS3Hs F43L AIS 0|8 (ex.

(ex. Java, Python) REST API)

O: AL XHE WS security access o: ATl E2|, CtE A2

CHre g Hol MHAE 915 B2 BES XHE0| ER (ex. AP el 753t MH| A2 H AT e B22 EE (ex.
NAC) TCP port-specific)

m
g
i

VS
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1. OF-Config

@ 7t
+  ONF2| Config-mgmt Working GroupOflAf &3} 2%

@ 2
=1
- QEESERRAMX HES et Z2EE 3 A7|OHNS

8 =
< - N -
2
>
2 OpenFlow OpenFiow
9» Configuraton Point(s) Controller(s)
. _ .
- OpenFlow
OF-Config P

{OpenFiow Capable Switch ‘

OpenFiow
Controler(s)

OpenFlow

("OF Logical Switch

(CoF Y[ oF
Resource | | Resource
eg. || (eo
Port) Port)

OF Logical Swich

A

(oF \( oF

Resource | | Resource
(eg. (eg

e Port) 7\ Port)

=

JS Lab

343

2) *

@® OpenFlow Control Point
« REEERR 29KE

23317| 2l UE

@ OF-Config: RLEEE S AQ|X|E HH¥sta #alsty| 2%
ZEES
i . HEBO P Fa
g . 7EEZPo ZE Hg
z
g - HH TREZ TS EETCP sz e
- REo/AL) X EE HF i
OF-CONFIG| 0;::‘::‘;"’
- REQ| HZ/f4 &=, O/C0{0f T 2 gsl/Hgdst
® st Io2 %EI’E. 221K
OpenFlow
- REE E2{0f 2I3f oj2{7ie] HEEHO| 2§ L= BtLt e
olde =2[Hel A9X[2 &% 7ts
Operation Context
+ OF-Confige =2|H &9Xo] €82 =2t &
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2. 18712 2
® A% ZQE(Configuration Point)
@ SEEBELQ JHs AQIXI(SH 0|40l =2lH AQIX B3
® SQEEZ=2 HEEY
2
E Configuration OpenFlow OpenFlow
2 Point Controller Controller
using IETF Netconf &
XML data models ghenFlow OpenFlow
/ [
OpenFlow OF Logical Switch OF Logical Switch
Capable Switch
resources %E i im %2 i im
(ports, queues)
JS Lab
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it it o T
. LESEL 431 3)HA
1. HHE 1.0
@ 20114 128 239 37
@ REERLvi27|UeR F
® =gy 29X|0AH HEEY 2
@ =2|H 22X0A QP dE
f ® =E YO YL MY NE
&
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SDN/NFV for 5G

. EE22 #Hn|a 3) X

2. HH 1.

—

® 20129 18 25 370
@ RQE=EZLv137|Htez =

150 oiet 23

ro

bS

fir
L]
12

29|Ke] SHAof oist 27

bl

i
[l
|ﬂ'| ikal

|
® ddo|
B 1.1.1:2013H 38 232 374, A 1.1 EHE T LEZER v131 7|2 @F =3

B2 & X[ (VXLAN, NVGRES)

==

JS Lab

347

SDN/NFV for 5G

3) HHA

20149 3

QEEER v13 7|HIeE F/d
ZHHSE  EQIT 7 AR

=2 H AQX[of i X3 AL ©E
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n. LEEEL o1 3) K
4. HHE bl
AH| 2as o{EA|
% = 20123 120 ZE
S 20114 12& OF-Config v1.0 P QES2Q AQIK|E I3t TAypa
§ (Confguratlon/Management) f 3
[=}
= Discovery 7|5 &7}
2012 18 OF-Config v1.1 = HEd 1d =7t
= Error X{2|
20134 38 OF-Config v1.1.1 = vi1 - Let
= =21 Tt AQKIE I3 RH X
20144 OF-Config v1.2 = EEEX ZX|
= O[HIE 2hi
JS Lab
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it =X o M
. LESEL o1 4) Netconf & Yang
1. Netconf= 2|8 ZEEEE MY
@® OlMHol gRMoz wolcY et gig
@ O™9| Cyetoyl chHsl =2| &
2. XMLTEE REHE A EM MFY
® Yang(CIO|E{ 2T A0)= ALEE = oL}, XMLO| YHHEo|Ct
2 @ YUYl XML X E YangS O|83|M MM
‘g ® OF-CONFIG H|O|E{2 A2 YANGI =&
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8 3. SMMx| 2o £HS HFn TA
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IV. SDN HE E 7]
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SDN/NFV for 5G

*e

IV. SDN ZHEE5 1) 718
HEED
@ YESZ HMo CHst TS A|ZHS 71T S 2S5 HIELA Mo A|AH
@ O{E2|Mat HESA HH| AlO|E HAAHAFE= QELo|A

F=H K|
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IV. SDN ZHEE¢g]

ULQL

1.

» What version?

« Which optional
features?

+What vendor
extensions?

OpenFlow
Support

SDN/NFV for 56

= Virtual network

Supports
ualization

= Keep virtual
networks totally
isolated

& Discover multiple
paths and split
traffic over different
links

« Define QoS
parameters on a
flow-by-flow basis

Network
Functionality

Scalability

» Add physical network

= Ability to redirect
traffic — inbound
traffic via firewall;
not outbound

= Ability to apply
sophisticated
filters

» Templates/scriptab
le CUs; APIs

Programmability

Performance

« Pre-populate the

« Multiple paths
from orgin to
destination

® Hardware/softwar
e redundancy, hot
swappable fans
and power

» Server clusters

Reliability

Security

» Sophisticated filters;

& Monitor some
classes of traffic
and not others

® Visualize the
physical network
and the virtual
networks

Centralized
monitoring and
visualization

Vendor
characteristics

« Commitment

topology capacity on a scale- flow tables to the Keep virtual » Stability
decoupled from out model and the degree possible networks separate « Engineering
the physical cantroller manages = Minimize flow set & Support depth and
network the network like it was up time authentication of prowess
topology. one device users « Relationships
» Ability to create # The number of ® Support security
flexible virtual switches that a applications such
networks to meet controller can support DDoS protection
diverse # The ability to create
requirements an SON that spans
multiple sites
JS Lab
HE ZE E x|
IV. SDN Z1E &2 2) §%3
=X
2. O7|E %
Routing Load Security Network Network Attack
Protocols Balancers ACLs Virtualization Monitoring Detection Management Applications
2
£ P e st
Z
2
>
z [
n I Shortest Path Forwarding Nwﬂcﬂhoﬂlhuw‘ \Socwltylhcll-nmnl
Mechanisms & Controller Platform
Protocols
Topology Manager Stats Manager Device Manager
| ‘ |
East/Westbound
A i | Southbound Abstraction Layer ‘ \ Common Interfaces \
Forces l SONI | } OpenFlow | | ovsoB ‘ J ForCES i | POF | Southbound Interfaces.
Hardware-based Forwarding Software-based Forwarding
Devis Devices Data Plane Elements
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IV. SDN ZHEE¢g]

3) API

1. At AHI2E API

@ X : HEEZQ} AX| ALO] AFRAHI2E QIE{T|0]A AO]
@ SH:2EE=Z2,SMTP BGP, XMPP &
® HNHEB8:QEEELR, EH™MZEAQ 7|=, ECt
2
'§ tht 4 SDN
E —
£ Op,
- —
2 Northbound SON
\
Quantum/OpenStack
Configuration Controller
JS Lab
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IV. SDN ZHEE 3) API

2. T AHIR2E API

® O BE3 E APl 81
@ %X :HEEZLL OHEEI*IIOIﬁ ALO]
® Z5&:C++, JAVA, IO, RESTulS
@ FooHE
« RESTRUIZE E7t5
o AQAX|LE AR XL FH|Of CHH OHIE
« TjZ OJHIE
® s
- EER VL HA +E
« OHIEE s ZA| % =8 : 142l HH(drop),
=3

=3, e, 222 7 MA,

=
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IV. SDN ZHEEg] 3) API
3. RESTful API

REST : REpresentational Status Transfer, E¥ AEl 9|

RESTful API : REST /2| AP|

W3Co| ofsl JHEE AZES O OFF K AELY

HTTP l0AM 271EQl HM& A F glo] Z2a3at M2 HE eS| 28

ZEis 3

® e 6

e HTTP URL + HTTP Method

SDN/NFV for 5G

v HTTP URL: &7 MH|29| XIS HA|
v HTTP Method : BA|El AtYC 2 RS X F2|

A

®
Jm

o JHEREOiR HEH O MH|AE WA THs

< HEHOP| WEN RAESL O He|

« URI2| 20 mat S &0 ZFE7| WEof i AN A7 S
v http://domain/members

v GET(2tel), POST(A4Y), DELETE(ALA), PUT(HE)
JS Lab
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IV. SDN ZHHEE¢] 4)

1. dd HEEY

o o

O
3

@ el
+  Floodlight : AtHF&REST, HHT 1.0, BigSwitch NetworksOll A &7
+  Beacon : JAVA, floodligh2t OpenDayLight2 %7
«  RYU:IMOPM, B3 10, 1.3, 822 ZHHDE HF 7L, NTT X2
+  OpenContrail : FLIHO|A S745t= ZHEE2{Z XMPPEH X[ &

+  OpenDaylight: LEZ22 X|tE|= AKX X2, A|23 7|8t

SDN/NFV for 5G

«  ONOS: HHHEYIANM ArEItsTH 24, ON.Lab F=

@ =u
+ Open IRIS : ETRIOIAM FloodlightE HE[ZO{0|A SESIEE d&5 X Ul M
+ OpenMUL: 222tRE0|M CE 7|82 H %
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O
4

@

2. &4& HEED

sl 2|
XNC : Cisco, Floodlight| & % Ul 7§ = 2EH|0|2}0|E0] 7|5
VAN : HP SDN M8 YA E0| NS

ProgrammableFlow : NEC, 22|& &4 % =2|F UIE StLte| 3tHC E HE

g Contrail : FLIH, Contrail @ 2153}0 X &3}, XMPPRt X &
4 NSX : VMware, NiciraS 914310 2&{2{0| 7|2 SDN 734
4
3 BNC : BigSwitch, Floodlight| &-&H ™22 ¥} Big Cloud Fabric?| 25 &

® =

BEEM: E22tRE, C 7|8t & Y& SDN HEEZ
Obelle : OFEZ|MA|, D5, 2H LS X
JS Lab
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IV. SDN ZHE E&] 4 55

3. EUA| n2{ci 4

@ HYd vs 48 HEEY

@ StESIO LM vs 2ZES 0]

® API2| B : AFRAHFRE MEY, L AHIR2E API EEO0| 88

@ OHEz|A|0]d Ato[ojMe] =3} : 7|E R A ofEE|AO|Y, WL 5
Q -
53 © ¥s:38E 1788, 222 XE 85
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V. LEEERR 7|
JS Lab
361
V.2EEER 7|= 1) QEE=22

SDN/NFV for 5G

REEE 2 (OpenFlow)Et?
x

S0l M ozl HE 7|50t WO 7|5S 2Elste 0|F F 7[ste
st Z2REZS

Rule | Action Stats C;OpenFlow

Packet + byte counters

Forward packet to port(s)
Encapsulate and forward to controller
Drop packet

Send to normal processing pipeline

Ss\mltchl»‘lm:mm:Eih\mmm 3 3 ‘I'CP‘T
ol ] el st [ ) [ e e ey

hWNpR
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362

2020-01-25

181



oG AL =l SDN/NFV 2020-01-25

V.RLEERR 7|8 1) 2=

i

2L

=
@ REERL 0= 12702 MF SF(Tuple) 2 T4
@4

== o
L g2 ol e S33 0|0 & JHxI £ Zo| ofLi2t Zo = =X

C'.;Open Flow

OpenFlow-enabled Network Device

Flow Table comparable 10 an instruction sel

JS Lab

363

<

L REERR 7= 1) REEER
3. EE

2L o

@ Switching : FHX| MAC 247} 00:1f:af:ab:cd:ef H 68 ZEZ HL}2}

Ethernet TCP/UDP
Ingress

Port Destin

: : Action
ot Destin Protoc Destin
e Type ID Priority Source oy ol TOS Source

ation
00:1f:
* * af-ab: * * * * * * * * * Port
cd:ef <

® Flow Switching : 1.2.3.4 IPv42} TCP ZE 17264 S 7|X| 1 31 ZEO| VLAN
122 E0{2 & 00:2e:df:ee:ee:eel| O]l TfZI0| 00:1f:af:ab:cd:efS ALE5I=
5.6.7.8 IPv42| TCP ZE 8022 7}nXl 8}H ZE 7Ho = HLfa}

Ethernet TCP/UDP
Ingress.

Port Destin

1 : Action
P Destin Protoc Destin
Source e Type ID Priority Source e ol TOS Source oy
00:2e:  00:1f:
Port df-ee: el 0x080 Vlan o 1.2.3. 5.6.7. 4 o 17264 80 Port
3 0 1 4 8 7
ee:ee cd:ef

@ Firewall : S™X| ZE7J} 22HH0|H o5 Xlchslat

Ethernet

TCP/UDP
Ingress.
Port Destin P Destin Protoc Destin
Source e Type ID Priority Source e ol Source oy
* * * * * * * * * * * 22 Drop
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TCP/UDP
i i ; Acti
II;:is‘::‘n Type D Priority  Source Z:is:r:‘ Pr:tlo: TOS Source 2:?4::‘ e
« « . . « o . 5.6.7. . " . . s
g 6
® VLAN Switching : VLAN 1S 21 SO{2H, 24 ZER HUjj2}

Ethernet TCP/UDP
Ingress
Port Destin

ation

Destin Protoc
ation ol

Destin

Source oy Type Priority Source TOS Source

* * * * * * * * * * *

-

® Mirroring : 80ZE0] T3 412 WysH(1W ZE)0= BUfn, SLHYS
218 5 ZER ZAstL, LIHX]

Ethernet TCP/UDP
Ingress
Port Destin Aot Destin Protoc Destin
Source e Priority Source e ol TOS Source s
* * * * * * * * * * * 80 Port
1.5
* * * * * * * * * * * * Drop
JS Lab
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VRLEERR 7|= 1) QEE=S

4. Flow Table Entries

Match Fields

Ingress Port

Metadata

Ethernet source address
Ethernet destination address
Ether type

VLAN id

VLAN priority

MPLS label

MPLS traffic class

. IPv4 source address

. IPv4 destination address
. IPv4 protocol / ARP opcode
. IPv4 ToS bits

. TCP/ UDP / SCTP src port
. ICMP Type

TCP / UDP / SCTP dst port
. ICMP Code

Instructions

Forward packet to zero or more ports
Encapsulate and forward to controller
Send to normal processing pipeline
Modify Fields

Any extensions you add!

Ll U

HaG Sl IR el ol PRSI

JS Lab
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22 5%

i

@ AME:HEEDQ AKX AO|O|M AR AHIRE APIZM SE
@ Y :ssLS 0|50 A2 ZEO| MIA|X] HE
o APPLICATIONLAYER | '
5 OpenFIOW SWItCth Controller | Business Applications
2 OpenFiow Switch spectication = i D 7
% quHow Switch \LAP' i APl ]
@ o . CONTROL LAYER ————— ]
i SecureJ ’._.-' —
Flow 4 F
A
INFRASTRUCTURE | o
L LAYER
- | ' = =
o iy S A
The Stanford Clean Slate Program hitp:iicleansiate stanford sci / r
= -
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It it o 2 —
V.2LEEER 7|E 2) QEZ2Q Ext
2. REZEL FH
@ 291X H2E mEL Il HESHR B2
@ ZHEED = 29X[0A EMof 2 F=2 HE
® 29X HUEEHERE L2 FR2 YA T
b ot&zl ot&2 ot&zl BHOF S Ci0f Pt QOB 4 ZER &
8 #Hlo]d #Hlo] @ #Hlo]d DRk HTTP ZRE 20|05t ZTEZ HLY
2 kot 10.10.10.102 2 7oFstd M etaix|
; A H g S GO LIGHH 2L
o
[L1|E$45. 2a| MAR(HEED) J
. Flow Table
: A o
: |
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it iz o I AL oT== o
V2EEERERF /= 2) REERQ %}
3. REERR ST EXN
Z22H 0|8
= xF
F 0050.5686.16c82! O .
0050.5686.0aae0]| /| %e ge
HAIXIE MEstn Hole
2 8 88
-§ 22 ALK #1
z ] ~—o L
> F— % — a—
2 AR #2 1THEEZ 0050.5686.16c80| SO0{ZH=C A8 #1
P 101112 0050.5686.0aae2 HA|X| EL{1 4R IP:10.1.11
MAC : 0050.5686.16c8 MAC : 0050.5686.0aae
LU 2277 E0{2 R w1
L X| 2 Cf ELHEf
B A 0] 2
LIEPN ZE
us us
8= fird=3
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it iz o I AL oz oo
V.RESER 7|5 2) LEEER X
3. REERR ST EXN
E22H0|E
=4 S
°_'r |7+ 0050.5686.0aae 2! G
0050.5686.16¢8 M EER 0050.5686.16¢8 Ofl A|X| Off
->0050.5686.0aae LHE 2] crsto Aloje
2 0050.5686.0aae 1H ZER LY=L
_g omzze asffs] - 0050.5686.16c8 7|
z o — e "— L
2 d— — = ==}
2 B 2 % 2HEE 2 0050.5686.0aae7t EO{ 2t A8 #1
£10.1.1. H CHSE Al £10.1.1.
L:Acweggsg.zssas.mw : 0050.5686.16c807 Erot 4H & L:Aéeggsg?ssas.u:,ae
O|X Z2of1 oz,
2 0050.5686.16c80i| A] 0050.5686.0aae2
Zhed 2¥ ZEZ LR
- 0050.5686.0aae0l| A 0050.5686.16c8 2
Jted 1H ZEZ LEY
B A 0] 2
WEA ZE Jdz2(a X2 SoH 1He R B~
0050.5686.16¢8 1
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V.R2LEEER 7| 3) SDN EZ2X| C|AHHZ|

1. SDN EEEZX| C|AF{HE|

@ HEEZE2{0|M Topology Discovery =%

(@ OFDP = OpenFlow Discovery Protocol
CH & spN HE ZE2{0| A &8 > de facto standard
OFDP= LLDP I{ 2 ZBH S ALE
oFDP SE2 TS LHE

2
8
Z (® LLDP = Link Layer Discovery Protocol
Z IEEE 802.1AB
@ Used in traditional Ethernet network devices
JS Lab
371
It it o 2 =
V.R2EEERR 7= 3) SDN EEZ2X| C|AFH 2|
2. Topology Discovery Frame structure

@ Lpp HE = O|CUl =2 HEfZ 7|7|S0] 23] HE

@ Z =8| Y2 5ILtO| LLDP Data Unit (LLDPDU) Z &t

® ZLLDPDU £ type-length-value (TLV) T+ =A0f| [} S
2
:
z
- A
H | 1

Ether- Frame
Dst Src port END of
Preamble type: check
MACMAC 0x88CC BN seq.
LLDP Type LLDP Data Unit (LLDPDU)
JS Lab
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V.R2LEEERER 7| 3) SDN EEZX| C|AFHH 2]

3. OFDP (OpenFlow Discovery Protocol)

S1-portl---S2-port3

SDN
/ % Controller
/7 \
’ \ ack
7 \
/7 \

LLDP pkt

LLDP pkt ,
’

Chassis ID = s1
Port ID = Port 3

Chassis ID = s1
Port ID = Port 1

——

Port1

LLDP pkt

Chassis ID = s1
Port ID = Port 2

JS Lab
373
i IT o AL
V.2LEERR 7|& 3) SDN EEZX| C|AFHHZ]
4. OFDP v2 (OpenFlow Discovery Protocol)
S1-portl---S2-port3
SDN P P
74 Controller \
/
/ N \
Ethernetibrams Ethernet Frame \\
Src MAC addr = Port 3 , Src MAC addr = Port 1 \
\
LLDP pkt
Chassis ID = s1 I&I;,l:g;s k;';) _—
Port1
Port 2 Ethernet Frame Port2
Src MAC addr = Port 2
LLDP pkt
Chassis ID = s1
JS Lab
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QEE=o AQX #1 QEEZ=2 AQX #2
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[ ] — — >
A = 4= AR
AFERF #2 R y AFERE #1
IP:10.1.1.12 .: IP:10.1.1.11
MAC : 0050.5686.16c8 H MAC : 0050.5686.0aae
g .
S
:
z HEBY
2
3
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A8 #3 QEE29 AX #3 SEZ2Q AQIK #4 A8} #4
IP:10.1.1.13 IP:10.1.1.14
MAC : 0050.5686.2499 MAC : 0050.5686.4a67
ICMP T{Z1(L3) TYPE CODE CHECKSUM DATA
...... =% 1P =X 1P
1P 2L (L3) 10.1.1.12 10.1.1.11 ICMP
=Z2|AE/SFD EXX| MAC L% MAC
o5yl =gy
(L2)
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o
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amm—— G = A
AR} #2 ARP 88 H =/ AR} #1
IP:10.1.1.12 : IP:10.1.1.11
MAC : 0050.5686.16c8 H MAC : 0050.5686.0aae
5
'é ® iy
Z A
z
"
F— A
A8} #3 AHE R} #4
IP:10.1.1.13 IP:10.1.1.14

MAC : 0050.5686.2499 MAC : 0050.5686.4a67

SHX| MAC ELUX| MAC
ARP 28 FFFF:FFFF:FFFF | 0050.5686.16c8 | Type/Length ARP FCS
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